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1
Decision/action requested

This contribution provides a solution to address KI#6 in TR 33.700-22.
2
References

[1]
3GPP TR 33.700-22: "Study on security aspects of CAPIF Phase3".
[2]
3GPP TS 23.222: "Common API Framework for 3GPP Northbound APIs".

[3]
3GPP TS 33.122: "Security aspects of Common API Framework (CAPIF) for 3GPP northbound APIs".
3
Rationale

This contribution provides a solution to address the KI#6 on ‘Onboarding security issues’ in TR 33.700-22.
4
Detailed proposal

SA3 is kindly requested to agree the pCR below to TR 33.700-22.

*****Start of Change 1*****

6.Y
Solution #Y: Onboarding of API Invoker residing in UE
6.Y.1
Introduction 

The solution addresses KI#6.
6.Y.2
Solution details

The API Invoker residing in the UE can perform onboarding using the procedure described in TS 33.122 Clause 6.1 as the baseline principles with the following adapations as applicable for the case of API invoker being part of the UE as shown in Figure 6.Y.2-1.
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Figure 6.Y.2-1 Security procedure for onboarding of API invoker residing in the UE

The steps shown in Figure 6.Y.2-1 is described below.

1. As a prerequisite to the onboarding procedure, the API invoker residing as part of UE obtains onboarding enrolment information from the API provider domain (APD), when the UE registers to the network. The onboarding enrolment information is used to authenticate and establish a secure TLS communication with the CAPIF core function (CCF) during the onboarding process. The enrolment information includes CCF information (address/ID), GPSI, APD Function Information (address/ID), and an onboarding credential (the OAuth 2.0 access token as described in TS 33.122 clause 6.1 step 1)). Alternatively the enrolment information may include Root CA certificate for the CCF to enable TLS server authentication in step 4. If a Server-side certificate based TLS authentication is done, then step 2-4 related to key generation and TLS-PSK is not applicable.
NOTE 1: The API provider domain functions are described in TS 23.222 Clause 8.28. 
For the case of API invoker bring part of UE, alternatively a function in the core network can take the role of API provider domain function and provide the necessary enrolment information as in step 1. Which function in operator network can provide enrolment information to the API invoker(s) residing at UE is upto the normative details.
2. The API invoker sends Onboard Service Request to the CCF which indicate the Onboarding type as UE service and APD Function Information to enable the CCF to fetch a related CCF security key from the APD-F. The API invoker invoker derives CCF key from the security context available following a successful primary authentication. The specific input used by the API invoker residing at the UE and the APD function (e.g., a core network function or AAnF) and the root key (e.g., AUSF key our AKMA key) used for CCF generation is upto the normative details. 
3a-b. The CCF fetches the CCF key from API provider domain by providing the GPSI.

4. The API Invoker and the CCF perform TLS PSK based mutual authentication using CCF Key.

5. With the secure session established, the API Invoker sends an Onboard API Invoker Request message to the CCF, which includes onboard credential obtained during pre-provisioning of the onboard enrolment information i.e., CCF access token, GPSI,  and Application Identifier(s) (A-ID(s)). 
6. The CCF validates the enrolment credential (OAuth access token) related to the GPSI.  If the validation is successful, the CCF generates the API invoker profile as specified in TS 33.122 step 4, which may contain the selected method for AEF authentication and authorization between the API Invoker and the AEF and the API Invoker ID. If the API invoker corresponds to a UE i.e., a UE service, then the CCF derives Onboard_Secret based on CCF key which is derived from the 5GS key of UE or by implementation means.

7. The CCF respond with an Onboard API invoker response message, which include the CCF assigned API invoker ID, AEF Authentication and authorization information (if generated in step 6), and the API invoker Onboard_Secret (if generated by the CAPIF core function).

The offboarding of the API Invoker when applicable works as described in TS 33.122 Clause 6.8.
6.Y.3
Evaluation
The solution impacts are listed as follows.

API invoker/UE: The onboarding enrolment information is received and stored. Initiates Onboard service request towards CCF, to let CCF fetch the security context from the right API provider domain function if TLS-PSK is used and if Onbaord secret need to be derived from the security context bounded to the UE. Alternatively if Server-side certificate based authentication is performed, security context fetching may not be needed. 
API provider domain: A function which stores the existing 5GS security context takes the role of API provider domain function to generate and provide CCF security key related to the UE’s GPSI to the CCF. Which function in operator network can provide enrolment information to the API invoker(s) residing at UE is upto the normative details. For the case of API invoker being part of UE, following a successful UE registration any function in the core network can provide the GPSI and CCF information to enable the onboarding process.
CCF: The CCF fetches the CCF security key for a UE’s GPSI to perform TLS PSK based mutual authentication (if applicable) with the API invoker residing in the UE, additionally the CCF on a successful authentication and verification of GPSI  generates and provides API invoker profile to the API Invoker residing as part of the UE.
Editor’s Note: Further evaluation is FFS
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