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1
Decision/action requested

It is requested to approve the new conclusion in this pCR.
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3
Rationale

Clause I.2.2 of TS 33.501 [1] specifies two main features for authentication in SNPN, including supporting any key generating EAP method and supporting credential holder using AAA server for primary authentication. 

Howecer, the current solutions for N3GPP access in SNPN only include supporting any key generating EAP method, without supporting credential holder using AAA server for primary authentication. 

This pCR fills the gaps by adding the support of credential holder using AAA server for primary authentication, as specified in clause I.2.2.2 of TS 33.501 [1], for each of access procedures in SNPN, including untrusted N3GPP access, trusted N3GPP access, trusted WLAN access (N5CW devices), and NSWO procedure for SNPN. 

4
Detailed proposal

**** START OF CHANGE ****
6.X
Solution #8: Supporting CH using AAA for N3GPP Security in SNPN
6.X.1
Introduction 

This solution addresses key issue #1 on Security of non-3GPP access for SNPN. 

6.X.2
Solution details

For untrusted non-3GPP access in SNPN, support for credential holder using AAA server for primary authentication between the UE and the AAA server, as specified in clause I.2.2.2 of TS 33.501 [4].
For trusted non-3GPP access in SNPN, support for credential holder using AAA server for primary authentication between the UE and the AAA server, as specified in clause I.2.2.2 of TS 33.501 [4].
For trusted WLAN access for N5CW devices in SNPN, support for credential holder using AAA server for primary authentication between the N5CW device and the AAA server, as specified in clause I.2.2.2 of TS 33.501 [4].
For NSWO in SNPN, support for credential holder using AAA server for primary authentication between the UE and the AAA server, as specified in clause I.2.2.2 of TS 33.501 [4].
Editor's note: Support for credential holder using AAA server for NSWO needs to be coordinated with SA2.

6.X.3
Evaluation

This solution addresses the requirement of key issue #1 by applying clause I.2.2.2 of TS 33.501 [4] for primary authentication to procedures in SNPN, including untrusted N3GPP procedure, trusted N3GPP procedure, trusted WLAN access procedure (N5CW devices), and NSWO procedure. 

This solution requires minimal normative work since it reuses existing specifications in TS 33.501 [4].
