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1
Decision/action requested

It is requested to approve the new solution for KI #2 of 3GPP TR 33.884.
2
References

[1]
3GPP TR 33.884: "Study on security of application enablement aspects for subscriber-aware northbound API access"
3
Rationale

This pCR proposes to add a new solution for KI #1 and KI#2 in TR 33.884 [1].
4
Detailed proposal
*************** Start of the Change ****************
6.Y
Solution #Y: Resource owner policies based authorization mechanism 
6.Y.1
Introduction 

This solution addresseses the key issue #1 and key issue #2 in terms of API invocation authorization.

In this solution, authorization mechanisms in TS 33.122 [5] are reused. 
The API invoker can be authorized by the AEF without using the OAuth 2.0 token.
6.Y.2
Solution details

The resource owner provisions policies to the CAPIF core function/authorization functionvia the UE.
The authentication and authorization to resource owner (i.e. the human who uses the UE) is left to implementation.
By reusing the authorization mechanism in clauses 6.5.2.1 and 6.5.2.2 of TS 33.122 [5], the AEF can obtain policies from the CAPIF core function/authorization function and authorize the API invoker to request resources belonging to the owner.

6.Y.3
Evaluation
TBD
*************** End of the Change ****************

