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1
Decision/action requested

It is proposed to approve the pCR to TR 33.858.
2
References

 [1]
3GPP TR 33.858:"Study on security aspects of enhanced support of Non-Public Networks (NPN) phase 2"
3
Rationale

This contribution proposes to upate sol #2 of TR 33.858 [1].
Since the UE may not be able to generate SUCI when it chooses to use anonymous SUCI, this contribution suggests to use the hash of the SUPI to indicate the KTNGF.
4
Detailed proposal

*************** Start of the Change ****************
6.2
Solution #2: Authentication mechanism for trusted non-3GPP Access in SNPN scenarios
6.2.1
Introduction 

This solution addresses key issue #1.

Specifically, in SNPN scenarios, the UE may register for onboarding, therefore the UE needs to send new registration type to TNAN. Moreover, TNGF may need to leverage IDi to identify KTNGF, which can authenticate the identity of the UE. And IDi can be set as the SUCI/onboarding SUCI. However, in some cases, the UE may send anonymous value SUCI to TNGF in the registration request, making TNGF not able to locally link the identity of the UE with the corresponding KTNGF. Without the mapping between UE identity and KTNGF, TNGF cannot authenticate the identity of the UE.

To access to SNPN, on the one hand, the UE may provide the new identity (e.g. onboarding SUCI/onboarding SUPI) and the new Registration Type (i.e.  SNPN Onboarding) to TNAN. On the other hand, the UE may use anonymous value SUCI during the registration procedure, which results in the consequence that TNGF cannot locate KTNGF to authenticate the identity of UE.
This solution enables the UE to access SNPN via trusted non-3GPP access network.
6.2.2
Solution details
This solution reuses the authentication mechanism in clause 7A.2.1 of TS 33.501 [4] with the following modifications.

-
The UE may send SUCI/onboarding SUCI to the TNAP/TNGF. If the construction of SUCI as described in clause 6.12 of TS 33.501 [X] cannot be used and if the employed EAP method supports SUPI privacy, then the UE can send an anonymous value SUCI to TNAP/TNGF. If the UE indents to access SNPN, AN parameters should also include SNPN identifier, which consists of PLMN ID and NID. The authentication mechanisms could be 5G AKA, EAP-AKA’, and any other key-generating EAP authentication method as described in clause I.2 of TS 33.501 [X].
-
For the IKE_AUTH exchange part in step 13a of clause 7.2.1 of TS 33.501 [X], names in the ID payloads should correspond to the keys used to generate the AUTH payload. In case the UE utilizes the anonymous value SUCI in step 5, the UE shall initiate an IKE_AUTH exchange and shall include the hash of its SUPI in ID payloads rather than anonymous value SUCI. To help TNGF identify KTNGF, the AMF should send the newly generated KTNGF and the corresponding hash of the SUPI to the TNGF. The AMF may obtain the SUPI from the AUSF.

NOTE: The UE can only provide SUCI/Onboarding SUCI in case it is configured with SUPI privacy parameters.



6.2.3
System impact
This solution has impact on TNAP/TNGF.
6.2.4
Evaluation

UE can send an anonymous value SUCI /onboarding SUCI to TNAP/TNGF.

AN parameters including SNPN identifier should be sent to TNAP/TNGF.

For trusted non-3GPP Access in SNPN scenarios, the authentication mechanisms could be 5G AKA, EAP-AKA’, and any other key-generating EAP authentication method as described in clause I.2 of TS 33.501 should be supported 

UE and TNGF leverages the hash of the SUPI to identify KTNGF when anonymous SUCI is employed in the EAP procedure.
The KTNGF identification mechanism has impacts on UE, AMF, and the TNGF.

In specific, the UE should be able to generate the hash of the SUPI.

The AMF should be able to generate and deliver the hash of the SUPI for the TNGF.

The TNGF should be able to locate the KTNGF via the hash of the SUPI.
This solution allows the UE to be tracked as the same hash value is sent each time
This solution allows TNGF to track the UE as the hash of the SUPI remains the same across connections
*************** End of the Change ****************
