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1
Decision/action requested

This contriution proposes to remove the Editor’s Notes in Solution #33 of TR 33.740.
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Rationale

The contribution proposes to address the Editor’s Note in Solution #33 of TR 33.740 [1].
The Editor’s Note, “Whether negotiation is needed is FFS”, is removed by the following clarification:
· When the PC5 link is established between two UEs, the negotiation procedure based on the provisioned security policies is taken by default. For the Layer-3 UE-to-UE Relay Communications, the negotiation is also needed for the UEs to reach a concensus on the same protection scheme and make efficient use of hop-by-hop and end-to-end links.

· 
· 

· 
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Detailed proposal

**** Start of Change ****
6.33

Solution #33: Security policy negotiation for Layer-3 UE-to-UE Relay Communication
6.33.1

Introduction

This solution addresses Key Issue #5. The Source UE, Target UE and UE-to-UE Relay are provisioned with the hop-by-hop and end-to-end security policies for 5G ProSe UE-to-UE Relay Communication.

The Source UE, Target UE, and UE-to-UE Relay negotiates and decides whether to activate or deactivate the hop-by-hop and end-to-end security based on the provisioned security policies during the security establishment. The solution largely reuses the security policy handling mechanism of security establishment procedure defined in TS 33.503 [6].


6.33.2

Solution details
Figure 6.33.2-1 illustrates the hop-by-hop and end-to-end security policy negotitation procedure between the Source UE, Target UE, and UE-to-UE Relay.
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Figure 6.33.2-1: Security policy negotiation procedure for the Layer-3 UE-to-UE Relay Communications
0.  The Source UE, Target UE, and UE-to-UE Relay shall respectively be provisioned with the hop-by-hop and end-to-end security policies per UE-to-UE Relay service (i.e., RSC: Relay Service Code) by the PCF during the service authorization and provisioning procedure as defined in TS 23.304 [8].
NOTE 1: The Source UE, Target UE, and UE-to-UE Relay may get the security policies in a different way (e.g. from PKMF, from DDNMF, from ProSe Application Server, or based on operator configuration).
The hop-by-hop security policies indicate whether the signalling integrity protection, signalling confidentiality protection, user plane integrity protection, and user plane confidentiality protection for the hop-by-hop links are required, preferred, or not needed.

The end-to-end security policies indicate whether the signalling integrity protection, signalling confidentiality protection, user plane integrity protection, and user plane confidentiality protection for the end-to-end link are required, preferred, or not needed.
NOTE 2: The security policies can be configured based on UE-to-UE Relay service, UE resource constraints, operator policy, etc.
1.  The discovery procedure may be performed between the Source UE, Target UE, and UE-to-UE Relay using Model A or Model B mode as specified in TS 23.304 [8]. If discovery integrated into PC5 unicast link establishment procedure concluded by SA2 in TR 23.700-33 [2] is to be performed in the following steps, this step is skipped.
2.  The Source UE sends the UE-to-UE Relay a Direct Communication Request message. The message includes the RSC, Source UE’s hop-by-hop security policies, Source UE’s end-to-end security policies, and Source UE’s security capabilities (the list of supported algorithms).
Editor’s Note: Whether to include end-to-end security policies in DCR message to/from the Relay UE is FFS.

Editor’s Note: Whether this solution aligns with SA2 is FFS.
3-5. The hop-by-hop security establishment between the Source UE and the UE-to-UE Relay including security policy negotiation and protection of messages follows the unicast security mechanism defined in TS 33.503 [6], using the hop-by-hop security policies.

6.  The UE-to-UE Relay sends the Target UE a Direct Communication Request message. The message includes the RSC, UE-to-UE Relay’s hop-by-hop security policies, UE-to-UE Relay’s security capabilities, Source UE’s end-to-end security policies, and Source UE’s security capabilities.

7-9. The hop-by-hop security establishment between the UE-to-UE Relay and the Target UE including security policy negotiation and protection of messages follows the unicast security mechanism defined in TS 33.503 [6], using the hop-by-hop security policies.
10.  The Target UE may accept the Direct Communication Request and respond with the Direct Communication Accept message which indicates the activation/deactivation of user plane security protection.
11.  The UE-to-UE Relay may accept the Direct Communication Request and respond with the Direct Communication Accept message which indicates the activation/deactivation of user plane security protection.
12-14. The end-to-end security establishment between the Source UE and the Target UE over the Layer-2 UE-to-UE Relay including security policy negotiation and protection of messages follows the unicast security mechanism defined in TS 33.536 [2], using the end-to-end security policies.

NOTE 3: The end-to-end security establishment procedure between the Source UE and the Target UE over the Layer-3 UE-to-UE Relay including security policy negotiation and protection of messages is implemented in the application layer, using the end-to-end security policies.
15.  The Target UE may accept the Direct Communication Request and respond with the Direct Communication Accept message.
6.33.3

Evaluation

This solution provides a means for the UEs in UE-to-UE Relay Communications to negotiate the hop-by-hop and end-to-end security policies so that the UEs agree on common protection schemes.
The solution requires separate security policies for hop-by-hop and end-to-end links.


Editor’s Note: Further evaluation is FFS.
**** End of Change ****
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