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1
Decision/action requested

Please approve the additional evaluation for Sol#3 propsoed in this solution.
2
References

[1]
3GPP TR 33.884: " Study on security of application enablement aspects for subscriber-aware northbound API access "

3
Rationale

It is proposed to update the evaluation for Sol#3 stating that the solution does not expose any UE identity to a third party. 
With this addition the evaluation can be closed.
4
Detailed proposal

Please accept the following changes to TR 33.884 [1]:6.3
Solution #3: UE Originated API invocation using OAuth Client Credential Grant
**** START OF CHANGE ****

6.3.3
Evaluation

The presented approach provides a solution for the case that API Invoker is part of the UE and that this API Invoker can be used by applications on a mobile device to utilize 5G northbound APIs. The approach is thus complementary to other solutions which target the case that the API Invoker is part of the third-party application.

Usage of AKMA guarantees that the client Id of the API Invoker is really bound to the Id of the UE.
Authentication of the UE is executed using http authentication mechanism, i.e., as part of the http token request.

CAPIF onboarding for assignment of Client Id and Client secret is not executed, since Client Id and Client secret can be derived from the 5G key hierarchy
In this solution the 5G system only authenticates and authorizes the UE. The 5G system does not authenticate or authorize the (invisible) third party application or a user. That is, the solution assumes that the UE is the resource owner or requesting party.

In case of one UE accessing resources of another UE, the subscriber of the second UE is not able to authorize the third-party application used on the first UE. Such scenarios can be avoided, if API calls are restricted to the scope of each UE and API invocation crossing UEs is handled on the application layer.

The main changes required for the solution are related to the deployment of the API Invoker on the UE and the definition of interface between API Invoker and the third-party application. However, this interface is out of scope of this solution and out of scope of SA3.

Potential changes might also be needed with respect to definition of additional scope in the northbound APIs and the way how an AEF is able to restrict the scope of API calls to the invoking UE.

In the solution the identity of the UE is not disclosed to a third party.
NOTE: Including of authentication in a http request (like the token request) is very common practice, i.e., http basic or http digest authentication (see for example in clause 4.1.3 in RFC6749 or the definition of AKMA profile in B.1.2.2 of TS 33.535).  

**** END OF CHANGE ****
