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1
Decision/action requested

Approve the updated conclusion for key issue#2 in TR 33.884 [1].
2
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3
Rationale

Since it is concluded that OAuth2.0 authorization code grant is one of option for authorization, it is proposed to update conclusion for key issue#2 for detailed procedure using solution depicted in S3-231913 [2].
4
Detailed proposal

*************** Start of 1st Change ****************
7
Conclusions 

7.0 High level conclusions

This conclusions are for enhancing CAPIF regarding resource owner awareness. Existing mechanisms without resource owner awareness are still available.

-
Authorization function is part of CCF

-
https is used as protocol between OAuth client and authorization server on the CCF.

Use case A: AF outside of UE is API invoker

-
For mutual authentication of API invoker AF and API exposing function in this use case, TS 33.122 [5] is reused.

-
For authorization, the OAuth2.0 Framework is one option. The API invoker has the role of the OAuth client.

Editor's Note: for the authorization framework, usage of other options from 33.122 is FFS

Editor's Note: whether and how to enhance other existing mechanisms to be resource owner aware is FFS

-
Authorization code flow and client credential flow provide a different user experience and support different application needs. Thus both flows will be specified in normative work.
-
For authorization code flow, the procedure as depicted in solution

 X is selected as normative work. PKCE is optional support to protect authorization code.

-
The claim in the token includes resource owner identity, thus there is no need for additional UE authentication in API invocation.

-
mutual authentication between resource owner and authorization function has to be perfomed.

Editor's Note: For authentication between resource owner and authorization function, whether authentication method(s) needs to be specified is FFS. 

Editor's note: which resource owner identity is used is FFS

Use case B: API invoker residing on UE accessing its own resources

Conclusions applicable to both Subcase B.i) and B.ii) below:

-
For authorization, the OAuth2.0 Framework is used. The API invoker has the role of the OAuth client.

Editor's Note: for the authorization framework, usage of other options from 33.122 is FFS.

-
mutual authentication between resource owner and authorization function has to be performed

Editor's Note: For authentication between resource owner and authorization function, whether authentication method(s) needs to be specified is FFS. 

Editor's Note: API invoker onboarding is FFS

-
The access token issued by the authorization function contains the identity of the resource owner as a claim.

-
The API exposing function restricts the API requests to resources owned by the resource owner identified in the token claims.

Editor's Note: detail of the token is FFS regarding the identification of resource owner and allowed resources of the resource owner

Editor's Note:  whether the resource owner is the UE and which identity is used is FFS
Subcase B.i) API invoker part of third party application (e.g. single page application)

Editor's Note: which OAuth flows need to be specified is FFS. 

Subcase B.ii) API invoker part of UE accessing its own resources

Editor's Note: which OAuth flows need to be specified is FFS. 

General open issues:

Editor's note: UE A accessing resource of “UE B” is FFS

Editor's note: resource owner discussion is FFS

Editor's note: revocation is FFS
*************** End of 2nd Change ****************
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