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1
Decision/action requested

Approve the proposed new solution for key issue#2 in TR 33.884 [1].
2
References

[1]
3GPP TR 33.884 “Study on security of application enablement aspects for subscriber-aware northbound API access”
3
Rationale

This solution addresses the requirement in KI#2 on Authz-1 authorization requirement. The solution outlines how to integrate OAuth 2.0 authorization code grant call flow with CAPIF architecture.
4
Detailed proposal

*************** Start of 1st Change ****************
6.X
Solution #X: Resource Owner Authorization using Authorization Code Grant
6.X.1
Introduction 

This solution addresses the requirement in KI#2 on Authz-1 authorization requirement. The solution outlines how to integrate OAuth 2.0 authorization code grant call flow with CAPIF architecture. 
In this solution, CCF and Authorization function are collocated.
6.X.2
Solution details
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Figure 6.1.2.2-1 Procedure of Obtaining Resource owner Authorization

Step 1- step 5 is the same as step A – step C which is described in clasue 4.1 in RFC 6749 [4].

Step 6 – step 8. API invoker sends Access Token Request as defined in Annex C.3 in TS 33.122 [5]. The grant_type should be set as “authorization_code”, and authorization code which is received from step 5 should be included in the message. 
AuF check authorization code. 
After successful checking of authorization code, the CCF issues new tokens to the API invoker.

Step 9-10. The API invoker uses the token for API access.
6.X.3
Evaluation

This solution addresses the requirements Authz-1 in KI#2. The solution outlines how to integrate OAuth 2.0 authorization code grant call flow with CAPIF architecture.
*************** End of 1st Change ****************
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