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1
Decision/action requested

It is requested to approve the resolution of the EN in conclusion of KI#5
2
References

3
Rationale

The contribution is intended to finalize the conclusions of KI#5 (Certificates revocation procedures) by adding some more contextual information on the revocation schemas studied in the TR 33.876, that can support the work later on in normative phase. 
4
Detailed proposal

*************START OF CHANGES**********

7.5 
KI#5: Certificates revocation procedures

7.5.1
Analysis

The KI#5 requires for 5G Core SBA a certificate revocation schema, part of the overall certificate lifecycle management framework, that should be scalable, fast due to the highly dynamic environment of the infrastructure, and resilient in case of outages. Certification Revocation Lists (CRLs), Online Certificate Status Protocol (OCSP) and OCSP stapling are listed as possible schemas, and even they have been profiled in TS 33.310 [3].

Two solutions have been presented in the study:

- Solution #6 proposes a OCSP based revocation procedure, with the option of using stapling for ‘high load’ server NFs to alleviate the burden of OCSP servers and reduce the signalling. 

- Solution #11 proposes a OCSP stapling based revocation procedure. 

OCSP and OCSP stapling are well-established standard protocols for certificate management. OCSP improves the latency and performance of the revocation related procedures by providing an online service, and OCSP stapling enhances it by caching the OCSP responses, thus ensuring the availability of the service as well in case of CA or OCSP responder outages. 
A profile of OCSP and OCSP stapling can be found in clause 6.1b of TS 33.310 [3].

7.5.2
Conclusion

For certificate revocation, it is agreed to pursue CRL in the normative phase. CRL support for TLS is already specified in TS 33.310 (Table 6.1.3c.3-1: cRLDistributionPoint as mandatory extension).
OCSP [8] and OCSP stapling [15][16] are possible additional certificate revocation schemas for SBA. The support of those mechanisms will be decided during normative phase. 


************ END OF CHANGES **********
