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1
Decision/action requested

This pCR proposes to add conclusion for KI #1 of TR 33.737.
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3
Rationale
This pCR proposes to add conclusion for KI #1 in TR 33.737 [1].
To support LI requirements, keys related to AKMA (i.e. AKMA application key and encryption key generated by AF) should be sent to the visited network of UE.
For hPLMN AF, the AF can send encryption keys to the visited network.
For external AF in the data network, 5GC cannot force external AF to provide the keys to VPLMN to fulfill the LI requirement. Therefore, hAAnF should send AKMA application key to the visited network. To send the keys, the hAAnF needs to know whether the AF is an external AF in the data network or not.
In multiple registration scenarios, UE can be multiple registered in different PLMN's serving networks. Though UE can connect to two different visited networks, UE may only leverage one visited network to connect to the target AF. Therefore, AF/hAAnF should only send keys to visited network participating in building the connection between the UE and the AF.

Therefore, the conclusion in clause 4 of this document is suggested to be added to the TR.
4
Detailed proposal
*************** Start of the Change ****************
7.1
Conclusion to Key Issue#1 

Regarding AKMA roaming architecture, AKMA architecture defined in TS 33.535[2] can be reused.
For case 2 (UE in VPLMN accessing an internal AF of the VPLMN), since the AF knows the encryption key used between the UE and the AF, the LI requirements can be fulfilled by the AF, thus no normative work is needed.
For internal hPLMN AF case, to support LI, internal hPLMN AF should send encryption keys to the visited network. AF in the HPLMN should enforce that encryption is not started until it received confirmation from the VPLMN that everything has been received OK.
For external AF in data network case, to support LI, hAAnF should send AKMA related keys to the visited network.
hAAnF should be able to find the AF is an external AF in the data network rather a vPLMN AF. In specific, NEF sends an AF indicator to the AAnF in the home network of UE based on local policies. The AF indicator indicates that the AF is an external AF in a data network. If the AAnF recieves the AF indicator and the UE is roaming, the AAnF in the home network sends SUPI of the UE, AF_ID, KAF, the KAF expiration time (KAF exptime) to the visited network.

In multiple registration scenarios, AF/hAAnF should only send keys to visited network participating in building the connection between the UE and the AF. In specific, AF can leverage PCF to identify the visited network that participates in building the connection between the UE and the AF. For external AF in the data network, external AF sends the identified visited network to the hAAnF. 
Editor’s Note: Further conclusion on LI, e.g. providing other security parameters, avoiding under-collection of traffic, etc, is FFS.
*************** End of the Change ****************

