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1
Decision/action requested

This contribution proposes a new conclusion for EDGE2.
2
References

NA
3
Rationale
It is specified in TS 33.558 to support authentication and authorization of EEC/UE by the ECS/EES, which is aligned with the statement in Solutions #1, #2, #13 and #14. Hence, It is suggested to reuse authentication and authorization mechanism specified in TS 33.558. Besides, server side certificate-based TLS authentication can be used if the AKMA or GBA is not applicable in TS 33.558, which is recommended to be clarified.
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.739.
***BEGIN OF First CHANGE***

7.X

Conclusions for Key Issue #2.1
It is proposed to reuse authentication and authorization mechanism specified in TS 33.558 [4] for this key issue. It is also recommended to clarify that server side certificate-based TLS authentication can be used if the AKMA or GBA is not applicable in TS 33.558 [4]. 
EEC-specific key is employed to realize authentication between EEC and EES/ECS. And the EEC-specific key is derived based on EEC ID and NAF key/AKMA application key of EES/ECS. The mutual authentication between EEC/ECS and EEC can be realized based on TS 33.535[2] and TS 33.222 [3], where EEC-specific key is served as the shared key. Before sending EEC ID to EES/ECS, EEC can encrypt EEC ID with NAF key/AKMA application key.
Note1: Since the authentication of EEC relies on the NAF key/AKMA application key related to UE and EES/ECS, the successful authentication of EEC implicitly indicates that UE is successfully authenticated.
Note2: EEC authentication procedure assumes that EEC can be authenticated by the UE. And the authentication mechanism is out of scope of 3GPP.

It
 is concluded that Public key signature based authentication with server side certificate or raw public key based TLS authentication is used as the default authentication method in addition to the authentication and authorization mechanism specified in TS 33.558 [4]. It is proposed to take solution#x as the basis for normative work, for default authentication between UE/EEC and ECS/EES when there is no support for common mutual authentication method.
It is agreed that AKMA, GBA, and token-based solutions are options for EEC/UE authentication
.
NOTE: Token based solution can be left for implemenation, since no details will be specified.
It is agreed that AKMA and UE ID API are options to be used by the ECS/EES to verify the GPSI received from the EEC
. EES can leverage the token generated by ECS to verify the GPSI.

*** END OF First CHANGE ***
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