3GPP TSG-SA3 Meeting #109Adhoc-e 
draft_S3-230095-r1
e-meeting, January 16-20, 2023
Source:
Huawei, Hisilicon
Title:
EN addressing and add evaluation to sol#4
Document for:
Approval
Agenda Item:
5.15
1
Decision/action requested

This contribution proposes address ENs and add evaluation to sol#4 in FS_NG_RTC_SEC.
2
References

3
Rationale

This pCR proposes to address ENs and add evaluation to sol#4.
For “Editor’s Note: A detailed figure is needed to help better understanding.”, it’s proposed to refer to the figure defined by SA2.

For “Editor’s Note: Solution terminology should be aligned with SA2.”, it’s proposed to align the name of the NFs with SA2 as well.
For “Editor’s Note: Whether the IMS-GW is transparent to DTLS is FFS.” , in case the DTLS is terminated at DCMF, the IMS-GW should be transparent to DTLS.
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.890.
***BEGIN OF First CHANGE***

6.4
Solution #4: End-to-access-edge security for IMS data channels
6.4.1
Introduction 

This solution addresses key issue #2. 

6.4.2
Solution details

There are two types of data channels according to TR 23.700-87 [2], i.e., bootstrap data channel which is used to transfer data channel application list and data channel applications between the UE and the network and application data channel which is used to transfer data of data channel applications between the UEs or between the UE and the network.

For application data channel, it can be further classified into 4 types: P2A without the involvement of DCSF, P2A with DCSF, P2P without DCMF/enhanced MRF, and P2P with DCMF/enhanced MRF.

In bootstrap data channel case (bootstrap data channel between UE and DCMF/enhanced MRF as showed in the figure 6.4.2.1-1), two P2A cases of application data channel (application data channel between UE and DC application server as showed in the figure 6.4.2.1-1) and P2P with DCMF/enhanced MRF case of application data channel (application data channel between UE and UE in remote IMS as showed in the figure 6.4.2.1-1), the DCMF/enhanced MRF is proposed to terminate DTLS protecting with UE. 

In the P2P without DCMF/enhanced MRF case, the eIMS-AGW is responsible for terminate DTLS protecting with UE.

The protection between DCMF/enhanced MRF and DCSF can be TLS or DTLS which depends on the underlying protocols, i.e., UDP or TCP.
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Figure 6.4.2.1-1: IMS supporting DC usage with DCMF (see TS 23.700-87 [2], clause 6.20.1.2)




NOTE:  The protocols between DCMF/DCSF and DC application server are out of scope of this study.

The DTLS between UE and the IMS is established based on the certificate fingerprints exchanged over SDP. To ensure the integrity of the certificate fingerprint the signalling path is assumed to be protected. In case the DTLS is between UE and DCMF/enhanced MRF, the eP-CSCF should include the certificate fingerprint of the DCMF/enhanced MRF in the SDP answer to UE. In case the DTLS is between UE and eIMS-AGW, the eP-CSCF should include the certificate fingerprint of the eIMS-AGW in the SDP answer to UE. In both cases, the UE should include its certificate fingerprint in the SDP offer to eP-CSCF. 
6.4.3
Evaluation

The solution meets the security requirements of KI#2 when the external DC Application Server only supports the HTTP protocol and e2e security between UE and application server is not addressed in this solution.
*** END OF First CHANGE ***
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