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1
Decision/action requested

Approve the pCR to TR 33.882.
2
References

[1]
3GPP TR 33.882: "Study on personal IoT networks security aspects".

3
Rationale

This solution describes a way for PEMC authenticates and authorizes PINE based on EAP framework (e.g., EAP-MD5). 

4
Detailed proposal

****Start of Change (new text) ****
6.X
Solution #X: PINE authentication with information provided by PEMC
6.X.1
Introduction
This solution addresses the KI#1 "Authentication and authorization for PINE".

6.X.2
Solution details
The procedure describes how PINE is authenticated with information provided by PEMC. The information providing procedure from PEMC to PINEs is out of scope.
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Figure 6.X.2-1: PINE authentication with information provided by PEMC
1.
A PINE is configured by PEMC with information for authentication, e.g., a password per PINE and associated PINE ID, and may be configured by PEMC with information for connecting to a PEGC, e.g., the SSID/BT ID and associated password. This step is out of 3GPP scope.

2.
The PINE connects to a PEGC, e.g., using the configured SSID and password of the SSID.
3.
The PINE sends Access Request (Device information, [PINE ID]) to the PEGC. The PEGC sends the Access Request (PINE information, [PINE ID]) for the PINE to the PEMC. The PINE Information includes Device information, IP address of the PINE, and connection information for the PINE, e.g., SSID or BT ID.
4.
[Optional] The PEMC may provide the information for the PINE authentication to the PEGC.

5.
[Conditional] The PEMC (via PEGC) or the PEGC may send EAP Request / Identity message to the PINE. The PINE sends EAP Response / Identity message to the PEGC or PEMC. The EAP messages are encapsulated in PIN message between PINE and PEGC as well as between PEGC and PEMC. The PIN message is over application layer.
6.
The PEMC (via PEGC) or the PEGC performes the EAP authentication with the PINE. 
7.
If step 4 is not performed, the PEMC sends Access Response (PIN ID, EAP Success) message or Access Response (EAP Failure) message to the PEGC. If the EAP Success is received from PEMC (i.e., step 4 is performed) or the PEGC authenticates the PINE succeeds (i.e., step 4 is not performed), the PEGC sends PIN message to the PINE with the EAP Success message, otherwise, the PEGC closes the connection with the PINE.
In case the PEMC does not have direct connection with the PEGC, PIN protocol messages between the PEMC and the PEGC in steps 3b, 4, 5b, 6b, and 7b are via 5GS.
6.X.3
Evaluation
TBD
.
****End of Change****
Alt 2
Alt 1
5GS
PINE
PEGC
PEMC
7b-1. Access Response (PIN ID, EAP Success)
2. PINE connects to PEGC
1. PINE is configured by PEMC with information for authentication
5b-1. PIN Auth message (EAP Request / Identity)
5a-2. PIN Auth message (EAP Response / Identity)
6a. EAP Request/EAP Response messages
7b-2. Access Response (EAP Failure)
7a-2. Close the connection
3b. Access Request (PINE Info, [PINE ID])
5a-1. PIN Auth message (EAP Request / Identity)
5b-2. PIN Auth message (EAP Response / Identity)
7a-1. PIN message (PIN ID, EAP Success)

4. PEMC provides information for PINE authentication
3a. Access Request (Device Info, [PINE ID])
6b. EAP Request/EAP Response messages



