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1. Introduction
This pCR proposes to put forward a solution for KI#2.
2. Reason for Change
For a certain PINE, it has the subscription whether the PINE has the permission to use 5GS to communicate. 

As a feature, PIN client within a PIN can communicate with other devices, services and applications within the same PIN. Furthermore, PIN client can connect the 5G Network via a PEGC. Also, as a feature, some of the PIN client in PIN has the permissions that they can communicate with other UE or application outside of PIN with the help of 5GC. 
In this solution, the PINE establishes direct connection with PEGC first. And then, the PINE sends the relay request to PEMC or PIN server, to relay the traffic to other PINE via PEGC by 5GS. 
The PEMC requests to activate the relay request to PIN server and the PIN server can request the 5GS to establish the PDU session which is the procedure defined in SA2. 

And according to the SA1 requirement of PIN, the TS 22.101 specifies that 5GS supports secure provisioning of credentials to a non-3GPP device via a gateway UE, whose User Identifier has been linked with the 3GPP subscription of the gateway UE, to enable the non-3GPP device to access the network and its services according to the linked 3GPP subscription when connected via non-3GPP access. So, the PIN server also supports to deliver the security credentials to PINE via application layer procedure with the support of 5GS network. 
3. Conclusions

N/A
4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-78 v 0.4.0.
* * * First Change, all new text * * * *

7.X
Solution #Y: PIN communication via 5GS
7.X.1
Architecture enhancements
The architecture of PIN is referred to the solution 1 in clause 7. 

7.X.2
Solution description

7.X.2.1
General

This solution addresses aspects of Key Issue #2. 
For a certain PINE, it has the subscription whether the PINE has the permission to use 5GS to communicate. 

As a feature indicated in SA1 and KI#2, the PIN client within a PIN can communicate with other devices, services and applications within the same PIN. Furthermore, PIN client can connect the 5G Network via a PEGC. Also, as a feature, some of the PIN client in PIN has the permissions that they can communicate with other UE or application outside of PIN with the help of 5GC. 
In this solution, the PINE establishes direct connection with PEGC first. The PINE connects to PEGC via the password or username which is used for PINE to initial connect. 

And then, the PINE sends the relay request to PEMC or PIN server, to relay the traffic to other PINE via PEGC by 5GS. If the request is related to internet services, the DN-specific ID may be included.
The PEMC requests to activate the relay request to PIN server and the PIN server can request the 5GS to establish the PDU session which is the procedure defined in SA2. The PIN server sends the parameters in relay request to 5GS to request to establish the PDU session. 
And according to the SA1 requirement of PIN, the TS 22.101 specifies that 5GS supports secure provisioning of credentials to a non-3GPP device via a gateway UE, whose User Identifier has been linked with the 3GPP subscription of the gateway UE, to enable the non-3GPP device to access the network and its services according to the linked 3GPP subscription when connected via non-3GPP access. So, the PIN server also supports to deliver the security credentials to PINE via application layer procedure with the support of 5GS network. 
7.X.2.2
Procedures of PIN communication via 5GS
This procedure presents a high-level overview of Solution 1.
Figure 7.X.2.2-1 illustrates PIN communication via 5GS procedure based on request/response model.
Pre-conditions:

1.
The PINE is able to connected into PEGC via password and username;

2.
The UE Identifier or PIN client Identifier is available for PINE;

3.
The PIN client has been authorized to communicate with the PIN server and PEMC;

4.
The PINE has the subscription that it can communicate via 5GS;
5.
The PINE has already received the IP address of other PINE.
NOTE: How to PINE receive the other PINE IP address are related to the procedure in section 7.X.2.3.
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Figure 7.X.2.2-1: PIN communication via 5GS
0.
The PINE establishes direct connection with PEGC. The PINE connects to the PEGC by means of the password and username, as indicated in section 7.3.2.2 of solution 2. 
1.
The PINE sends PIN Relay Request (PIN ID, PINE ID, Packet filters, [DN-specific ID]) to the PEGC. If the request is related to internet services, the DN-specific ID may be included. The packet filters include the target PINEs IP address or FQDN that wants to communicate. The PINE should discover the other PINE’s IP address first.
2.
If step 2 is performed, the PEGC sends the PIN Relay Request to the PEMC directly, or sends PEMC Notification (PEGC ID, PIN Relay Request) to PIN server and PIN server sends PEMC Event Notification (PEGC ID, PIN Relay Request) to the PEMC.
3.
The PEMC sends Relay Activate Request (PIN ID, PEMC ID, PEGC ID, PINE ID, Packet filters) to the PIN server. The relay request will be sent to other PINE via 5GS. 
4.
The PIN server will check with the 5GS that whether this PINE has the subscription to communicate with other PINE via 5GS. And if the PINE has the subscription, the PIN server will interact with 5GS to establish the PDU session on PEGC for the PINE. 
Editor’s note: How to the PIN server interacts with 5GS to establish PDU session for PINE is in SA2 scope. 
5.
(Optional) If the IP address of the PEMC/PEGC is changed, the PEMC/PEGC sends Event Notification (PEMC/PEGC ID, old IP address, new IP address) to the PIN server. 
6.
The PIN server sends response to PEMC for successfully establish the PDU session. 
7.
The PEMC sends response to PINE. 
7.X.2.3
Procedures of credential provisioning to PINE via 5GS
Pre-conditions:

1.
The PINE is able to connected into PEGC via password and username;

2.
The UE Identifier or PIN client Identifier is available for PINE;

3.
The PIN client has been authorized to communicate with the PIN server and PEMC;

4.
The PINE has the subscription that it can communicate via 5GS;
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Figure 7.X.2.3-1: Credential Provisioning by 5GS
0.
The PINE establishes direct connection with PEGC. The PINE connects to the PEGC by means of the password and username, as indicated in section 7.3.2.2 of solution 2.

1.
The PINE sends Credential Provisioning Request (PIN ID, PINE ID, Duration) to the PEGC. The Duration indicates the lifetime of the path for the remote provisioning. 
2.
The PEGC sends the Credential Provisioning Request to the PEMC directly, or sends PEMC Notification (PEGC ID, Credential Provisioning Request) to PIN server and PIN server sends PEMC Event Notification (PEGC ID, Credential Provisioning Request) to the PEMC.

3.
The PEMC sends Credential Provisioning Request (PIN ID, PEMC ID, PEGC ID, PINE ID, Duration) to the PIN server. 

4.
The PIN server interacts with 5GS and receives the credential from 5GS. 

Editor’s note: How to the PIN server interacts with 5GS to receive credentials is in SA2 scope. And the definition and architecture of credentials for PINE is in SA3 scope.
5.
The PIN server responds to the PEMC with the credentials, and the PEMC responses to PINE with credentials. 
* * * End of Change * * * *
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