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X.1.1	General
This clause provides an informative description of the basic concepts of migration.
The goal of migration is to allow an MC client that is operating on one MC system to move to another MC system and receive services there. Different use cases exist that place restrictions on how migration is carried out. In one case, the MC client could be willing to have a call drop as a result of migration, while in another case, the MC client could need to be assured that a call will not drop as a result of migration. If the make-before-break procedures discussed in clause X.1.4 are used, call drops can be avoided.
Editor's Note:	As clauses are added in the main body of this document, appropriate references can be added within this annex.
X.1.2	Migration overview
Migration consists of:
1)	preparation and provisioning of the primary and partner MC systems with the provisioning occurring before a migration need exists or at the time of the migration need;
a)	planned provisioning;
i)	planned provisioning is completed before migration is needed;
ii)	the network component of planned provisioning involves the preparation of all necessary profiles and configuration files, assignment of MC service IDs and preparation of security material; and
iii)	all prepared profiles, configuration files, and security material can be made available to the MC UE at a planned provisioning time that is significantly prior to the need to perform migration, thus greatly reducing the time to actually accomplish the migration;
A)	migration materials that do not have a specific expiration time can be pre-provisioned days, weeks and even months prior to migration taking place; and
B)	migration materials that have a specific expiration time, such as security material, can be often provisioned hours prior to migration taking place;
b)	on demand provisioning;
i)	on demand provisioning uses the same mechanisms as planned provisioning and takes place when migration is immediately needed, thus incurring the delays needed for communication between MC systems and provisioning the migration materials to the MC UE;
2)	provisioning of the MC UE;
a)	it is expected that both planned and on demand UE provisioning will be used:
i)	planned provisioning is completed before migration is needed by downloading needed migration material to the MC UE a significant amount of time prior to the need for migration, for example, UE provisioning for rail applications can occur several hours or days prior to the beginning of the train's journey;
3)	commanding/permitting the MC UE to migrate;
a)	the ability to command an MC UE to migrate can be used when the primary MC system knows that the MC UE is in geographic proximity of the partner MC system or has an administrative reason to be migrated, for example, a public safety user could be required to migrate to a neighboring MC system to assist in a mutual aid situation; and
b)	permitting the MC UE to migrate can be either an explicit or an implicit permission:
i)	explicit permission involves a request being sent by the MC UE to the MC system and an affirmative response; and
ii)	implicit permission involves pre-provisioning the MC UE with the permission to migrate to particular MC systems;
4)	authentication and authorization of the MC user via the partner MC system's IdMS and reception of access tokens;
a)	per 3GPP TS 33.180 clause 5.1.4.2, the primary MC system and the partner MC system can exchange security material so that the MC user is known by the partner MC system and can thus register successfully;
5)	the MC UE contacts the partner MC system's IdMS using provisioned migration material and receives the access tokens it will need to obtain needed services on the partner MC system;
6)	the MC UE registers for MC services on the partner MC system; and 
7)	the MC clients on the MC UE affiliate, as necessary, to groups in the partner MC system indicated in the user profile for the partner MC system.
UE roaming across PLMN boundaries can occur both with and without migration being needed, depending on whether the current serving MC system is accessible from the PLMN to which the UE moves. When the UE crosses the PLMN boundary, it will register on the new PLMN and establish APN/DN connections including connectivity to IMS. If the operator of the old PLMN and the operator of the new PLMN have arranged for SIP signalling to be relayed to the old PLMN, the MC UE can continue to communicate with the MC system of the previous PLMN. If the MC UE also connects to a MC system of the new PLMN, the ability for using make-before-break connectivity to the MC systems exists. 
X.1.3	Provisioning for migration
Provisioning is done at both the primary and partner MC systems. This is a set of coordinated actions so that both MC systems:
-	know the MC user by the proper set of identities, and
-	share a common understanding of what actions the MC user is permitted on the partner MC system.
As noted in clause X.1.2, provisioning can occur dynamically when it is needed, or more statically in cases where it is expected and foreseen. For example, rail applications could provision both MC systems and MC UEs (e.g., the trains and crew members) with all information needed to migrate to and operate successfully on multiple partner MC systems a significant time prior to the actual migration. As another example, a set of first responders from one city could be sent to a distant city to assist in resolving some large incident. The two MC systems and the migrating MC UEs could be provisioned at the time of the decision to send the first responders to support the large incident.
X.1.3.1	Provisioning at the primary MC system
At the primary MC system, actions can take place to share information about the MC user with the partner MC system. This sharing can take place a long period of time prior to migration to support pre-provisioning or could occur dynamically at the time an MC user needs to migrate to a partner MC system. A copy of the user profile from the primary MC system could be shared either in its entirety or with portions removed that are private to the primary MC system. Information from the service configuration and UE initial configuration documents could also be shared. These sets of information can be of use to the partner MC system in preparing the user profiles and UE initial configuration documents at the partner MC system.
It is expected that automated administrative procedures will be developed by agencies using the MC systems to perform the necessary provisioning.
As described in 3GPP TS 33.180 clause 5.1.4.2, the primary MC system IdMS can share the primary IdMS certificate(s) used to validate the MC user's credentials with the partner MC system IdMS using an out of band mechanism that is outside the scope of this specification. This prepares the partner MC system IdMS to be able to authenticate the MC user. If the primary IdMS certificate(s) were to be changed, the primary MC system can refresh the partner MC system.
The primary MC system can also receive from the partner MC system copies of the user profiles, configuration document and UE initial configuration document that will be used by the MC user when migrated to the partner MC system. At a minimum the primary MC system needs to be able to provide the address of the partner MC system's IdMS, KMS, CMS, and GMS. These addresses (URIs) will allow the MC user to authenticate on the partner MC system, retrieve necessary keys, configurations, etc. using normal MC registration procedures.
X.1.3.2	Provisioning at the partner MC system
At the partner MC system, the globally unique MC ID of the MC user is used as the MC user's basic identity. The partner MC system can receive copies of various configuration information from the primary MC system as noted in clause X.1.3.1. Whether to use this information in preparation of the user profiles, service configuration document and UE initial configuration document is a choice of the partner MC system. These files that are received by the MC UE during the MC registration process are needed for successful operation in the partner MC system.
Copies of the user profiles, service configuration document and UE initial configuration document can be sent to the primary MC system. The partner MC system can choose to provide complete copies of these files or partial copies that contain only the important information needed by the MC UE to successfully register the MC user in the partner MC system, such as URIs of the partner MC servers. The primary MC system can pre-provision the MC UE with these profiles and documents to minimize the amount of time needed for the MC user to be fully migrated to the partner MC system.
The sharing of the primary IdMS certificate(s) used to validate the MC user's credentials mentioned in clause 5.2.9.4.2.1 provides the partner MC system with the ability to validate and authenticate the MC user that is migrating to the partner MC system.
X.1.4	Process of migration
Once the primary MC system and partner MC system have in place the necessary information to allow the MC user to successfully migrate, the migration process can begin. Migration can be initiated by either the primary MC system giving a command to the MC UE to migrate to a specific partner MC system, by a request from the MC user to be permitted to migrate to a specific partner MC system, or by implicit permission to migrate being provisioned on the ME UE.
For example, the ability to provison an MC UE with permission to perform migration to a partner MC system supports the ability of trains (and their crews) that have an MC ID and are supported in partner MC systems to initiate migration themselves into the next MC system as a natural part of their activities. The migration process will include the signalling from the partner MC system to the primary MC system that the MC user (the train in this example) has migrated, thus allowing the primary MC system to be kept informed of the partner MC system currently serving the MC user.
It is noted that registration in one MC system can be accomplished before de-registration from another MC system. This ability to be registered in two MC systems provides a "make before break" capability that can support service continuity. In particular, both private and group calls initiated on the first MC system can continue while the MC client(s) register on the new MC system. In the case of a private call, de-registration from the first MC system can occur after the private call completes. In the case of a group call, if the group contains the MC service IDs of the MC user for both the first and the second MC systems, the MC client can complete registration in the second MC system and affiliate to the same group using the MC service ID of the second MC system prior to de-affiliation and de-registation on the first MC system.Because the second MC system will notify the MC user's primary MC system that the MC user has migrated to the second MC system, the primary MC system can always provide the current MC service ID needed to reach the MC user.
X.1.5	Migration actions at the primary MC system
The MC user can be either commanded to migrate to a specific partner MC system or can request migration, unless implicit permission is already configured on the MC UE, to a specific partner MC system based on, for example, geographic location. If a command is sent to the MC user, it will contain information needed by the MC user to perform the migration. This information might be the identity of the user profiles, service configuration document and UE initial configuration document to be downloaded from the primary MC system before migration begins. The information needed by the MC user to perform the migration can be sent in a response to a migration request from the MC user, or can be configured in the MC UE when migration permission is pre-provisioned.
The user profiles, etc. that the MC UE will need to download can be already pre-provisioned on the MC UE. The action of the MC UE would then be to determine whether it already has the sets of information indicated by the primary MC system, thus allowing the migration to the partner MC system to complete more quickly.
X.1.6	Migration actions at the partner MC system
When the MC user arrives at the partner MC system, normal MC authentication and registration take place. Since the partner MC system IdMS already has the primary IdMS certificate(s) used to validate the MC user's credentials, authentication and registration for MC services can proceed as normal. As part of the registration procedure, the MC UE can download any needed configuration files or profiles that it does not already have provisioned. The user profiles will provide information on which groups are available, as well as all other information needed to successfully use the MC services of the partner MC system.
As part of the authentication procedure, the MC user learns of the MC service IDs that it will use while operating in the partner MC system. Those IDs are contained in the access token that the partner MC system IdMS returns to the MC UE. The MC UE continues to remember the MC service IDs and the user profiles for the primary MC system. These are needed when communicating with other MC users that address the MC UE with the primary MC system MC service IDs.
As part of the registration procedure the partner MC server determines that the MC UE is migrated and stores the primary MC service IDs. The partner MC server uses this information to inform the primary MC system that the MC user has successfully migrated to the partner MC system and includes the partner MC service IDs that have been assigned. In the case of pre-provisioning, the partner MC system and primary MC system may have determined and exchanged the MC service IDs ahead of time.
The partner MC server also can receive an indication from the primary MC system that copies of signalling are to be to the primary MC system, e.g., for purposes of logging at the primary MC system.
X.1.7	Operating while migrated
While operating in the partner MC system, the MC UE uses the user profiles, service configuration and UE initial configuration information provided by the partner MC system. It also continues to remember the user profiles of the primary MC system and the primary MC system MC service IDs. Contact lists of the MC service IDs of other MC users will contain at least the MC service ID of the other MC user in their primary MC system. If the MC client is informed of a different current MC service ID for an MC user because that MC user is currently migrated, the MC client can store that current MC service ID along with the primary MC service ID for that MC user.
X.1.7.1	Addressing the MC user while migrated
There are a number of considerations that concern addressing while migrated:
1)	an MC user will have an MC service ID from their primary MC system,
2) 	an MC user will have an MC service ID from the partner MC system when the MC user is migrated to that partner MC system,
3)	an MC user that is migrated can maintain its user profiles from both the primary MC system and the partner MC system, including all knowledge of MC service IDs from both user profiles,
4)	an MC user that is migrated makes decisions based on the user profile from the partner MC system while migrated,
5)	a migrated MC user can be addressed by either the MC service ID of the primary system or the MC service ID of the partner MC system,
6)	when a migrated MC user is addressed by its primary MC service ID, signalling is sent to the primary MC system which will reject the signalling to the calling MC user along with the current partner MC service ID and a cause value that the MC user is migrated,
7)	the calling user can cache the current partner MC service ID to reduce subsequent signalling,
8)	should the called MC user migrate again, thus invalidating any caches of its partner MC service ID in other MC clients, the calling MC client can reinitiate the signalling using the primary MC service ID, and
9)	the migrated MC user can determine from the signalling which MC service ID was used originally by the calling MC user to address the signalling and can then know what keying material can be used to decrypt that signalling.
X.1.7.2	Receiving calls while migrated
Normal call delivery is used to a migrated user. The signalling carries appropriate indications of what the original addressed MC service ID was to enable the called migrated MC user to properly handle the call, including decryption.
X.1.7.3	Making calls while migrated
Normal call initiation is used by a migrated user to its MC server in the partner MC system. If the MC user is migrated, the signalling carries both the partner system MC service ID (as the calling user) and the primary system MC service ID as an additional piece of information. The receiver thus has both the current partner MC service ID and the primary MC service ID for identification, for further signalling and for caching.
X.1.7.4	Processing calls while in the process of migrating
Using the technique described in clause 5.2.9.4.4, if the MC user is in the middle of a private MC call when it needs to migrate, the MC UE can maintain its registration on the previous MC system while registering on the new MC system, thus allowing the MC user to complete the private call before de-registration from the previous MC system. 
NOTE:	The "previous" and "new" MC systems could be either the primary MC system of the MC user or a partner MC system, so that migration could be: primary to partner, partner to partner, or partner to primary.
If the MC user is involved in a group call, the MC UE can also maintain its registration until the current group call completes. If the MC user is included in the group definition using both the MC service ID of the current MC system and the MC service ID of the new MC system, the MC client can affiliate to the group in the new MC system prior to de-affiliation and de-registration in the old MC system. This "make before break" capability provides improved service continuity.
X.1.7.5	Participating in groups while migrated
While the MC user is migrated, the user profile from the partner MC system will control the MC user's participation in MC groups. If the MC user is to participate in groups that it is a member of in the primary MC system, the group document for that group will contain the MC service ID from the partner MC system as well as the MC service ID from the primary MC system.
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