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1. Introduction
This contribution allows EEC to supply UE ID.
2. Reason for Change
Currently, all EDGE-1 & 4 interactions (e.g. EEC registration, EAS discovery, ACR determination) need EEC to supply a static UE ID (either mandatory or optional).

It is mentioned in service provisioning clause that “The UE Identifier is either preconfigured or resulted from a successful authorization;” 
In most cases, the UE id is not pre-configured in the application as it is an information which varies per UE. The static UE ID may be in the form of GPSI. In case of MSISDN, this can be retrieved from USIM but end user may not authorize such information to be exposed to the Application. According to SA3 LS reply S3-203360, the AF specific external ID is of no privacy concern. Additionally, the AC within the UE may not be a trustworthy source for identifiers, thus a network provided identifier is preferred.
Then how to supply a static UE ID (external id) to the ECS/EES from the EEC is a problem. There are several alternatives:

a. UE requests such external ID from the core network and the core network then deliver it to the UE via the PCO field in the NAS message;
b. EEC requests such information from the ECS/EES, which in turn requests it from the 3GPP core network;
c. EEC supplies UE IP address directly to the ECS/EES, and ECS/EES requests 3GPP core network to translate it to a static UE ID.
Alt. a requires SA2 support and industry support in OS, app and UE modem which could be viable but is more complicated than alt. b and c which utilize the new capability according to SA2 LS reply S2-2009339.
For alt. b, it utilizes the existing UE ID capability exposed by the EES (i.e. Eees_UEIdentifier API) and can be used by the EEC to retrieve UE ID once for all EDGE-1 interactions.

For alt. c, it can be used directly for the EDGE-4 interaction (i.e. service provisioning) to avoid additional UE ID capability exposed by the ECS. If there are more EDGE-4 interactions in the future requiring UE ID, the Eecs_UEIdentifier API can be considered.

It is proposed to choose alt. b for EDGE-1 interaction and alt. c for EDGE-4 interaction.

Note that in S2-2009339, using NAT over N6 is not specified in Rel-17, even though it is possible for the ECS to derive the UE IP address from the incoming packet in the user plane, such IP address may be NATed so that the EEC provided UE IP address is the one allocated by the 3GPP core network which can be retrieved from the UE modem.
3. Proposal

It is proposed to agree the following changes in TS 23.558.
* * * First Change * * * *

8.3.2.3
Request-response model

Figure 8.3.2.3-1 illustrates service provisioning procedure based on request/response model.

Pre-conditions:

1.
The Edge Enabler Client has been pre-configured or has discovered the address (e.g. URI) of the Edge Configuration Server;

2.
The Edge Enabler Client has been authorized to communicate with the Edge Configuration Server;

3.
The UE Identifier is either preconfigured or resulted from a successful authorization and

4.
The ECS is configured with ECSP's policy for service provisioning.

NOTE 1:
Details of ECSP's policy are out of scope.

Editor's Note:
Whether the UE's subscription data may contain the endpoint information of ECS is FFS and requires SA2 and SA3 coordination.

Editor's Note:
The authorization procedure required to enable communication with the Edge Configuration Server is FFS.
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Figure 8.3.2.3-1: Service provisioning – Request/Response

1.
The Edge Enabler Client sends a service provisioning request to the Edge Configuration Server. The service provisioning request includes the security credentials of the EEC received during EEC authorization procedure and may include the UE identifier such as GPSI, connectivity information, UE location and Application Client profile(s) information.

2.
Upon receiving the request, the Edge Configuration Server performs an authorization check to verify whether the Edge Enabler Client has authorization to perform the operation. The ECS may utilize the capabilities (e.g. UE location) of the 3GPP core network as specified in clause 8.9.2. The ECS may use the received UE IP address to contact PCRF/PCF to retrieve UE location. If SCEF/NEF/SCEF+NEF is used to retrive UE location, the ECS interacts with the 3GPP core network to retrieve UE Identifier using the received UE IP address and then interacts with SCEF/NEF/SCEF+NEF. If Application Client profile(s) are provided by the EEC, the ECS identifies the EES(s) based on the provided Application Client profile(s) and the UE location. When Application Client profiles(s) are not provided, then:

-
if available, the ECS identifies the EES(s) based on the UE-specific service information at the ECS and the UE location;

-
ECS identifies the EES(s) by applying the ECSP policy (e.g. based only on the UE location);

NOTE 2:
Details of the UE-specific service information and how it is available at the ECS is out of scope.

NOTE 3:
Both steps are evaluated prior to sending a response.
The Edge Configuration Server also determines other information that needs to be provisioned, e.g. identification of the Edge Data Network, topological service area information (for LADN), Edge Enabler Server endpoints.

If the ECS is unable to determine the EES information using the inputs in service provisioning request, UE-specific service information at the ECS or the ECSP's policy, the ECS shall reject the service provisioning request and respond with an appropriate failure cause. 
3.
If the processing of the request was successful, the Edge Configuration Server responds to the Edge Enabler Client's request with a service provisioning response which includes a list of Edge Data Network configuration information, e.g. identification of the Edge Data Network, topological service area information (for LADN), and the required information (e.g. URI, IP address) for establishing a connection to the Edge Enabler Server.

If the Edge Data Network configuration information includes an LADN DNN as an identifier for the Edge Data Network, the Edge Enabler Client considers the LADN as the Edge Data Network. Therefore, the service area of Edge Data Network is the LADN Service Area which can be discovered using the UE Registration Procedure. The EEC may cache the service provisioning information (e.g. EES endpoint) for subsequent use and avoid the need to repeat step 1. If the Lifetime IE is included in the Service provisioning response, then the Edge Enabler Client may cache and reuse the Service provisioning information only for the duration specified by the Lifetime IE, without the need to repeat step 1.

NOTE 4:
If the service provisioning request fails, the Edge Enabler Client can resend the service provisioning request again, including the missing information as indicated by the received failure cause.
* * * Next Change * * * *

8.3.2.4.2
Subscribe

Figure 8.3.2.4.2-1 illustrates the service provisioning request procedure between the Edge Enabler Client and the Edge Configuration Server.

Pre-conditions:

1.
The Edge Enabler Client has been pre-configured or has discovered the address (e.g. URI) of the Edge Configuration Server;

2.
The Edge Enabler Client has been authorized to communicate with the Edge Configuration Server as specified in clause 8.10; 

3.
The UE Identifier is either preconfigured or resulted from a successful authorization; and

4.
The ECS is configured with ECSP's policy for service provisioning.

NOTE 1:
Details of ECSP's policy are out of scope.
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Figure 8.3.2.4.2-1: Service provisioning subscription

1.
The Edge Enabler Client sends a service provisioning subscription request to the Edge Configuration Server. The service provisioning subscription request includes the security credentials of the EEC received during EEC authorization procedure and may include the UE identifier such as GPSI, connectivity information, proposed expiration time and Application Client Profile information.

2.
Upon receiving the request, the Edge Configuration Server performs an authorization check to verify whether the Edge Enabler Client has authorization to perform the operation. If required, the ECS may utilize the capabilities (e.g. UE location) of the 3GPP core network as specified in clause 8.9.2. The ECS may use the received UE IP address to contact PCRF/PCF to retrieve UE location. If SCEF/NEF/SCEF+NEF is used to retrive UE location, the ECS interacts with the 3GPP core network to retrieve UE Identifier using the received UE IP address and then interacts with SCEF/NEF/SCEF+NEF. If the ECS is unable to determine the EES information using the inputs in service provisioning subscription request, UE-specific service information at the ECS or the ECSP policy, the ECS shall reject the service provisioning subscription request and respond with an appropriate failure cause. If the request is authorized, the Edge Configuration Server creates and stores the subscription for provisioning.
3.
If the processing of the request was successful, the Edge Configuration Server responds with a service provisioning subscription response, which includes the subscription identifier and may include the expiration time, indicating when the subscription will automatically expire. To maintain the subscription, the Edge Enabler Client shall send a Service provisioning subscription update request prior to the expiration time. If a Service provisioning subscription update request is not received prior to the expiration time, the Edge Configuration Server shall treat the Edge Enabler Client as implicitly unsubscribed.

NOTE 2:
If the service provisioning subscription request fails, the Edge Enabler Client can resend the service provisioning subscription request again, including the missing information as indicated by the received failure cause.

* * * Next Change * * * *

8.3.3.1
Service provisioning request

Table 8.3.3.1-1 describes the information elements for service provisioning request from the Edge Enabler Client to the Edge Configuration Server. 

Table 8.3.3.1-1: Service provisioning request

	Information element
	Status
	Description

	EEC ID
	M
	Unique identifier of the EEC.

	Security credentials
	M
	Security credentials resulting from a successful authorization for the edge computing service.

	Application Client Profile(s)
	O
	Information about services the EEC wants to connect to, as described in Table 8.2.2-1.

	UE Identifier
	O 
	The identifier of the UE (i.e. GPSI or identity token)

	UE IP address
	O
	The UE IP address.

	Connectivity information
	O
	List of connectivity information for the UE, e.g. PLMN ID, SSID.

	UE location 
	O
	The location information of the UE. The UE location is described as clause 7.3.2. 


* * * Next Change * * * *

8.3.3.3
Service provisioning subscription request

Table 8.3.3.3-1 describes the information elements for service provisioning subscription request from the Edge Enabler Client to the Edge Configuration Server. 

Table 8.3.3.3-1: Service provisioning subscription request

	Information element
	Status
	Description

	EEC ID
	M
	Unique identifier of the EEC.

	Security credentials
	M
	Security credentials resulting from a successful authorization for the edge computing service.

	Application Client profile(s)
	O
	Information about services the EEC wants to connect to, as described in Table 8.2.2-1.

	UE Identifier
	O 
	The identifier of the UE (i.e. GPSI or identity token)

	UE IP address
	O
	The UE IP address.

	Connectivity information
	O
	List of connectivity information for the UE, e.g. PLMN ID, SSID.

	Proposed expiration time
	O
	Proposed expiration time for the subscription


* * * Next Change * * * *

8.6.5.1
General

EES exposes UE Identifier API to the EAS in order to provide an identifier uniquely identifying a UE. This API is used by an EAS to obtain the identifier of the UE if the EAS does not have it. This identifier, called Edge UE ID, is used by the EAS to invoke capability APIs specific to UEs over EDGE-3. 
The EEC may also request UE ID from the EES if the EEC does not have such information. The UE ID is used by the EEC to invoke APIs over EDGE-1 reference point.
* * * Next Change * * * *

8.6.5.2
Procedure

Figure 8.6.5.2-1 illustrates the interactions between the Edge Enabler Server and the Edge Application Server. The same procedure is applied between the the Edge Enabler Server and the Edge Enabler Client by replacing Edge Application Server with EEC in the following description of this clause.
Pre-conditions:

1.
The Edge Application Server is authorized to discover and to use UE Identifier API provided by the Edge Enabler Server.
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Figure 8.6.5.2-1: UE Identifier API

1.
The Edge Application Server invokes UE Identifier API exposed by the Edge Enabler Server

2.
The Edge Enabler Server uses the received user information in the step 1 (e.g. IP address) and obtains the UE identifier.

Editor's note:
How the EES determines the Edge UE ID is FFS. This may be based on for e.g. pre-configurations, an interaction with the 3GPP core network, or the Edge Enabler Client.
3.
The Edge Enabler Server provides the obtained UE identifier as Edge UE ID to the Edge Application Server. The Edge UE ID is specific to the given Edge Application Server and may be assigned by the EES or the 3GPP Network.
Editor's note:
Whether and how user's consent is obtained to share the UE identifier with a particular EAS is SA3's responsibility.

4.
The Edge Application Server uses the Edge UE ID received in step 3 to invoke capability exposure API(s) provided by the Edge Enabler Server over EDGE-3.

The Edge Enabler Server can provide an updated Edge UE ID to the Edge Application Server if the Edge UE ID has changed due to privacy reason (e.g., change of GPSI).

The Edge Enabler Server can also invalidate an Edge UE ID, previously provided to an Edge Application Server, if there is no need to support the Edge UE ID for capability exposure API(s) anymore.

* * * Next Change * * * *

8.6.5.4.1
General

Table 8.6.5.4.1-1 illustrates the APIs for UE Identifier.

Table 8.6.5.4.1-1: Eees_UE_Identifier API

	API Name
	API Operations
	Operation

Semantics
	Consumer(s)

	Eees_UEIdentifier
	Get
	Request/Response
	EAS, EEC


* * * End of Changes * * * *
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2. MCData clients initiate service in off-network


3. User requests transmission of a one-to-one SDS message to the terminating MCData user


4. Generate PCK, PCK ID for terminating MCData user and encrypt using UID of the terminating user


5. Generate MiKEY-SAKKE I_MESSAGE and sign


6. One-to-one SDS message (MCData specific elements, Encrypted user payload, MIKEY-SAKKE I_MESSAGE)



