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1. Introduction
[bookmark: _Hlk55796067]This paper is further elaborating the connection establishment procedure when the MC server performs connection authorization. Following changes were introduced:
-	Clarification that the GW MC service ID is pre-configured by the Mission Critical Organisation and used for connection authorization.
-	Clarification that the MC gateway UE does not authorize the connection request, it is the MC server.
-	Clarification that the GW MC service ID indicates the MC service and the MC gateway UE checks whether the MC service is supported.
-	Clarification that the MC gateway UE has performed service authorization for one or more MC services before receiving a request for connection.
2. Reason for Change
Adds more details to an existing procedure.
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TR 23.700-79 version 0.2.0.


* * * Start of Change * * * *
[bookmark: _Toc54162046]7.3	Connection authorisation with an MC server via an MC gateway UE
[bookmark: _Toc54162047]7.3.1	General
This solution addresses the key issue 2 described in clause 5.2 on authorisation for connection of non-3GPP devices with an MC gateway UE. The solution only applies to non-3GPP devices which can host an MC client.
[bookmark: _Toc54162048]7.3.2	Information flows
[bookmark: _Toc54162049][bookmark: _Hlk55290470]7.3.2.1	Connection authorization request
Table 7.3.2.1-1 describes the information flow connection authorization request sent from the MC client, which resides on a non-3GPP device, to the MC gateway UE, and from the MC gateway UE to the MC server.
Table 7.3.2.1-1: Connection authorization request
	Information element
	Status
	Description

	GW MC service ID (see NOTE)
	M
	The GW MC service ID of the requesting MC service user.

	NOTE:	The GW MC service ID indicates for which MC service the connection is to be authorised.



[bookmark: _Toc54162050]NOTE:	The MC service ID used for MC service authorisation and the GW MC service ID used for connection authorization may have different values. Both identities are configured by the Mission Critical Organisation.
7.3.2.2	Connection authorization response
Table 7.3.2.2-1 describes the information flow connection authorization response sent from the MC server to the MC gateway UE, and from the MC gateway UE to the MC client residing on a non-3GPP device.
Table 7.3.2.2-1: Connection authorization response
	Information element
	Status
	Description

	GW MC service ID
	M
	The GW MC service ID of the requesting MC service user.

	Result
	M
	Success or failure of the connection authorization request (authorization successful/failed; service not supported).



[bookmark: _Toc54162051]7.3.3	Procedure
The procedure for connection authorisation via an MC gateway UE towards an MC server is shown in figure 7.3.3-1.
Pre-conditions
-	The MC service user wishes to have access to MC services using a non-3GPP device.
-	The MC client has been configured with the necessary parameters needed for connectivity with the MC gateway UE.
-	The MC client has been provided with an appropriate GW MC service ID.
-	The MC gateway UE has performed service authorization for one or more MC services with the MC system.
Editor's Note:	Whether separate MC gateway UE authentication with the MC server and specificThe proper MC gateway UE configuration is needed requires further study.
Editor's Note:	How the MC client discovers the MC gateway UE is FFS.





Figure 7.3.3-1: Connection authorisation with an MC server via an MC gateway UE
1.	The MC client requests connection authorization via the MC gateway UE with an MC server. The client of the MC service user provides the GW MC service ID.
2.	The MC gateway UE performs an authorization check to verify that the MC service user is permitted to use the MC gateway UE to access the MC server.The MC gateway UE checks whether the requested MC service, as indicated by the GW MC service ID, is supported by the MC service gateway. If the MC service is supported, the procedure continues with step 3, otherwise the procedure proceeds with step 7.
NOTE:	The criteria for the authorization check is outside the scope of the present document, but for example could be based on a pre-configured list of users who are expected to request connection authorization via the MC gateway UE with the MC server.
3.	The MC gateway UE sends the connection authorization request to the MC server.
4.	The MC server performs an authorization check, to verify that access via the MC gateway UE is permitted. The MC server marks the MC service user as authorized to have access via the MC gateway UE.
Editor's Note:	The configuration of the MC server to perform the authorisation check needs further study.
Editor's Note:	Whether there is a need for control when the MC service user/client uses multiple MC gateway UEs simultaneously is FFS.
5.	The MC server marks the MC service user as allowed to have access via the MC gateway UE.
Editor's Note: It is FFS whether and how the MC server can mark the MC service user as allowed to have access before user authentication and service authorisation has been performed.
56.	The MC server sends the connection authorization response to the MC gateway UE.
6.	The MC gateway UE marks the MC client as authorized to have MC service access via the MC gateway UE.
7.	The MC gateway UE sends the connection authorization response to the MC client, confirming that the successful connection to the MC server via the MC gateway UE and connection with the MC server is authorizedenabled.
The MC client has now access to the MC server and may continue with user authentication and service authorization.
Editor's Note:	Whether this procedure can be combined with existing mission critical communication procedures (e.g. user authentication, service authentication) needs further study.
[bookmark: _Toc54162052]7.3.4	Solution evaluation
The MC gateway UE is not required to check whether the MC service user can have MC service access via the MC gateway UE.
Editor's Note:	This clause will provide the evaluation of this solution.
* * * End of Change * * * *
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