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1. Introduction
This contribution is Device connectivity management.
2. Reason for Change
This contribution is for Key Issue 7 - Device Onboarding 
The FF Device Onboarding automatic process (solution #4) include:

-
FF Remote single device application management
-
The FF application specific server operates the management object, it creates a new device application management operation IE representing operation to the targeted specific client IE which specialization of the management object of the FF application specific client. 
-
The FAE client executes the device application management operation to the target specific client.
-
The FAE client sends device application management operation result to the FF application specific server. 

-
FF Remote multiply device application management
-
The FF application specific server operates multiply management objects, it creates a new device application management operation IE on which the target is the group of management objects of the FF application specific clients. 
-
The FAE client executes each device application management operation to the multiply targets (FF application specific client).
-
The FAE client sends each device application management operation result to the FF application specific server.
The FF remote device application management related 5G network topic is device connectivity management. This contribution both support single device and multiply device connectivity management.
3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.745 v0.7.0.
* * * First Change * * * *

7.4
Solution #4: Device Onboarding support in FF 
7.4.1.x
Device connectivity management
Pre-conditions:
1.
The device has already registered, configured, provisioned.

2.
The device has an established connection to one or more 5G logical networks and the FF application specific server was notified of device connectivity status.
The FF application specific server or the FF application specific client either can invoke the device connectivity management operation. 
The procedure for device connectivity management (server side) is illustrated in figure 7.4.1.x-1.
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Figure 7.4.1.x-1: Device connectivity management (server side) procedures
1.
The FF application specific server sends a device connectivity mgmtCmd request to the FAE server. 
2.
The FAE server performs the device connectivity management through the 3GPP system (e.g. 5GS).
3.
The FAE server sends a device connectivity mgmtCmd response to the FF application specific server.

4.
The FAE server sends an ExecInstance announcement to the FAE client about the successful execution result.
The procedure for device connectivity management (client side) is illustrated in figure 7.4.1.x-2.
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Figure 7.4.1.x-2: Device connectivity management (client side) procedures
1.
The FF application specific client sends a device connectivity mgmtCmd request to the FAE client, the FAE client sends the request to the FAE server. 

2.
The FAE server performs the device connectivity management through the 3GPP system (e.g. 5GS).

3.
The FAE server sends a device connectivity mgmtCmd response to the FAE client, the FAE client sends the response to the FF application specific client.

4.
The FAE server sends an ExecInstance announcement to the FAE client about the successful execution result, the FAE client sends the announcement to the FF application specific client.
Table 7.4.1.x-1 describes the information flow for device connectivity mgmtCmd request.

Table 7.4.1.x-1: Device connectivity mgmtCmd request
	Information element
	Status
	Description

	FF UE ID
	M
	Identifier of the FF UE (i.e. GPSI or identity token)

	ExecInstance IE
	M
	The information element of a successful instance of  device connectivity mgmtCmd execution request

	CmdType
	O
	The type to identify the management operation: 
1.
Modify the current QoS parameters of an already established connection.

2.
Change the current connection characteristics from IP to Ethernet or vice versa.

3.
Provide additional connections to the device (with their own QoS requirements).

4.
Terminate a connection and release the associated network address and the associated 5G logical network resources.

	ExecReqArgs
	O
	Structured attribute (e.g. abstract type) to contain any command-specific arguments of the request. Which includes:

1. ExecReqArg of modification QoS parameters 
2. ExecReqArg of changing connection characteristics 
3. ExecReqArg of additional connection
4. ExecReqArg of termination connection


Table 7.4.1.x-2 describes the information flow for ExecReqArg of modification QoS parameters.
Table 7.4.1.x-2: ExecReqArg of modification QoS parameters
	Information element
	Status
	Description

	Connection ID
	M
	The device connection identifier (PDU sessison ID of this FF UE)

	QoS Parameter List
	O
	The list of QoS parameter (i.e. Resource Type, Priority Level, Packet Delay Budget, Packet Error Rate, Averaging Window, Maximum Data Burst Volume)


Table 7.4.1.x-3 describes the information flow for ExecReqArg of changing connection characteristics.
Table 7.4.1.x-3: ExecReqArg of changing connection characteristics
	Information element
	Status
	Description

	Connection ID
	M
	The device connection identifier (PDU sessison ID of this FF UE)

	Connection Protocol Choice
	O
	The choice of connection protocol: IP, Ethernet

	IP Characteristic Set
	O
	The set of IP characteristic (i.e. IP address, port number, Protocol ID, Type of Service (TOS) (IPv4) / Traffic class (IPv6) and Mask, Flow Label (IPv6), Security parameter index, Packet Filter direction)

	Ethernet Characteristic Set
	O
	The set of Ethernet characteristic (i.e. MAC address, Ethertype, Customer-VLAN tag (C-TAG), Service-VLAN tag (S-TAG), Packet Filter direction)


Table 7.4.1.x-4 describes the information flow for ExecReqArg of additional connection.

Table 7.4.1.x-4: ExecReqArg of additional connection
	Information element
	Status
	Description

	Connection Parameter List
	O
	The list of new connection parameter (i.e. source identity and IP address, destination identity and IP address, packet size, packet size, packet transmission interval, packet processing latency, allowed packet loss rate/packet loss amount/packet error rate)


Table 7.4.1.x-5 describes the information flow for ExecReqArg of termination connection.
Table 7.4.1.x-5: ExecReqArg of termination connection
	Information element
	Status
	Description

	Connection ID
	M
	The device connection identifier (PDU sessison ID of this FF UE)


Table 7.4.1.x-6 describes the information flow for ExecInstance. 
Table 7.4.1.x-6: ExecInstance 
	Information element
	Status
	Description

	Connection ID
	M
	The device connection identifier (PDU sessison ID of this FF UE)

	ExecInstanceID
	O
	Identifier of the ExecInstance

	ExecStatus
	O
	The status of ExecInstance. It can be Initiated, Started, Finished, Cancelled, or Deleted.

	ExecResult
	O
	The execution result

	ExecDisable
	O
	Cancel ExecInstance

	ExecTarget
	O
	Identifier of the FF device on which for execution

	ExecReqArgs
	O
	Structured attribute (e.g. abstract type) to contain any command-specific arguments used to trigger this ExecInstance. Which includes:

1. ExecReqArg of modification QoS parameters 

2. ExecReqArg of changing connection characteristics 

3. ExecReqArg of additional connection

4. ExecReqArg of termination connection


* * * End Change * * * *

