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Abstract: This discussion paper clarifies the need for UE (EEC) authentication and authorization as the first step which should result in the required UE ID (EEC ID) and access token assignment by the Authentication/authorization server. UE ID uniquely identifies the EEC and the access token is used in EEC API calls onto various Edge DN enablers to prove both EEC’s identity and its authorization for accessing the requested resource over the API. Also, Further clarification regarding the usage of UE ID and EEC ID is needed. As a result, this discussion paper proposes changes to various existing solutions accordingly. The paper also proposes changes to the way Edge Application Profile information is shared over APIs.
Discussion
The function of authentication and authorization function should be clarified in that once, the UE/EEC is authenticated, the UE’s Identity is known and once the authorization of the UE/EEC (and possibly via user’s service profile) is ascertained, then UE’s access to certain Edge resources and Enablers is known. As a result, it is the Authentication/authorization server which should assign both the unique UE ID/EEC ID (e.g. JWT) and the required Access Tokens (e.g. JWT) for the given EEC. The EEC API calls onto the Edge DN Configuration Server and Edge Enabler Server and other servers should contain the assigned access token which if it is a self-contained (e.g. JWT), then it can be verified by Edge DN Configuration Server or Edge Enabler Server without the need for an extra interaction with the Authentication/authorization server for the verification of the access token (or the UE ID/EEC ID). Of course SA3 study/normative work is required for the details in this regard. 
Throughout TR 23.758 there are instances across different solutions where the above basic function of authentication/authorization server is not coherently expressed in that, it should be the one EEC first interacts with and it should be the one issuing UE ID/EEC ID token after a successful authentication and also the one issuing the required access token for EEC in order to be able to make authorized API calls onto various Edge enablers. For instance see the following two excerpts from solution # 8 and #2:

Solution #8:”The Edge Enabler Client, after receiving the Edge Data Network configuration from the Edge Data Network Configuration Server and security credentials from the Authentication and Authorization function, uses the configuration information and security credentials to register on the Edge Enabler Server. The Edge Enabler Server verifies the validity of the registration request and provides the Edge Enabler Client with an identity. The Edge Enabler Client uses the provided identity in all relevant transactions.”
In solution #8 The Identity of the EEC is already baked into the signed Access Token (e.g. JWT) which the EEC receives from the AAF after a successful authentication and authorization. There is no need for an additional EEC ID issued by EES as part of the registration to be included in every EEC requested transaction since the Access Token has to be included in every transaction anyways. It does not look like (in the TR) EEC ID was used for any other purpose than its inclusion in the API calls to identify the EEC.
Solution #2:  Procedure for provisioning Edge Data Network configuration
Pre-conditions:
…
2. The Edge Enabler Client has been authenticated to enable the communication with the Edge Data Network Configuration Server. The UE Identifier is known to the Edge Enabler Client.
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1. The UE sends the initial provisioning request to the Edge Data Network Configuration Server. The request message includes the UE identifier such as GPSI (See 3GPP TS 23.003 [6] clause 28.8 for the definition of GPSI) and Application Client Profile(s).
Again, the identity of the UE ID can be either baked into the access token (e.g. a claim inside the JWT) which is carried in the HTTP header as part of the API call or as a separate UE ID parameter inside the API payload (POST request body). As mentioned earlier both the UE ID token and access token are provided by the AAF upon a successful EEC authentication/authorization and can be used across different API calls accordingly.
Another area not related to authN/authZ in the TR 23.758 which requires further discussion is the inclusion of Application Client Profile(s) inside the API request body. A better approach (in my view) is to include the Application Client Profile Id(s) in the API requests and allow the server to retrieve the needed information from a true source (in the backend) which is the database storing all there is to know about an Edge Application which are provided and vetted as part of the onboarding process. Profile information about an Application retrieved from the onboarding db ensures there is no discrepancy between what the Application indicates over the API call and what the Application developer provided as part of onboarding process.
Proposal 
It is proposed to agree to the following changes based on the above discussion. This CR also suggests some wordsmithing changes for better read.
***************** START CHANGE ****************
7.2
Solution #2: Provisioning of Edge Data Network configuration

7.2.1
Solution description

7.2.1.1
General

This solution addresses the key issue #1 and key issue #7. 

The architecture principle of flexible deployment of Edge Data Networks in operator network is described in the clause 5 as follows:

Flexible deployment: There can be multiple Edge Computing Service Providers within a single PLMN operator network. The Edge Data Network can be a subarea of a PLMN.

In this solution, it is assumed that there are multiple Edge Computing Service Providers and the service area of each Edge Data Network is a subarea of PLMN and the possibility that the UE may have more than one connectivity, for example with Dual SIM. 

The UE shall be configured with information about the Edge Data Network(s) in order to identify the availability of Edge Computing service(s) based on the UE’s location and/or UE's service requirements/preferences and optionally the UE's connectivity, to establish the connection(s) to the Edge Data Network(s) and the Edge enabler server(s).

To provision the information, the UE shall connect to the initial provisioning server (i.e. Edge Data Network Configuration Server) in application layer. The provisioning server determines the Edge Data Network(s) that the UE may connect to and provides the following information to the UE:

1.
The information for the UE to connect to the Edge Data Network(s). 

2.
The additional service area identification information

NOTE:
If the DNN is a LADN DNN, service area of Edge Data Network is LADN service area as define in 3GPP TS 23.501 [2] clause 5.6.5.

3.
The information for establishing a connection to Edge Enabler Server(s)

The Edge Enabler Client may provide the Edge Configuration Server with Application Client Profile Ids which can be used to retrieve  information about the Application Clients that the Edge Enabler Client hosts (e.g. type of application, schedule, etc.). The Edge Data Network Configuration Server maybe provisioned with information about what type of Application Clients an Edge Data network can accommodate.  The Edge Data Network Configuration Server may use this provisioned information and the Application Client Profiles that are provided by the Edge Enabler Client to filter its response to the Edge Enabler Client.

7.2.1.2
Procedure for provisioning Edge Data Network configuration

Pre-conditions:

1.
The Edge Enabler Client in UE has been configured with the address (e.g. URI) of the Edge Data Network configuration server. The address can be pre-configured or pre-defined value (e.g. http://edgeconfiguration.<domain>/provisioning) where <domain> is constructed as described in 3GPP TS 23.003 [6] clause 13.2)

2.
The Edge Enabler Client has been authenticated and authorized to communicate with the Edge Data Network Configuration Server. The UE Identifier is known to the Edge Enabler Client as a result of a successful authentication/authorization with the AAF (i.e. UE Id/EEC Id token and access token to be used in EEC’s communication with the required enablers is provided by AAF).

NOTE: How to verify the legitimacy of the Edge Enabler Client and its authentication/authorization with the AAF is within the scope of SA3.
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Figure 7.2.1.2-1: Provisioning of Edge Data Network configuration 

1.
The UE sends the initial provisioning request to the Edge Data Network Configuration Server. The request message may include the UE Id token (e.g. a JWT which if necessary may also include the GPSI as one of the claims. See 3GPP TS 23.003 [6] clause 28.8 for the definition of GPSI) and Application Client Profile Id(s). However, the access token in the request (e.g. HTTP Header) also can identify the UE Identity.
Table 7.2.1.2-1: Provisioning request

	Information element
	Status
	Description

	UE Identifier
	O
	The identifier of the UE (e.g. UE Id token) 

	Application Client Profile Id(s)
	O
	Profile Ids which provides information about what services the Edge Enabler Client wants to connect to (see table 7.2.1.2-2 below for a list of information which can be retrieved from the application onboarding database) . This information will be used by the Edge Data Network Configuration Server to filter its response.

	Connectivity Filter

	O
	List of connectivity information for the UE. For example: PLMN ID, SSID (NOTE)

	NOTE: The UE connectivity is only relevant in the deployment scenarios when the Edge Data Network Configuration Server is centralized for multiple Edge Data Networks.


Table 7.2.1.2-2: Application Client Profile

	Information element
	Status
	Description

	ECSP Filter
	O
	The identity of Edge Computing Service Provider(s) that Edge Enabler Client is willing to connect to. If this field is present, the Edge Data Network Configuration Server may filter its response based on this preference.

	Application Client Type
	O
	The category or type of Application Client (e.g. V2X)

	Application Client Schedule
	O
	The expected operation schedule of the Application Client (e.g. time windows)

	Application Client Service Area
	O
	The expected location of the UE during the Application's operation schedule.

	Application Client Required KPIs
	O
	The range of KPIs (e.g. latency and data rate) that are required in order for Application Clients to receive their desired services form the EAS.


Editor's Note: The definition and usage of Application Client Required KPIs is FFS. 

Editor's Note: UE Identifier is received as a result of Edge Enabler Client authentication with AAF step as listed in the pre-condition section above.

2.
The Edge Data Network Configuration Server responds to the UE by sending the list of Edge Data Network configuration(s). When Edge Data Network Configuration Server was configured with information about what services each Edge Data Network can provide, the response may be filtered based on any of the Application Client Profile Id(s) that were provided in step 1. An Edge Data Network configuration includes the identification of Edge Data Network, service area information, and the information for establishing a connection to the Edge Enabler Server (e.g. URI).

Table 7.2.1.2-2: Provisioning response

	Information element
	Status
	Description

	EDN connection info
	O 
	DNN (or APN), S-NSSAI, etc.

	EDN Service Area 
	O
	Cell list, List of TA, PLMN IDs

	EES connection info
	M
	The endpoint address (e.g. URI) of Edge Enabler Server.

	ECSP info
	O
	Information for Edge Computing Service Provider (see NOTE 1)

	NOTE 1: This IE is present if the Edge Computing Service Provider is different than the PLMN operator that the UE is registered.

NOTE 2: If the URSP is deployed in 5GC and used by the MNO, EDN connection Info may be provided to the UE using URSP.


Editor's Note: It is FFS how to handle the conflicts of EDN connection info with the URSP rules or pre-configurations provisioned by 3GPP network to the UE. Coordination with SA2 may be needed.

7.2.1.3
Procedure for initial provisioning and connecting to the Edge Enabler Server

Pre-conditions:


1.
The UE is triggered to perform the initial registration (e.g. power-on)
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Figure 7.2.1.3-1: Procedure Initial Provisioning and Connecting to Edge Enabler Server 

1.
The UE and the 3GPP Network performs the initial registration and session establishment procedure. For the case that 3GPP Network is EPC, the UE and the EPC performs the initial attach procedure as defined in 3GPP TS 23.401 [17] clause 5.3.2. For the case that 3GPP Network is 5GC, the UE and the 5GC performs the initial registration as defined in 3GPP TS 23.502 [7] clause 4.2.2.2 and session establishment procedure as defined in 3GPP TS 23.502 [7] clause 4.3.2. 

NOTE:
This session establishment procedure in step 1 is necessary if the UE must connect to the Authentication/Authorization Server and subsequently to EDN Configuration Server through the internet access.
Editor’s Note: Need to fix the figure above to show interaction between EEC to AAF for authN/authZ as step 2 and reordering the steps below accordingly
2.
The UE performs the initial provisioning procedure as described in Figure 7.2.1.2-1: Provisioning of Edge Data Network configuration. 
3.
The UE checks if DNN (or APN) specified in EDN Configuration is the established session as in the step 1. If the UE knows the EDN service area, the UE should not establish a PDU session for the EDN DNN if the UE is outside the EDN service area. 
4.
If the UE determines that a new session establishment is needed in the step 3, the UE and 3GPP Network performs the session establishment for EDN. The procedure is defined in 3GPP TS 23.502 [7] clause 4.3.2.

5.
If the UE detects that Edge Enabler Server is available in the current location, the Edge Enabler Client initiates a procedure to connect Edge Enabler Server. This procedure is defined in Figure 7.1.1-1.

7.2.2
Solution Evaluation

This solution solves the study items addressed in the key issue #1, and the key issue #7: Flexible Deployment. This solution is able to support the regional Edge Data Network deployment and partial Edge Data Network deployment. Also, this solution allows the MNO to deploy multiple Edge Hosting Environments while each Edge Hosting Environment is operated by multiple Edge Computing Service Providers.

This solution is dependent on SA3 to verify the legitimacy of the Edge Enabler Client as well as authentication/authorization of the Edge Enabler Client and the resulting UE ID and access token assignment (e.g. JWT).

***************** NEXT CHANGE ****************
7.6
Solution #6: Service Authorization for Edge Computing service

7.6.1
Solution description

This solution addresses the key issue #6 on Edge Computing Service authorization as specified in clause 4.6

This solution addresses the open item of the key issue #6 as follows:
-
How to enable the mobile network operator to authorize the usage of Edge Computing Service by UE?
The solution for UE/User authentication and authorization is used to differentiate the UE's Edge Computing service based on the user profile or subscription.

NOTE 1: the authentication and authorization mechanism will be defined by SA3.


[image: image4.emf]UE

(Edge Enabler 

Client)

Edge Enabler

Server

3GPP CN

(e.g. AUSF/UDM)

3. Application Request (w/ Access Token)

Authentication/ 

Authorization 

Function

(AAF)

2.  Access Token Acquisition between the EEC and AAF

4. Token Verification Procedure

5. Application Response

1A.  EEC Authentication using application protocol with AKA credential among UE, AAF and 3GPP CN

1B.  EEC Authentication/Authorization between UE and AAF


Figure 7.6.1-1: Service differentiation using Edge Enabler Client Authentication/Authorization

1.
Edge Enabler Client Authentication/Authorization procedure 

If the Edge Enabler Client authentication/authorization is required, either step 1A or step 1B is performed between the Edge Enabler Client and the Authentication/Authorization Function. The Authentication/Authorization Function determines the appropriate authentication method. If the AAF decides to perform AKA method through application layer protocol, the AAF requests the 3GPP CN to authenticate the UE. Otherwise, the user authentication/authorization of step 1B is performed. 

NOTE 2: Step 1A is performed over an application protocol using AKA credential to authenticate the Edge Enabler Client.

After successful authentication (authorization), the AAF may retrieve the edge computing related profile information (e.g. subscription category or subscription level) for the UE from the 3GPP Core Network or from its separate profile database for edge computing.

NOTE 3: How to retrieve edge computing related profile information from 3GPP Core Network will be defined in SA2.

Editor's Note: The detailed contents of edge computing related profile information is FFS.

Editor's Note: It's FFS whether the Authentication/Authorization Function is within the MNO's trust domain.

Editor's Note: It's FFS whether the interface between Authentication/Authorization Function and the 3GPP CN is needed.

2.
Identity Token and Access Token Acquisition procedure is performed between the UE and AAF. 

Editor's Note: The step 1 and step 2 of this procedure is the scope of SA3.

3.
The UE sends an application request (e.g. a request for a list of Edge Application Servers) to the Application Function (e.g. Edge Enabler Server), the application request message includes an Access Token. 

Editor's Note: It is FFS how to use Access Token. Based on the use case, it is FFS whether the use of Access Token is mandatory or not.

4.
The Edge Enabler Server performs Access Token Verification. If the AAF verifies the Access Token successfully, it responds to the Application Function with the verification result and authorized edge computing related profiles information.

Editor's Note: It is FFS what is the authorized application profiles and the entity which grants and enforces the application profile.

5.
The Edge Enabler Server provides the granted application service or requested information selectively based on the application profile to the UE.
7.8
Solution #8: Registering Edge Enabler Client on Edge Enabler Server

7.8.1
Solution description









The following solution corresponds to the key issue #2 on Edge Data Network discovery and registration as specified in clause 4.2. 

The Edge Enabler Client, after a successful authentication and authorization and receiving an appropriate access token and an EEC Id token from the Authentication and Authorization Function (AAF) would interact with the Edge Data Network Configuration Server in order to receive the required Edge Data Network Configuration information. The access token ensures the Edge Enabler Client has the required authorization to invoke APIs onto different Edge enablers including the Edge Data Network Configuration Server and Edge Enabler Server. The Edge Enabler Client would then interact with the Edge Enabler Server using the access token it received from the AAF in order to register on the Edge Enabler Server. The Edge Enabler Server verifies the validity of the registration request using the access token.

The Edge Enabler Client may already be registered on an Edge Enabler Server (i.e. source Edge Enabler Server) before attempting registration on another Edge Enabler Server (i.e. target Edge Enabler Server). In such a scenario, the Edge Enabler Client provides the target Edge Enabler Server with identity information of the source Edge Enabler Server and the Edge Enabler Client's identity that was assigned by the AAF. Using the provided information, the target Edge Enabler Server ensures availability of UE's Edge Enabler Server context and thereby uses the UE's Edge Enabler Server context.

Figure 7.8.1-1 illustrates the interactions between the Edge Enabler Client and the Edge Enabler Server for registration. 

Pre-conditions:

1.
The UE is authorized for Edge Computing service and has received relevant security and identity credentials from the AAF as described in solution #6, clause 7.6.

2.
The Edge Enabler Client has received configuration from the Edge Data Network Configuration Server, including the information related to the Edge Enabler Server.
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Figure 7.8.1-1: Solution 8 – Edge Enabler Client registration

1.
The Edge Enabler Client sends Edge Enabler Client registration request (New or Update Indication, Application Client Profile Id(s)) to the Edge Enabler Server. The request from the client includes the security credentials received from the Authentication/Authorization Function after successful authorization for the Edge Computing service, as described in solution #6, clause 7.6. The request also optionally includes Application Client Profile Id(s) for the Application Clients that use the Edge Enabler's services. The Application Client Profile (which is retrieved through the usage of the Application Client ProfileId) indicates to the Edge Enabler Server how the Edge Enabler Client expects to use the services of the Edge Enabler Server. The contents of the Application Client Profile are listed in Table 7.8.1-1. The Edge Enabler Client registration request indicates to the Edge Enabler Server if the request is a new registration or a registration update.  A registration update may be used to send new or updated Application Client Profile Id(s) to the Edge Enabler Server.

If the Edge Enabler Client is moving from the purview of a source Edge Enabler Server to this Edge Enabler Server, the request from the Edge Enabler Client may include the identity of the source Edge Enabler Server and an Edge Enabler Client Registration Context ID that was provided by the source Edge Enabler Server. 
Table 7.8.1-1: Application Client Profile

	Information element
	Status
	Description

	Application Client Type
	O
	The category or type of Application Client (e.g. V2X)

	Application Client Schedule
	O
	The expected operation schedule of the Application Client (e.g. time windows)

	Application Client Service Area
	O
	The expected location of the UE during the Application Client's operation schedule.

	Application Client Required KPIs
	O
	The range of KPIs (e.g. latency and data rate) that are required in order for Application Clients to receive their desired services form the EAS.


Editor's Note: The definition and usage of Application Client Required KPIs is FFS. 
Editor’s Note: the Application Client Profile can be retrieved from the Onboarding’s database  
2.
Upon receiving the request from the Edge Enabler Client, the Edge Enabler Server validates the registration request and verifies the security credentials (e.g. access token). The Edge Enabler Server further determines whether the requirements that were indicated in the Application Client Profile Id(s) can be fulfilled. 

3.
Upon successful validation of the request, if the received Registration request contained a Context ID and the source Edge Enabler Server Identifier, the Edge Enabler Server retrieves the Edge Enabler's Registration Context from the Source Edge Enabler Server. Otherwise, this step is skipped.

4.
Edge Enabler Server sends  a successful registration response which includes a newly assigned ContextID. The Edge Enabler Client stores the new Context ID and uses if it needs to register with a new Edge Enabler Server later on. If the Edge Enabler Server is not able to fulfil, or provide, the services that are indicated an Application Client ProfileId(s), then the Edge Enabler Server will indicate this in the Edge Enabler Client registration response.
Editor’s Note: When there is a unique UE ID/EEC ID across the EDN (assigned by the AAF), which is used by all the EESs, as part of registration request to a new EES, is there still a need for a Unique Context ID assigned by the EES? That is when the target EES requests the source EES for UE’s context, it can use the unique UEId to pin point the UE and the active UE’s context held in the source EES (which upon successful transfer of UE’s context to the target EES, the source EES can purge it from its memory). The need for a Context ID assigned by EES is FFS.
7.8.2
Solution evaluation

This solution allows an Edge Enabler Client to register on an Edge Enabler Server post successful authorization for the Edge Computing service. The procedure also provides for maintaining the UE's context across Edge Enabler Servers.
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