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1. Introduction
The contribution provides a proposal for architecture for UAS application layer.

2. Reason for Change

In TR 23.755, some key issues are identified like support for broadcast communication, location information verification and usage of SEAL. Currently no architecture is identified to support such key issues.
3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.755 v0.4.0.
* * * First Change * * * *

7
Application architecture for enabling Unmanned Aerial Systems
7.1
General

7.2
UAS Reference Model
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Figure 7.2-1: UAS model in 3GPP ecosystem

In the UAS reference model:

-
an UAS is composed by one UAV controller and one or more UAV(s).

-
UAUs are connected over cellular connectivity.

-
a UAV may be controlled by a UAV controller connected via the 3GPP mobile network.

-
a UAV may be controlled by a UAV controller not connected via the 3GPP mobile network, using a C2 interface not in 3GPP scope.

-
a UAV controller connected via the 3GPP mobile network may control one or more UAV(s).

-
the UAS exchanges application data traffic with a UAS Service Supplier (USS).

Editor's Note:
The relationship between USS and UTM is FFS.
7.3
UAS application layer architecture

Figure 6.2-1 illustrates the simplified architectural model for the UAS application layer.
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Figure 7.3-1: Simplified architectural model for the UAS application layer

The UAS UE1 communicates with UAS application server over U1 reference point. The UAS UE1 and UAS UE2 communicate over U5 reference point. UAS UE1 can also act as a UE-to-network relay, to enable UAS UE2 to access the UAS application server over U1 reference point.

The reference point U1 supports the UAS application related interactions between UAS UE and UAS AS. This reference point is supported for both unicast and multicast delivery modes. The reference point U5 supports the interactions between the UAS UEs. The UAS AS may be the USS or UTM.
Figure 7.3-2 illustrates the detailed UAS application layer functional model. It enhances the simplified architectural model for the UAS application layer by specifying the functional entities at the UAS application layer.
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Figure 7.3-2: UAS application layer functional model

The UAS application layer functional entities for the UAS UE and the UAS application server are grouped into the UAS application specific layer and the UAE layer. The UAE layer offers the UAE capabilities to the UAS application specific layer. The UAS application layer functional model utilizes the SEAL services as specified in 3GPP TS 23.434 [x].

The UAE server is located in the UAE layer. The SEAL services utilized by UAE layer are location management, group management, configuration management, identity management, key management and network resource management. The UAS application specific layer consists of the UAS application specific functionalities.

NOTE 1:
The functionalities of the UAS application specific layer are out of scope of the present document.
The UAS application server consists of the UAE server, the SEAL servers and the UAS application specific server. The UAE server provides the UAS application layer support functions to the UAS application specific server over Us reference point.

The UAS UEs consist of the UAE client, the SEAL clients and the UAS application specific client. The UAE client provides the UAS application layer support functions to the UAS application specific client over Uc reference point.

NOTE 2:
In some deployments, the client and server entities of SEAL can be part of UAE client and UAE server respectively.

The UAE client acts as a VAL client for its interaction with the SEAL clients as specified in 3GPP TS 23.434 [X]. The UAE server acts as a VAL server for its interaction with the SEAL servers as specified in 3GPP TS 23.434 [X].

In the UAE layer, the UAE client communicates with the UAE server over U1-AE reference point. In the UAS application specific layer, the UAS application specific client communicates with UAS application specific server over U1-APP reference point.

NOTE 3:
The U1-APP reference point is out of scope of the present document.

In the UAE layer, the UAE client of UAS UE2 communicates with UAE client of UAS UE1 over U5-AE reference point. In the UAS application specific layer, the UAS application specific client of UAS UE2 communicates with UAE client of UAS UE1 over U5-APP reference point.

NOTE 4:
The U5-APP reference point is out of scope of the present document.

The following SEAL services for UAS applications are supported:

-
Location management as specified in 3GPP TS 23.434 [X];

-
Group management as specified in 3GPP TS 23.434 [X];

-
Configuration management as specified in 3GPP TS 23.434 [X];

-
Identity management as specified in 3GPP TS 23.434 [X];

-
Key management as specified in 3GPP TS 23.434 [X]; and

-
Network resource management as specified in 3GPP TS 23.434 [X].

The UAE client interacts with SEAL clients over the SEAL-C reference point specified for each SEAL service. The UAE server interacts with SEAL servers over the SEAL-S reference point specified for each SEAL service. The interaction between the SEAL clients is supported by SEAL-PC5 reference point specified for each SEAL service. The interaction between a SEAL client and the corresponding SEAL server is supported by SEAL-UU reference point specified for each SEAL service.

NOTE 5:
The SEAL-C, SEAL-S, SEAL-PC5, SEAL-UU reference points for each SEAL service is specified in 3GPP TS 23.434 [X].
To support distributed UAE server deployments, the UAE server interacts with another UAE server over UAE-E reference point.

UAS UE1 can also act as a UE-to-network relay,

-
to enable UAE client on UAS UE2 to access UAE server over U1-AE reference point; and

-
to enable UAS application specific client on UAS UE2 to access UAS application specific server over U1-APP reference point.

A U1-AE message can be sent over unicast, transparent multicast via xMB, transparent multicast via MB2. The non-transparent multicast via xMB (as specified in 3GPP TS 26.348 [Y]) is triggered by a U1-AE message. Multicast distribution can be supported by both transparent and non-transparent multicast modes.

The UAE server interacts with the 3GPP network system over U2, MB2, xMB, Rx, T8 and Nnef reference points.

* * * End Change * * * *
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1. Configuration of keying material


1. Configuration of keying material


2. MCData clients initiate service in off-network


3. User requests transmission of a one-to-one SDS message to the terminating MCData user


4. Generate PCK, PCK ID for terminating MCData user and encrypt using UID of the terminating user


5. Generate MiKEY-SAKKE I_MESSAGE and sign


6. One-to-one SDS message (MCData specific elements, Encrypted user payload, MIKEY-SAKKE I_MESSAGE)



