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1. Overall Description:

SA6 thanks SA3 for its Liaison Statement S3-172545 on end-to-end encryption for mission critical communications between LMR users and 3GPP MC users and notes SA3’s request for inputs for discussion and inclusion in 3GPP TR 33.880.

SA6 informs SA3 that E2EE for interworking with the public safety standards TETRA and P25 is a Release 15 feature.

SA6 has approved the attached pCR on LMR Key Management to 3GPP TS 23.782, S6-171489, as a baseline for transport options for encrypted LMR E2EE key management material and is continuing to discuss the topic further at SA6#20. 

The functional model for use of E2EE with LMR is aligned with the current model described in TS 23.282 v0.2.0 section 7. LMR key management material distribution using MCData SDS does not alter this model.Encrypted key management material distribution using MC service is partially shown in S6-171489.
Once LMR key management material is in place, group calls and SDS should take place according to MC service security frameworks.
2. Actions:

To SA3 group.

ACTION: 
SA6 asks SA3 group to consider this in their discussions on E2EE.
3. Date of Next SA6 Meetings:

SA6#21 22nd January – 26th January 2018
Gothenburg, SE

SA6#22 5th March – 9th March 2018
Sophia-Antipolis, FR
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