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1. Introduction
S6-170452 SID has the following objective:

	1. Seek to identify architecture requirements for a common API framework for use by northbound entities, including the list of common aspects in coordination with relevant SA WGs:

- identity management of northbound entities

- security, including (mutual) authentication and authorization of northbound entities

- configuration and access control policy enforcement

- registration and discovery of APIs

- event subscription/notification and API usage models 

- aspects relevant to interactions between the framework and functional APIs (e.g. pre-emption, priority, QoS, etc.)


This contribution proposes key issue and architecture requirements related to secure API communication between the framework and the applications.
2. Reason for Change
API traffic between framework and the applications need to be confidentiality and integrity protected from unauthorized entities.
3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.722 V0.1.1.
* * * First Change * * * *

5.x
Secure API communication 

5.x.1
Key issue description

Securing of the API communication is necessary for ensuring data access is granted only to the authorized entities. The API provider has to ensure that the API communication is shared only between the authorized entities. Further the API communication has to be trustworthy by protecting API data from intentional or accidental changes i.e. to prevent unauthorized users from making modifications to the data. 
* * * Next Change * * * *

6.3
Security requirements
6.3.1
General

This subclause specifies the security related requirements for application accessing the service APIs.

6.3.2
Requirements

[AR-6.3.2-a] The API framework shall provide mechanisms to hide the topology of the service from the applications accessing the service APIs from outside the trust domain.

[AR-6.3.2-b] The API framework shall provide mechanisms to authenticate applications to access the service APIs.

[AR-6.3.2-c] The API framework shall provide mechanisms to authorize applications to access the service APIs.
 [AR-6.3.2-e] The API communication between the framework and the applications shall be confidentiality protected.
[AR-6.3.2-e] The API communication between the framework and the applications shall be integrity protected.
* * * Next Change * * * *
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