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1. Introduction
This paper provides description for the solution for service API policy control
2. Reason for Change
There are several architectural requirements which are captured in 23.722 which requires API framework to control the service API communications by performing some policy related processing for service API requests and service API responses. The requirements are highlighted as follows:
	6.4
Charging requirements
6.4.1
General

Charging related information during the usage or invocation of service APIs.
6.4.2
Requirements

[AR-6.4.2-a] The common API framework shall support to record the invocation count of the service APIs related to charging. 
[AR-6.4.2-b] The common API framework shall support to record identification of the application and the associated service API invocation related to charging. 
[AR-6.4.2-c] The common API framework shall support to record timestamp of the service APIs invocation.
[AR-6.4.2-d] The common API framework shall support to record the service APIs related information e.g. API location.

6.5
Lifecycle management requirements
6.5.1
General

The lifecycle management aspects such as monitoring the running status of services API and related operations need to be supported. 
6.5.2
Requirements

[AR-6.5.2-a] The common API framework shall support to monitor the lifecycle of service APIs, e.g. starting and stopping of the service API.

[AR-6.5.2-b] The common API framework shall support to monitor and report the performance status about the service APIs.

[AR-6.5.2-c] The common API framework shall support to monitor and report the fault information about the service APIs.
[AR-6.5.2-d] The common API framework shall support to record change events of service APIs, e.g. service APIs relocation.

6.6
Monitoring service API invocation requirements
6.6.1
General

The monitoring function shall be included into common API framework. It ennables API provider to monitor service API invocations in near real-time, to determine cirtical aspects such as system load, API usage information, uncover potential overload and attacks(e.g. DDOS) conditions.

6.6.2
Requirements
[AR-6.6.2-a] The common API framework shall support capture service API invocation events and make them available to service API provider in near real-time (second level).
[AR-6.6.2-b] The common API framework shall support analyse system load and resource usage information, detect overload conditions and existence of threat conditions.
[AR-6.6.2-c] The common API framework shall support allow service API provider to apply monitoring filters based on criteria such as invoker's ID and IP address, service API name and version, input parameters, and invocation result.
6.7
Logging service API invocation requirements
6.7.1
General

The ability to logging service API invocations and its storage shall be supported by the common API framework. This enables API providers to record service API invocation events for the purposes of tracing back and statistical anlaysis.
6.7.2
Requirements
[AR-6.7.2-a] The common API framework shall support service API invocation event logging and storage functionality. For each service API invocation, the service API invocation log shall at least include: invoker's ID and IP address, service API name and version, input parameters, invocation result, and time stamp information.
[AR-6.7.2-b] The service API invocation log shall be stored for a configurable time period, according to the service API provider's policy.
[AR-6.7.2-c] The service API invocation log shall be stored securely, and shall only be accessed by authorized administrators of the service API provider.
Editor's note: The relationship between logging and charging is FFS.



The highlighted requirements show that some policy control functions are applied by API framework to the communications between the application and service API.:

1. Application to Service API request communication policy control for performing functions like record invocation count, record the application request details for the service API invocation.
2. Service API to application response communication policy control for recording service API fault, recording invocation result and time taken for response.

The following proposal provides the solution for handling the service API policy control.
3. Proposal

It is proposed to agree the following text to 3GPP TR 23.722.
* * * First Change * * * *

7.x
Solution #x: Service API policy control
7.x.1
Solution description

The solution corresponds to the key issues and requirements related to some common policy control requirements for service API requests and responses like recording invocation details, monitoring, recording service API faults, recording invocation result and time taken for response.

7.x.1.1
Architecture

Figure 7.x.1.1-1 illustrates the architecture for service API policy control.
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Figure 7.x.1.1-1: Architecture for service API policy control
The application connects to the service API routing function via reference point A1. The service API routing function communicates with the service APIs of the API server via reference point A2. The service API routing function communicates with the service API policy function via reference point F1. The service API policy function provides the capabilities to process the policy control for the service API request and service API response communications.
NOTE:
The reference point F1 is an internal reference point to CAPIF functions.
7.x.1.2
Procedure

Figure 7.x.1.2-1 illustrates the procedure for service API policy control.

Pre-conditions:

1.
The application has performed the service discovery and received the details of the service API which includes the information about the service API entry point in the API framework.

2.
The application is authenticated and authorized to use the service API.

3.
The service API policy function is configured with atleast one policy to be applied corresponding to the application and service API.
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Figure 7.x.1.2-1: Procedure for service API policy control
1.
The application sends a message to service API towards the service API routing function, which is the entry point for the service API. 
2.
Upon receiving the message to service API from the application, the service API routing function checks for any configuration for policy control. As per the configuration for policy control, the message to service API is sent to the service API policy function for processing the message to service API as per the operator policy (e.g. record invocation count, record the application request details for the service API invocation).

3.
The service API routing function forwards the application message to the service API of the API server.
NOTE 1:
Steps 2 and 3 can occur in parallel as per the operator policy.
4.
The service API routing function receives a message from service API (e.g. response to the message to service API). 

5.
Upon receiving the message from service API, the service API routing function checks for any configuration for policy control. The message from service API may indicate success or failure to the message sent to service API in step 3. As per the configuration for policy control, the message from service API is sent to the service API policy function for policy control processing the message from service API as per the operator policy (e.g. recording service API fault, recording invocation result and time taken for response). 
6.
The service API routing function forwards the message from service API to the application.
NOTE 1:
Steps 5 and 6 can occur in parallel as per the operator policy.
7.x.2
Solution evaluation

Editor’s Note:
This clause will evaluate the solution.

* * * End Change * * * *
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