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1. Introduction
<Introduction part >

2. Reason for Change
Change:
1. 
In an LS response, SA1 indicated that companies are welcome to propose requirements for call back interworking. No company has made a proposal. Replace the EN in § 5.3.2.1 with: "NOTE:
As of the writing of this version of the present document, call back function interworking is not required by stage 1."

2. 
The vocoder issues listed in § 5.4.1.1 have been or can be solved by SA6. No involvement is required by SA4. Remove the editor’s note.
3. 
SA6 decided during the drafting of an LS (S6-170463) to SA3 that SA3 need not be consulted but merely informed of interworking security aspects. The first editor's note in § 5.5.1.1 pertaining to SA3 consultation can be removed


The second EN in § 5.5.1.1 can be converted to a new gap "E2EE has implications with legal interception requirements."

4.
SA6 decided during the drafting of an LS (S6-170463) to SA3 that SA3 need not be consulted but merely informed of interworking security aspects. The editor's note pertaining to SA3 consultation in § 5.5.2.1 can be removed
5.
No company has expressed interest thus far in proposing a requirement for support for unencypted transmissions in an encyrpted call. Convert the editor's not be a note: "NOTE:
The interoperability scenario described above is not currently supported by stage 1 and will not be addressed in this version of the present document."
6.
SA6 decided during the drafting of an LS (S6-170463) to SA3 that SA3 need not be consulted but merely informed of interworking security aspects. The both editor's notes in § 5.5.4.1 pertaining to SA3 consultation can be removed.
3. Conclusions

<Conclusion part (optional)>
4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.782.
* * * First Change * * * *

5.3.2.1
Description

Call alert is an individually addressed legacy feature requesting that the destination user make a private call to the initiating user at some future time. Call back request is an essentially identical MCPTT feature. For those legacy systems that support call alert functionality, there is no significant incompatibility between the features apart from those induced by the multiple instance problem identified in subclause 5.3.1 of the present document.

When a legacy user sends a call alert to a multiply instanced MCPTT user, the request should be propagated to all instances of the MCPTT user. The user of some instance will likely call back using a private call at some time.

When a MCPTT user makes a call back request to a legacy user, there is no addressing ambiguity in the message delivery. There is, however, a potential issue with how to direct the individual call placed by the legacy user to respond to the request. One approach to this problem would attempt to direct the call to the specific instance that made the call back request. Alternatively, the call could be directed to all instances of the MCPTT users without regard for which instance issued the request.

Gaps:

1.
Behavioural decision and approach for routing of private call from a legacy user to a MCPTT users in response to a call back request.


NOTE:
As of the writing of this version of the present document, call back function interworking is not required by stage 1.
* * * Second Change * * * *

5.4.1.1
Description

Vocoder reconciliation is the process of selecting source vocoders and transcoding stages to facilitate communication between MCPTT users and legacy users.

Criteria for making "optimal" vocoder and transcoder choices should at a minimum include:

1.
Intelligibility;

2.
Tone transference;

3.
Included population;

4.
E2EE requirements;

5.
Transcoding availability; and,

6.
Trans-encryption authorization and availability.

Analogue conventional systems have no "native" vocoder, per se, but will need to have a means of converting received digitised voice into analogue signals for transmission.

Digital legacy systems support at most two options for vocoder formats over the air (e.g., P25 phase 1 and 2 vocoders for some P25 trunking systems), or may only support a single format (e.g., P25 phase 1 vocoder for P25 conventional systems or ACELP for TETRA).

In TETRA, a speech codec has been specified for TETRA‑V2 in ETSI EN 300 395‑2 [9]:

-
TETRA ACELP speech codec (mandatory):

-
IAT: 30 ms

-
Speech frame size: 137 bits

-
Data rate: 4566.7 bit/s

Project 25 codecs are described in TIA TIA‑102.BABA [13] and TIA TIA‑102.BABA‑1 [14]. The Improved Multi-Band Excitation (IMBE) voice coding algorithm is adopted as the Project 25 vocoder standard. It consists of a net bit rate of 4.4 kbps for voice information and a gross bit rate of 7.2 kbps after error control coding.

In 3GPP, two different speech codecs have been specified in 3GPP TS 26.179 [10].

-
AMR-WB codec (mandatory)
-
IAT: 20 ms

-
Data rate: 9 modes with 6.60 kbit/s to 23.85 kbit/s

EVS codec in super-wideband mode (SWB) (optional)

-
IAT: 20 ms

-
Data rate: 13 modes (5.9 kbit/s to 128 kbit/s) + 9 WB-AMR Iw modes: 6.60 kbit/s to 23.85 kbit/s

The changing demand for a call (e.g. Late Call Entry) during its life time can affect the optimal vocoder selection for the call unless the vocoder is statically configured. For example, an optimal selection for a call that includes a P25 phase 1 system and MCPTT users who all support the Phase 1 vocoder may be to use the Phase 1 vocoder for the call. In the event that the P25 system no longer has demand for the call (e.g., the last P25 user de-affiliates with the group), a different vocoder selection might be optimal. Likewise, the addition of a P25 system (resulting from a new affiliation, for instance) to a call might result in a different optimal vocoder selection.

Gaps:

1.
Vocoder selection and transcoding mechanisms to allow voice to be accurately conveyed between users on legacy and MCPTT systems.
2.
Information content required to support various selection criteria;

3.
Security policies for trans-encryption;

4.
Management of vocoder selections in response to late call entry;

5.
Management of vocoder selections in response to call exit;

6.
Configuration mechanisms in legacy and/or MCPTT systems might not be adequate to statically configure talk groups for the lowest quality vocoder of all expected participants.


* * * Third Change * * * *

5.5.1.1
Description

In Project 25, the encryption scheme and security key identity (Key ID) are periodically transmitted with the voice payload. Cryptographic synchronization and resynchronization are accommodated via a "message indicator" (crypto-synch) which is also periodically transmitted with the voice payload. Having learned the scheme, key and crypto-synch once for a transmission, and having not lost any subsequent voice frames, a receiving entity can decrypt the entirety of the transmission.

In a macro system comprising only MCPTT and Project 25 services, E2EE requires that the MCPTT client employ an agreed P25 phase 1 or 2 vocoder, use a P25 compliant encryption scheme, and have a means to identify the key, and include resynchronization information sufficient to allow for decryption for P25 units entering and late entering the transmission.

In a macro system comprising MCPTT, Project 25 and some other non-Project 25 system, E2EE calling is not possible for all call legs.

In TETRA, the encryption process requires the transmission of Algorithm ID and Key ID during the synchronization vectors at the start of and during the call.

Transmission of the algorithm ID, key ID and synchronization vectors at the start and during a call are also required for compatibility with TETRA. Selection of the ACELP vocoder and management of the frame stealing process to transmit encryption synchronization in-band is required.

E2EE at the application level renders voice transcoding impossible, as there is no way for the transcoding entity to perfom codec translation on encrypted media without access to the encryption keys.
TETRA air interface encryption will not need to be supported or accommodated in MCPTT.

Support for E2EE will continue to be a high priority requirement for most customers throughout all stages of the transition from LMR to MCPTT interworking.

Gaps:

1.
Means for transmitting the Project 25 Key ID or its equivalent in E2EE calls including Project 25 systems.

2.
Means for transmitting the Project 25 encryption scheme or its equivalent in E2EE calls including Project 25 systems.

3.
Means for transmitting the TETRA encryption synchronization vector, including the Key ID and the Algorithm ID within the MCPTT system.

4.
Means for ensuring the time synchronization between the sync vector and the stream of encrypted speech packets in a TETRA to MCPTT interworked system.

5.
Support for the TETRA vocoder in MCPTT to allow end to end security.

6.
Support for the P25 vocoders in MCPTT to allow end to end security.

7.
Definition of suitable policy options and means to provide for suitable security in mixed macro-systems.
8.
E2EE has implications with legal interception requirements.


* * * Fourth Change * * * *

5.5.2.1
Description

In Project 25 systems, the key used for voice encryption is selected by the transmitting radio and identified in the transmission by an Algorithm ID and Key ID pair. The receiving radio searches its key database for a matching key and uses that key to decrypt the voice transmission. Furthermore, the Key ID used in the transmission is only required to be unique within a key management domain. Key ID = 0, in particular, is a special case that needs to be addressed in interworking.

Project 25 does not specify any standardised protocols for binding a talk-group or other plaintext to a particular key. Moreover, it specifically allows for a user to override whatever key selection might be programmed into the radio.

Both P25 and TETRA have options for key management. Keys may be provided manually or automatically over the air. The frequency and method of key update can vary per user. Interworking with MCPTT will require mechanisms to allow the same keys to be used in the systems on both sides of the interworking interface.

TETRA over the air keying messages will need to be supported.

Gaps:

1.
Means for uniquely identifying the encryption key in meta-systems comprising a multiplicity of uncoordinated P25 systems connected to network MCPTT services.

2.
Means for agreeing on keys used for transmissions between P25 and MCPTT systems.

3.
Accommodation of Key-ID = 0 in P25 systems.

4.
Means for sharing encryption keys between a legacy TETRA system and an MCPTT system.

5.
Means for supporting TETRA over the air keying messages.


* * * Fifth Change * * * *

5.5.3.1
Description

Exceptional operational circumstances arise in which an "encrypted group" carries unencrypted transmissions. In LMR systems, this case may occur, among other reasons, when keys have not been fully or correctly distributed for a group but operational considerations necessitate communications in spite of potential security vulnerabilities. It also occurs in scenarios related to group re-grouping in disaster situations where encrypted and unencrypted groups are patched together to form a new group, but not all members share a common key.

Similarly, circumstances arise in which the key selected by one user for an encrypted call may be different than that selected by some other users. For example, a manually keyed radio may not have access to an updated key.

TETRA has a feature called Clear Voice Override that can be used as described above but is not commonly used because it may be viewed as a security risk.

Gaps:

1.
Interworking encrypted calls need to accommodate unencrypted transmissions within an otherwise encrypted session.

2.
Interworking encrypted calls need to accommodate the selection of different keys for different transmissions within the same encrypted session.

NOTE:
The interoperability scenario described above is not currently supported by stage 1 and will not be addressed in this version of the present document.
* * * Sixth Change * * * *

5.5.4.1
Description

Project 25 and TETRA systems include two primary means for the management of E2EE keys. With so called "manual" key management, a "key fill device" is (usually) directly connected to a mobile radio and provides keys using standardised protocols. In "Over-the-air Rekeying" (OTAR), keys are distributed using a secure over-the-air protocol from a "Key Management Facility" (KMF) to mobile radios. Generally speaking, each KMF is responsible for key management of a subset of P25 radios. Also, standardised means exist for KMFs to share keys so that a radio "under the control" of one KMF can interoperate with a radio under the control of another KMF.

For example, in figure 5.5.4.1-1 the three P25 radios can share a common key from KMF B by virtue of radio 2 receiving the key via OTAR and radio 3 via a key fill device from KMF B, and Radio 1 receiving the same key from KMF A by virtue of OTAR after having been provided that key via the P25 Inter-KMF Interface (IKI).
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Figure 5.5.4.1-1: Example of P25 Key Management

In addition to simple key distribution and inter-agency key sharing, P25 supports a large number of use cases for key fill and over-the-air rekeying, consistent with the needs that legacy users have expressed over many years. These include means for "cold-starting" (initial distribution of keys), routine key rotation, repudiating a compromised unit, and zeroization (deletion and erasing of some or all of the keys of a potentially compromised unit).

TETRA has the same types of key management processes and options.

In MCPTT, the encryption keys for a private call between two MCPTT users are sent by the originating UE in a MIKEY-SAKKE payload to the terminating UE, via the KMS servers. This forms the root key for further media key derivation. The same MIKEY-SAKKE payload solution is applied for a group call, the group key is provided by the group management server to all the participants in the group call in advance of the call.
Gaps:

1.
Sharing of end-to-end keys originated by P25 and TETRA user agencies with authorised MCPTT clients.

2.
Sharing of end-to-end keys originated by MCPTT user agencies with authorised P25 and TETRA subscriber units.

3.
Management of end-to-end keys originated in P25 and TETRA user agencies and shared with authorised MCPTT clients.

4.
Management of end-to-end keys originated in MCPTT user agencies and shared with authorised P25 and TETRA subscriber units.

5.
Carriage of key management messages for P25 or TETRA over MCPTT.



_1530074612.vsd
�

�

asdf



