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1
Introduction

The MCPTT requirements (TS 22.179) establish requirements with a clear distinction between the MCPTT UEs and the MCPTT Users that are capable of accessing the MCPTT Service. The architecture in TR 23.779 must fulfil these requirements in order to meet Public Safety user needs. This document addresses this fulfilment by proposing text and information flows be added to the TR in order that address these requirements. It builds off of the one domain detailed MCPTT User Authentication information flow and describes a similar flow for two domains.

2
Discussion

GUIDING PRINCIPLES

Considering that the need to identify the human user of a device / native mobile application like MCPTT, the next step is to identify the proper technology to communicate the human user identity between the native mobile app running on the device, and the backend service (e.g. MCPTT); but before surveying the landscape of candidate solutions, the following guiding design principles should be used in the selection criteria:

•
The solution must identify the human user of the device

•
The solution must be built upon industry-dominant, open standards

•
The solution must be mobile friendly

•
The solution must be federation capable

•
The solution must enable single  sign-on (SSO)

•
The solution must enable strong-authentication beyond passwords

Identity Federation – Identity Federation enables a user to leverage security credentials provided by their home security domain to prove their identity to service providers in foreign security domains, without having to expose their home security domain credentials to the service provider in the foreign domain.
SAML and OAuth have been shown to layer well together in practice, in such a way that SAML can be used as the federated authentication protocol used to obtain OAuth access tokens for the native mobile apps, hence leveraging the respective strengths of each technology.

3
Conclusion

Based on the above discussion, it is proposed to add the following solution for Identity Management and MCPTT User Authentication in TR 23.779.
******************************** Begin Change for TR 23.779 ***************************
5.2.3.2
Procedures

Editor’s note:
Describes the high-level operation, procedures and information flows for the solution.
...
NOTE:  Flow 5.2.3.2-3 is an example flow only. SA3 is responsible for defining the specific security and authentication mechanisms required by the MCPTT service in order to realize the MCPTT user authentication requirements as defined in TS 22.179.

5.2.3.2.3
Detailed User Authentication Information Flow (two domains)
The information flow below, leveraging both the SAML and Oauth protocols, utilizes the mechanism of federation to enable a user to leverage his/her security credentials as provided by their home security domain to prove their identity to a service provider in a foreign security domains. This is accomplished without exposing the user’s home security credentials to the foreign security domain. 
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 Figure 5.2.3.2-3: Detailed User Authentication, two domains
1. The MCPTT UE MCPTT Client (Domain 1) begins the user authorization procedure to gain access to a MCPTT service in a separate security domain than that of its home MCPTT service.
2. The MCPTT UE MCPTT Client sends an Access Token Request scoped to the MCPTT service to the MCPTT UE User Services Client.
3. The MCPTT UE User Services Client begins its authorization procedure, establishing a TLS session and connection with USC Identity Management (Domain  2). Server certificates are used to authenticate the server to the client. All subsequent HTTP messages in this flow from the client to the USC Identity Management (Domain  2) use this TLS tunnel (i.e., https).
4. The MCPTT User Services Client sends an HTTP GET message to USC Identity Management (Domain  2) including parameters response_type=token, client_id=xyz, scope=mcptt_service and a redirect URI as per RFC 6749 “The Oauth 2.0 Authorization Framework”.
5a. USC Identity Management (Domain  2) sends a HTTP 302 FOUND containing a SAML request redirecting the User Services Client to its home USC Identity Management (Domain  1) for user authentication.
5b. MCPTT User Services Client sends an HTTP GET containing the SAML request message to USC Identity Management (Domain  1)
5c. USC Identity Management (Domain 1) sends a HTTP 200 OK message, providing form data for obtaining the user’s authentication credentials.

5d. The user provides his/her authentication credentials to the MCPTT UE User Services Client.

5e. The MCPTT User Services Client sends a HTTP POST message, containing the user’s input, including the user’s authentication credentials, to the form provided in step (5c). 
5f. USC Identity Management (Domain 1) sends a HTTP 302 FOUND containing a SAML response redirecting the User Services Client to USC Identity Management (Domain 2).
5g. MCPTT User Services Client sends an HTTP GET containing the SAML response message to USC Identity Management (Domain 2)
6. USC Identity Management (Domain 2) sends a HTTP 302 FOUND Access Token Response (RFC 6749) which includes the Access Token for the Domain 2 MCPTT service, redirect URI and parameters scope=mcptt_service and expires_in=3600. 
7. The User Services Client sends an Access Token Indication to the MCPTT Client.
******************************** End Change for TR 23.779 ***************************
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