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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

The present document studies solutions to satisfy the requirements for discreet listening and logging for mission critical services. It identifies enhancements to be included in the technical specifications for MCPTT, MCVideo, MCData and in the common functional architecture to support mission critical services. Requirements for this study are taken from the Stage 1 requirements, including 3GPP TS 22.280 [2], and 3GPP TS 22.281 [3].
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 22.280:
"Mission Critical Services Common Requirements (MCCoRe)"

[3]
3GPP TS 22.281:
"Mission Critical Video services"

[4]
3GPP TS 22.179: "Mission Critical Push To Talk (MCPTT); Stage 1"

[5]
3GPP TS 22.282: "Mission Critical Data services"
Editor's note: Further numbered references to be inserted here


3
Definitions and abbreviations
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Discreet listening:
A means for an authorized user to be provided with the communications of a target user, without the target user being aware.

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

DL
Discreet Listening

FD
File Distribution

MC
Mission Critical

SDS
Short Data Service
4
Scenarios
4.1
General

The following subclauses describe scenarios that will arise from a request from an authorized MC user for discreet listening of the communications of a second MC user within the authority of the authorized MC user. Use cases for MCPTT, MCVideo and MCData are captured.

In each case, the authorized MC user will be presented with media which has originated from or is destined for the target MC user of the discreet listening request. If this media is protected by encryption and other security measures, the mechanism by which the actual content of the media is revealed to the authorized MC user is outside the scope of the present document.

4.2
Scenario 1:
Discreet listening of MCPTT and MCVideo private calls
4.2.1
Scenario 1.1:
Discreet listening of MCPTT and MCVideo private calls in same MC service server
This scenario describes the case where authorized MC user A requests discreet listening for communications involving MC user B where MC user A and MC user B are served by the same MC service server, MC service server A and MC service user B is within the authority of authorized MC user A. The scenario is illustrated in figure 4.2.1-1 below.
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Figure 4.2.1-1: Discreet listening of MCPTT or MCVideo private call in single MC service server

The scenario consists of the following aspects:

-
Authorized MC user A identifies MC user B as the target for discreet listening, and the request for discreet listening is sent by MC service client A to MC service server A, which verifies that MC user A is authorized to perform discreet listening on MC user B. This aspect takes place before any communications involving MC user B can be subject to discreet listening. 

-
MC user B places or receives an MCPTT or MCVideo private call to or from MC user C.

-
MC service server A provides MC service client A with information concerning the initiation of the call, including the identity of MC user C, and also provides the media exchanged between the two parties in the call.

-
When the private call completes, the call completion is also conveyed to MC service client A.

NOTE:
The scenario also applies to emergency private calls.

4.2.2
Scenario 1.2:
Discreet listening of MCPTT and MCVideo private calls with target receiving service from different MC service server
This scenario describes the case where authorized MC user A requests discreet listening for communications involving MC user B where MC service user B is within the authority of authorized MC user A and where MC user A and MC user B have different primary MC service servers, MC service servers A and B. The scenario is illustrated in figure 4.2.2-1 below.
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Figure 4.2.2-1: Discreet listening of MCPTT or MCVideo private call with target served by different MC service servers

The scenario consists of the following aspects:

-
Authorized MC user A identifies MC user B as the target for discreet listening, and the request for discreet listening is sent by MC service client A to MC service server A, which verifies that MC user A is authorized to perform discreet listening on MC user B. This aspect takes place before any communications involving MC user B can be subject to discreet listening.

-
MC service server A identifies MC service server B as the primary MC service server for MC user B. MC service server A requests the discreet listening function from MC service server B.

-
MC user B places or receives an MCPTT or MCVideo private call to or from MC user C.

-
MC service server A provides MC service client A with information concerning the initiation of the call, including the identity of MC user C, and also provides the media exchanged between the two parties in the call. MC service server B and MC service server A share the relevant information for this to take place.

-
When the private call completes, the call completion is also conveyed to MC service client A.

NOTE 1:
The scenario is the same whether MC user C, the other party in the private call, is receiving MC service from MC service server A or MC service server B.

NOTE 2:
The scenario does not imply any requirement for media routing, whether MC user C receives service from MC service server A or MC service server B.

NOTE 3:
The scenario also applies to emergency private calls.

4.3
Scenario 2:
Discreet listening of MCPTT and MCVideo group calls

This scenario describes the case where authorized MC user A requests discreet listening for communications involving MC user B where MC service user B is within the authority of authorized MC user A, where MC user A and MC user B have the same primary MC service server, MC service server A. MC user B is a member of MC service group X together with MC users C to N, and therefore the communications in MC service group X are to be provided to MC user A. The primary MC service server of MC service group X is also MC service server A. The scenario is illustrated in figure 4.3.1-1 below.
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Figure 4.3.1-1: Discreet listening of MCPTT or MCVideo group call

The scenario consists of the following aspects:

-
Authorized MC user A identifies MC user B as the target for discreet listening, and the request for discreet listening is sent by MC service client A to MC service server A, which verifies that MC user A is authorized to perform discreet listening on MC user B. This aspect takes place before any communications involving MC user B can be subject to discreet listening.

-
MC service server A identifies MC user B as a member of MC service group X

-
A group member in MC service group X (one of MC users B or C to N) makes an MCPTT or MCVideo group call.

-
MC service server A provides MC service client A with information concerning the initiation of the call, including the identity of the calling MC user, and also provides the media exchanged throughout the group call.

-
When the group call completes, the call completion is also conveyed to MC service client A.

NOTE 1:
The scenario does not determine whether authorized MC user A is a member of MC service group X or not.

NOTE 2:
The scenario also applies to other variants of group call, such as emergency group call, imminent peril group call, broadcast group call and calls to temporary groups where MC user B is a group member.

NOTE 3:
If any of MC users B or C to N is receiving MC service from a different MC service server from authorized MC user A, or if the group host MC service server is different from the MC service server serving authorized MC user A, the scenario is similar to that described in subclause 4.2.2 for private call with different MC service servers.

4.4
Scenario 3:
Discreet listening of MCVideo pull

4.4.1
Scenario 3.1:
Discreet listening of one to one MCVideo pull
This scenario describes the case where authorized MC user A requests discreet listening for MC user B where MC user B is within the authority of authorized MC user A, and authorized MC user A receives MCVideo pulls where MC user B is the initiator of the MCVideo pull request to a third MC user, or is the recipient of an MCVideo pull request from a third MC user and so provides video as a result of this request. As a one to one MCVideo pull is procedurally identical to an MCVideo private call, the scenarios are the same as those described within the present document in subclause 4.2.1 for MCVideo private call within a single MC service server, and in subclause 4.2.2 where the authorized MC user and target MC user are receiving service from different MC service servers.

4.4.2
Scenario 3.2:
Discreet listening of one from server MCVideo pull
This scenario describes the case where authorized MC user A requests discreet listening for MC user B where MC user B is within the authority of authorized MC user A, and where authorized MC user A receives MCVideo pulls from the MCVideo server initiated by MC user B. In figure 4.4.2-1 below, MC user A and MC user B have the same primary MCVideo server, MCVideo server A.
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Figure 4.4.2-1: Discreet listening of MCVideo pull from server

The scenario consists of the following aspects:

-
Authorized MC user A identifies MC user B as the target for discreet listening, and the request for discreet listening is sent by MC service client A to MCVideo server A. This aspect takes place before any communications involving MC user B can be subject to discreet listening.

-
MC user B initiates an MCVideo pull from the MCVideo server.

-
MCVideo server A provides MC service client A with information concerning the initiation of the MCVideo pull, and provides the MCVideo media sent from the MCVideo server to MC user B.

NOTE 1:
An alternative would be to notify authorized MC user A when MC user B requests to make an MCVideo pull, and allow MC user A to decide whether to receive the video media.

NOTE 2:
Authorized MC user A may receive separate notifications when the MCVideo pull is initiated, and when the MCVideo is provided.

NOTE 3:
The provision of MCVideo media to authorized MC user A may be in real time, or on demand with intermediate storage in the MCVideo server.
If MC user B receives MC service from a different MCVideo server, MCVideo server A will request the discreet listening function from the serving MCVideo server of MC user B.

4.5
Scenario 4:
Discreet listening of MCVideo push

4.5.1
Scenario 4.1:
Discreet listening of one to one MCVideo push
This scenario describes the case where authorized MC user A requests discreet listening for MC user B where MC user B is within the authority of authorized MC user A, and authorized MC user A receives MCVideo pushes initiated or received by MC user B. As a one to one MCVideo push is procedurally identical to an MCVideo private call, the scenarios are the same as those described within the present document in subclause 4.2.1 for MCVideo private call within a single MC service server, and in subclause 4.2.2 where the authorized MC user and target MC user are receiving service from different MC service servers.

4.5.2
Scenario 4.2:
Discreet listening of one to server MCVideo push
This scenario describes the case where authorized MC user A requests discreet listening for MC user B where MC user B is within the authority of authorized MC user A, and where authorized MC user A receives MCVideo pushes to the MCVideo server that have been initiated by MC user B. In figure 4.5.2-1 below, MC user A and MC user B have the same primary MCVideo server, MCVideo server A.
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Figure 4.5.2-1: Discreet listening of MCVideo push to server

The scenario consists of the following aspects:

-
Authorized MC user A identifies MC user B as the target for discreet listening, and the request for discreet listening is sent by MC service client A to MCVideo server A. This aspect takes place before any communications involving MC user B can be subject to discreet listening.

-
MC user B initiates an MCVideo push to the MCVideo server.

-
MCVideo server A provides MC service client A with information concerning the initiation of the MCVideo push, and provides the MCVideo media sent from MC user B to the MCVideo server.

NOTE 1:
An alternative would be to notify authorized MC user A when MC user B requests to make an MCVideo push, and allow MC user A to decide whether to receive the video media.

NOTE 2:
Authorized MC user A may receive separate notifications when the MCVideo push is initiated, and when the MCVideo is provided.

NOTE 3:
The provision of MCVideo media to authorized MC user A may be in real time, or on demand with intermediate storage in the MCVideo server. This aspect may need an additional requirement on media storage server.

If MC user B receives MC service from a different MCVideo server, MCVideo server A will request the discreet listening function from the serving MCVideo server of MC user B.

4.5.3
Scenario 4.3: Discreet listening of remotely initiated MCVideo push
This scenario describes the case where authorized MC user A requests discreet listening for communications involving MC user B where MC user B is within the authority of authorized MC user A, and where MC user C causes a remotely initiated MCVideo push from MC user B to MC user D. The scenario is illustrated in figure 4.5.3-1 below.
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Figure 4.5.3-1: Discreet listening of remotely initiated MCVideo push

The scenario consists of the following aspects:

-
Authorized MC user A identifies MC user B as the target for discreet listening, and the request for discreet listening is sent by MC service client A to MCVideo server A. This aspect takes place before any communications involving MC user B can be subject to discreet listening.

-
MC user C initiates a remotely initiated MCVideo push procedure, wherein MC user B pushes video to MC user D.

-
MCVideo server A provides MC service client A with information concerning the initiation of the MCVideo push including the identities of MC users C and D, and provides the MCVideo media sent from MC user B to MC user D.

NOTE 1:
An alternative would be to notify authorized MC user A when MC user B initiates the MCVideo push, and to allow MC user A to decide whether to receive the video media.

NOTE 2:
Authorized MC user A may receive separate notifications when the MCVideo pull is initiated, and when the MCVideo is provided.

NOTE 3:
The provision of MCVideo media to authorized MC user A may be in real time, or on demand with intermediate storage in the MCVideo server. This aspect may need an additional requirement on media storage server.

NOTE 4:
The scenario is the same where MC user C causes MC user D to push MCVideo media towards MC user B; MCVideo server A also sends the pushed video from MC user D to authorized MC user A.

If MC user B receives MC service from a different MCVideo server, MCVideo server A will request the discreet listening function from the serving MCVideo server of MC user B.

4.6
Scenario 5:
Discreet listening of MCData SDS

This scenario describes the case where authorized MC user A requests discreet listening for communications involving MC user B where MC user B is within the authority of authorized MC user A, and where MC user A and MC user B have the same primary MCData server. The scenario is illustrated in figure 4.6.1-1 below.
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Figure 4.6.1-1: Discreet listening of one to one MCData SDS

The scenario consists of the following aspects:

-
Authorized MC user A identifies MC user B as the target for discreet listening, and the request for discreet listening is sent by MC service client A to MCData server A. This aspect takes place before any communications involving MC user B can be subject to discreet listening.

-
MC user B sends or receives an MCData SDS data request to or from MC user C.

-
MCData server A provides MC service client A with the MCData SDS data request, including relevant information such as conversation identifier and transaction identifier.

-
If the recipient sends one or more disposition notifications, these are also sent to MC user A.

NOTE 1:
The scenario applies whether the data is sent over the signalling plane or the media plane.

NOTE 2:
The scenario applies whether the data is sent in standalone transactions, or as part of a session.

NOTE 3:
The use applies to enhanced status sent over SDS.

NOTE 4:
If authorized MC user A is receiving MC service from a different MCData server to that of MC user B, the serving MCData server of MC user A communicates with the serving MCData server of MC user B to provide the discreet listening service. This is similar to the case of MCPTT and MCVideo private calls described in subclause 4.2.2. 

NOTE 5:
If MC user B is sending or receiving SDS within a group, the scenario is similar to that described in subclause 4.3 for MCPTT and MCVideo group call.

4.7
Scenario 6:
Discreet listening of MCData file distribution

4.7.1
Scenario 6.1:
Discreet listening of file upload and file download

This scenario is similar to those for MCVideo push and MCVideo pull from server described in subclauses 4.4.2 and 4.5.2 of the present document.

4.7.2
Scenario 6.2:

Discreet listening of one to one file distribution
This scenario describes the case where authorized MC user A requests discreet listening for communications involving MC user B where MC user B is within the authority of authorized MC user A, and where MC user A and MC user B have the same primary MCData server. The scenario is the same whether the file is distributed over HTTP or over the media plane. The scenario is illustrated in figure 4.7.2-1 below.
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Figure 4.7.2-1: Discreet listening of one to one MCData file distribution

The scenario consists of the following aspects:

-
Authorized MC user A identifies MC user B as the target for discreet listening, and the request for discreet listening is sent by MC service client A to MCData server A. This aspect takes place before any communications involving MC user B can be subject to discreet listening.

-
MC user B sends or receives an MCData file distribution request to or from MC user C.

-
MC service server A provides MC service client A with the transferred file, including relevant information such as the identity of MC user C, the conversation identifier and transaction identifier.

-
The MCData download completed report is also sent to MC service client A.

NOTE 1:
The scenario applies whether the file is sent over HTTP or the media plane.

NOTE 2:
Authorized MC user A may receive separate notifications when the MCData file transfer is initiated, and when the MCData file is provided.

NOTE 3:
The provision of the MCData file to authorized MC user A may be in real time, or on demand with intermediate storage in the MCData server.

NOTE 4:
If authorized MC user A is receiving MC service on a different MCData server to that of MC user B, the serving MCData server of MC user A communicates with the serving MCData server of MC user B to provide the discreet listening service. This is similar to the case of MCPTT and MCVideo private calls described in subclause 4.2.2. 

4.x
Scenario #x:
<Scenario title>

Editor's note: Capture use case for logging or discreet listening.

5
Key Issues

5.1
Key Issue 1: Selection of MC service for discreet listening
The single requirement for discreet listening [R-6.15.1-001] provided in 3GPP TS 23.280 [2] and reproduced in Annex A of the present document requires that all group or private communication transmissions from the target MC user are to be subject to discreet listening by an authorized MC user.

In practice, selection at the MC service level will automatically take place, as the MC service clients for each MC service will be used to place the discreet listening requests on behalf of the authorized MC user, for example if the authorized MC user only places the discreet listening request using an MCPTT client, only MCPTT transmissions will be available to the authorized MC user.

Within each of the MCPTT, MCVideo and MCData services, there are a number of separate services available and it is not clear whether the authorized MC user would wish to automatically receive content involving the target MC user within these separate services; for example whether the authorized MC user would require to receive MCData SDS transmissions but not MCData file upload and downloads.

NOTE:
It is assumed that when DL is invoked by the authorized MC user, the authorized MC user is provided with communications transmitted by the target MC user, and communications received by the target MC user.

Issues:

-
Whether there should be granularity of discreet listening within each MC service, or whether all services within each MC service should always be provided to the authorized MC user following a request for discreet listening of a target MC user within an MC service.

5.2
Key issue 2:
Group membership of authorized MC user for discreet listening

The target of DL may be a member of an MC service group, and be able to take part in group communications. The authorized MC user will expect to receive all MC service group communication transmissions involving the target MC user, however the authorized MC user might not be defined as an MC service group member of the MC service group in which the target MC user is communicating.

Issues:

-
Whether the authorized MC user should be a pre-defined member of an MC service group in order to receive group communications in which the target MC user is involved.

-
Whether the authorized MC user should be temporarily made an MC service group member in order to receive group communications in which the target MC user is involved.

-
Whether, if the authorized MC user is not an MC service group member, there should be any restriction on the communications involving the target MC user that are provided to the authorized MC user, e.g. provision of the target's transmissions to the MC service group, but not transmissions of other MC service group members.

-
Whether any restrictions on requiring MC service group membership are different when the MC service group is defined in a different primary MC system to that of the authorized MC user.

-
If the authorized MC user affiliates to the MC service group in order to receive the media in group communications, the affiliation of the authorized MC user to the MC service group may be visible to the target MC user and to other members of the MC service group; and the stage 1 requirement is that DL takes place without the knowledge of the target MC user.

-
How the authorized MC user is able to recover the content of communications within the group that are protected by end to end encryption.

Editor's note:
Membership of a group homed in an interworked system is FFS.

5.3
Key issue 3:
Discreet listening for MCVideo push and pull and MCData file upload and download

The MCVideo video push and video pull services each start with a negotiation phase, where information related to the video content to be pushed or pulled such as URL, media characteristics etc is provided and agreed. The MC user can be notified and asked to accept incoming video within a video push.

Similarly, the MCData file upload and file download services each start with a negotiation phase where information related to the file transfer such as URL is provided and agreed. The MC user can be notified and asked whether to accept an incoming file transfer.

The DL service could either allow the authorized MC user who is the recipient of the information to accept video or data before that video or data is sent to the authorized MC user, or could be provided with the video or data sent to or from the target MC user of the DL service automatically.

Issues:

-
Whether the authorized MC user should be notified about the start of video push and pull or file upload or download transactions involving the MC user who is the target of DL and given the choice to accept and receive the information or reject receiving the information; or whether the authorized MC user should always receive the information without any choice being needed.

-
Whether the authorized MC user should receive notification both when the file upload or download negotiation phase takes place, and a second notification when the file upload or download takes place.

- 
Whether the authorized MC user should automatically be presented with the file date if a mandatory download takes place to the target MC user

-
Whether the file content should be saved by the MCData server (or another suitable entity) until the authorized MC user decides to retrieve the file, and if so, whether there should be a time limit on this storage.
5.x
Key Issue x: <Key issue title>

5.x.1
Description

Editor's Note: Describe the key issue (i.e. problem statement), including technical constraints and interpretations.

5.x.2
Architectural Requirements

Editor's Note: Capture agreements on architectural requirements for solving the key issue. This clause may be omitted if deemed unnecessary.

6
Solutions

6.1
Solution 1: <Solution Title>

6.1.1
Description

Editor's Note: Describe the solutions. Sub-clause(s) may be added to capture details, procedural flow etc. 

6.1.2
Impacts on existing nodes and functionality

Editor's Note: Capture impacts on existing 3GPP nodes and functional elements.

6.1.3
Solution Evaluation

Editor's Note: Use this section for evaluation at solution level.

6.x
Solution x: <Solution Title>

6.x.1
Description

Editor's Note: Describe the solutions. Sub-clause(s) may be added to capture details, procedural flow etc. 

6.x.2
Impacts on existing nodes and functionality

Editor's Note: Capture impacts on existing 3GPP nodes and functional elements.

6.x.3
Solution Evaluation

Editor's Note: Use this section for evaluation at solution level.
7
Overall Evaluation

Editor’s Note: This clause will provide evaluation of different solutions.

8
Conclusions

Editor's Note: This clause is intended to list conclusions that have been agreed during the course of the study item activities. 
Annex A:
Reproduction of stage 1 requirements

A.1
Requirements for discreet listening

Requirements listed in this subclause are reproduced from the specifications referenced within this subclause. The referenced specifications are the normative source for the requirements and have precedence over the information reproduced within this subclause.

The following requirement in 3GPP TS 22.280 [2] applies for discreet listening. It is applied to all services MCPTT, MCVideo and MCData according to the reference tables in Annexes A, B and C of [2].

	Requirement
	Description

	[R-6.15.1-001]
	The MCX Service shall provide a mechanism for an authorized MCX User to receive MCX Service Group or Private Communication transmissions from any MCX User within their authority without noticeable impact on or knowledge of the MCX User.


A.2
Requirements for recording and audit

Requirements listed in this subclause are reproduced from the specifications referenced within this subclause. The referenced specifications are the normative source for the requirements and have precedence over the information reproduced within this subclause.

The following requirements are listed in 3GPP TS 22.280 [2]. They are applied to all services MCPTT, MCVideo and MCData according to the reference tables in Annexes A, B and C of [2].

	Requirement
	Description

	[R-6.15.4-001]
	The MCX Service shall provide a mechanism for a Mission Critical Organization to log the metadata of the MCX Service Group Communications and MCX Service Private Communications under the organization's authority.

	[R-6.15.4-002]
	Metadata shall be logged for both the transmitting Participant and the receiving Participant(s).

	[R-6.15.4-003]
	The MCX Service shall provide a mechanism for a Mission Critical Organization to record the transmissions of the Group Communications and Private Communications under the organization's authority.

	[R-6.15.4-004]
	The MCX Service shall provide a mechanism for a Mission Critical Organization to log at least the following metadata per communication: depending on service this may include; start time, date, MCX User ID, MCX Group ID, Location information of the transmitting Participant, end time or duration, end reason, type of communication (e.g., MCX Service Emergency, regroup, private).

	[R-6.15.4-005]
	If an MCX Service Group Communication or MCX Service Private Communication uses end-to-end confidentiality, the MCX Service shall provide a mechanism for a Mission Critical Organization to maintain the end-to-end confidentiality when the MCX Service Group Communication or MCX Service Private Communication is logged.

	[R-6.15.4-006]
	The MCX Service shall provide a mechanism for a Mission Critical Organization to log the metadata of non-communication related user activities under the agency's authority.

	[R-6.15.4-007]
	The MCX Service shall provide a mechanism for a Mission Critical Organization to log at least the following non-communication activity types: MCX Service Emergency Alert, MCX Service Emergency Alert cancellation, In-progress Emergency cancellation, registration state change, overridden event, user remote logout, changing another user's affiliations, affiliation change, and change of Selected MCX Service Group.

	[R-6.15.4-008]
	The MCX Service shall provide a mechanism for a Mission Critical Organization to log at least the following metadata per non-communication activity: time, date, MCX Service User identity, and activity type. The following metadata should be logged if applicable to the activity type: MCX Service Group ID, Location information of the MCX User, affiliation list, target MCX Service User ID and success/failure indication.

	[R-6.15.4-009]
	The MCX Service shall provide a mechanism for a Mission Critical Organization to log metadata for all failed authorization attempts (e.g., invalid login password) by an MCX User.

	[R-6.15.4-010]
	The MCX Service shall provide a mechanism to collect metadata for network access events (e.g., pre-emption of EPS bearer, loss of signal, failed registration attempts).


The following additional requirement for logging for MCVideo is listed in 3GPP TS 22.281 [3]:

	Requirement
	Description

	[R-5.1.10.2-008]
	The MCVideo service shall be able to provide an integrity protected timestamped detailed log of all performed and attempted activities for each user of the MCVideo Service.
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