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	1st Modified Section


[bookmark: _Toc367867911][bookmark: _Ref382581907][bookmark: _Toc304205595]2	5	Procedure Flows
[bookmark: _Toc304205596]5.1	Discovery and Registration Procedures
[bookmark: _Toc304205597]5.1.1	Overview
When HeNB is powered up, it needs to establish connectivity with the Serving HeMS for management purposes and with the MME for EPC connectivity purposes. The transport layer protocol for both of these connections is IP. IP connectivity with Serving HeMS is established using Serving HeMS discovery procedures. Using these procedures, the HeNB is able to:
· Acquire IP address of the HeMS
· Establish secure IP connection with the HeMS 
The IP address(es) of the S1 interface is provided to the HeNB in one of the following ways:
· By the Initial HeMS during Serving HeMS discovery procedure
· By the Serving HeMS during the registration procedure of the HeNB with the HeMS. 
Once the HeNB has established the IP connectivity with the Serving HeMS, the HeNB must register with the Serving HeMS. This is accomplished using the HeNB registration with Serving HeMS procedure, described in Section  5.1.30. 
The registration of the HeNB with MME (S1 Setup procedure) is specified in [8].
Figure 5-1 illustrates discovery and registration procedures executed by the HeNB upon power up.


[bookmark: _Ref232416756]Figure 5-1  Discovery and registration procedures
[bookmark: _Ref232415415][bookmark: _Toc304205598]5.1.2	Serving HeMS discovery procedures
[bookmark: _Toc304205599]5.1.2.1	Overview
Operators may deploy their management infrastructure in different ways. Specifically, Initial HeMS may be accessible within the operator’s secure public network domain or on the public internet. The following Serving HeMS discovery procedures are defined to accommodate these deployment scenarios:
· Serving HeMS discovery via Initial HeMS accessible inside operator’s private secure network domain (Section 5.1.2.20)
· Serving HeMS discovery via Initial HeMS accessible on the public internet (Section 0 5.1.2.3)
[bookmark: _Ref232401366][bookmark: _Toc304205600]5.1.2.2	Serving HeMS Discovery via Initial HeMS accessible inside operator’s private secure network domain (Conditional Mandatory)
This procedure applies for deployments where Initial HeMS is accessible only from inside the operator’s private secure network domain, For such deployments the support for this procedure by HeNB is mandatory. Otherwise, the support for this procedure is not mandatory.
In this case the HeNB is factory programmed with:
-	FQDN or IP address of the Initial HeMS
-	FQDN or IP address of the Initial SeGW
-	Operator trusted root CA certificate allowing the validation of the certificate presented by HeMS (as TLS server) or SeGW (as IKEv2 responder)
The address information (either FQDN or IP address) of Initial SeGW should be consistent with that in the certificate presented by Initial SeGW. When authentication between HeNB and Initial HeMS is needed, the address information of Initial HeMS should be consistent with that in the certificate presented by Initial HeMS.
The procedure for Serving HeMS discovery via Initial HeMS accessible inside operator’s private secure network domain is described next and illustrated in Figure 5-2.
As a pre-condition, the HeNB establishes IP connectivity to the Internet when it is initially powered up.
1. Steps 1.1-1.5 allow HeNB to establish a secure connection with the Intial HeMS. 
1.1 The HeNB initiates a process to get IP address of the Initial SeGW. If the HeNB already has the IP address then go to step 1.3. If the HeNB has the FQDN, the HeNB performs DNS query to a public DNS for the IP address corresponding to the FQDN of the Initial SeGW.
1.2.DNS responds to the HeNB with the IP address of the Initial SeGW. 
1.3 A secure connection via IPSec tunnel is established between the HeNB and Initial SeGW. 
1.4 The HeNB initiates a process to get IP address of the Initial HeMS. If the HeNB already has the IP address then skip step 1.4 and step 1.5. If the HeNB has the FQDN, the HeNB performs DNS query to a private DNS for the IP address corresponding to the FQDN of the Initial HeMS.
1.5 Private DNS responds to the HeNB with the IP address of the Initial HeMS.
A secure connection via IPSec tunnel is now established between the HeNB and the Initial HeMS.
2. Steps 2.1-2.2 allow the HeNB to establish a TR-069 session with Initial HeMS, as specified in [7]. 
2.1 	The HeNB sends to Initial HeMS an Inform request containing Device ID of the HeNB and optionally location information and/or other parameters.
2.2	Initial HeMS returns an InformResponse to accept the session.
3. Steps 3.1-3.2 allow the HeMS to provide the HeNB with the FQDN or the IP address of the Serving SeGW and Serving HeMS. 
3.1. Initial HeMS invokes SetParameterValues RPC method to configure the FQDN or the IP address of the Serving SeGW and Serving HeMS. The Initial HeMS must provide the identity of the Serving SeGW and Serving HeMS in exactly the form as contained in the server certificate (IP address or FQDN), as the HeNB will perform a match of the subject name in the certificate against this configured parameter. Initial HeMS may also provide the far-end IP address of the S1 interface at this stage. If the Initial HeMS does not provide the far-end IP address of the S1 interface the Serving HeMS should provide it during the procedure for registration of HeNB with Serving HeMS (clause 5.1.3).
3.2. The HeNB acknowledges the received parameters using SetParameterValuesResponse RPC method. 
4. The HeNB releases the TR-069 Session between the HeNB and Initial HeMS, according to the criteria specified in [7].
5. The IPSec tunnel association may be destroyed between the HeNB and Initial SeGW. 
6. Steps 6.1 – 6.5 allow HeNB to establish a secure connection with the Serving HeMS. 
6.1 The HeNB initiates a process to get IP address of the Serving SeGW. If the HeNB already has the IP address then go to step 6.3. If the HeNB has the FQDN, the HeNB performs DNS query to a public DNS for the IP address corresponding to the FQDN of the Serving SeGW.
6.2.DNS responds to the HeNB with the IP address of the Serving SeGW. 
6.3 A secure connection via IPSec tunnel is established between the HeNB and Serving SeGW. 
6.4 The HeNB initiates a process to get IP address of the Serving HeMS. If the HeNB already has the IP address then skip steps 6.4 and 6.5. If the HeNB has the FQDN, the HeNB performs DNS query to a public DNS for the IP address corresponding to the FQDN of the Serving HeMS.
6.5 Private DNS responds to the HeNB with the IP address of the Serving HeMS.
A secure connection via IPSec tunnel is established between the HeNB and the Serving HeMS.
[image: ]
[bookmark: _Ref232584220]Figure 5-2: Serving HeMS Discovery via Initial HeMS accessible inside operator’s private secure network domain
Next, the HeNB performs registration with the Serving HeMS procedure (clause 5.1.3).
[bookmark: _Toc304205601][bookmark: _Ref382581840][bookmark: _Ref382581851][bookmark: _Ref232403737]5.1.2.3	Serving HeMS discovery via Initial HeMS accessible on the public internet (Conditional Mandatory)
This procedure applies for deployments where Initial HeMS is accessible on the public internet. In this case the HeNB is factory programmed with Initial HeMS’ FQDN, which the operator needs to publish in a public DNS and with operator trusted root CA certificate allowing the validation of the certificate presented by HeMS (as TLS server). For such deployments, the support for this procedure by HeNB is mandatory. Otherwise, the support for this procedure is not mandatory.
The procedure for Serving HeMS discovery via Initial HeMS accessible on the public internet is described next and illustrated in Figure 5-3.
[image: ]
[bookmark: _Ref232411204][bookmark: _Ref232411199]Figure 5‑3 Serving HeMS Discovery via Initial HeMS accessible on the public internet
As a pre-condition, the HeNB establishes IP connectivity to the Internet when it is initially powered up.
1. In steps 1.1-1.3 HeNB establish IP connectivity with the Intial HeMS using SSL/TLS security. The HeNB must have a reference to the IP address of the Initial HeMS pre-programmed. The HeNB performs DNS query to a public DNS for the IP address corresponding to the FQDN of the Initial HeMS if needed.
Steps 2 to 4 are identical to steps 2 to 4 in the procedure for Serving HeMS discovery via Initial HeMS accessible inside operator’s private secure network domain (Section 5.1.2.2clause 0). Steps 5.1 to 5.5 are identical to steps 6.1 to 6.5 in the procedure for Serving HeMS discovery via Initial HeMS accessible inside operator’s private secure network domain (Section 0 5.1.2.2).
Next, the HeNB performs registration with the Serving HeMS (Section 5.1.3clause 0).
[bookmark: _Ref232404024][bookmark: _Ref232504953][bookmark: _Toc304205602]5.1.3	HeNB registration with Serving HeMS (Mandatory)
The procedure for HeNB registration with Serving HeMS is described next and illustrated in Figure 5-4.
As a pre-condition, the HeNB has discovered and establishes secure IP connectivity with the Serving HeMS. This is accomplished using appropriate Serving HeMS discovery procedure (Section 5.1.2clause 0.). 
1. Steps 1.1-1.2 allow the HeNB to establish a TR-069 session with Serving HeMS, as specified in [7]. 
1.1 	The HeNB sends to Serving HeMS an Inform request containing Device ID of the HeNB and optionally location information and/or other parameters.
1.2	Serving HeMS returns an InformResponse to accept the session.
2. Steps 2.1-2.2 allow the HeMS to provide the HeNB with the far-end IP address of the S1 interface.
2.1 Serving HeMS invokes SetParameterValues RPC method to configure the far-end IP address of the S1 interface and optional IPsec usage indicator.
2.2. The HeNB acknowledges the received S1 interface IP address using SetParameterValuesResponse RPC method and optional IPsec usage indicator. 
3. The HeNB may release the TR-069 Session between the HeNB and Serving HeMS, according to the criteria specified in [7].
4. The HeNB initiates the S1 Setup procedure (registration with MME) specified in [8].
[image: ]
[bookmark: _Ref232402448]Figure 5‑4: Procedure for HeNB registration with Serving HeMS


	End of Modified Section
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