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Decision/action requested

This discussion paper intends to clarify that security aspect for Gy Reference Point in inter-PLMN needs to be addressed in GSMA 
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Rationale

Status in SA2 Specifications
In the current 3GPP EPC/PCC architecture for LTE, defined in TS 23.401 [2] and TS 23.203 [1] respectively, there are different roaming architectures where Diameter Signalling crosses inter-PLMN interfaces: S6a in all scenarios, S9 and Gy/Gyn in Local break out (LBO).
Although from a functional 3GPP SA2 Architecture‘s perspective, all these Diameter-based Reference Points (S9, S6a and Gy/Gyn) are reflected with direct link between HPLMN and VPLMN, from a deployment’s perspective, use of PMN-edge Diameter agent(s) and Security Gateway at the border, are required for the support scalability, resilience, maintainability, topology hiding and security, as per GSMA IR.88 LTE Roaming Guidelines [3] requirements. 

Status in GSMA IREG
From the security aspect, the current GSMA IR.88 LTE Roaming Guidelines [3] recommends IPSec for all interfaces that use the Diameter protocol, in particular, as per 3GPP TS 33.210 [5] for LTE roaming Diameter interfaces. 

Provided different architectures with use of Security Gateway (SEG) are described, (e.g. one of them is shown below), it can be noticed the Gy/Gyn Reference point is not addressed. 

[image: image1]
Figure 6.5.1-2: Security for IPX Transport connectivity

Status in SA5
SA5 received reply LS S5-140255 [4]. from SA3 which confirmed that within the PCC architecture with Gy/Gyn interface between OCS in HPLMN and PCEF/TDF in VPLMN, (NDS)/IP security specified in TS 33.210 is appropriate for securing interconnection between two Operators (i.e. different security Domains) for Diameter signalling (through use of IPsec Security Gateways (SEG)).
4
Detailed proposal

In order to ensure Gy between Operators can be deployed in a secured manner, we propose that GSMA adopts the same scheme as for other already described Diameter S6a, S5b, S9 Interfaces, to Gy/Gyn interface: i.e. rely on (NDS)/IP security specified in TS 33.210 [5].
It is proposed to send an LS (S5-140676) to GSMA for them to address security for Gy/Gyn in their specification GSMA IR.88 LTE Roaming Guidelines [3]. 
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