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Decision/action requested

Approve the proposed pCR.
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Rationale

At the SA5#91 meeting, during the discussion of contributions [2], [3] and [4] it has been identified that the descriptions of C-RNTI based correlation in [1] are incomplete. In this pCR we add the missing details for C-RNTI based correlation.
4
Detailed proposal

	1st Modified Section


7.2.1.2
Correlation at the TCE Scenarios

7.2.1.2.1
Introduction

Correlation of RLF/RCEF and MDT data at the TCE documented in section 7.2.1 is a possible solution – it is not affected by the specific problems outlined in the section 7.2.1.1 above. However, the strict user privacy and MDT anonymization requirements make it challenging. When it is not allowed to store/forward true UE identities (that are directly associated with a user, e.g. IMSI) with MDT/RLF/RCEF data to the TCE. In full anonymization mode such UE identities are stripped completely, in partial anonymization only the IMEI-TAC is sent to the TCE. Unfortunately, the IMEI-TAC is not sufficient for per-UE/per-session correlation at the TCE. The TR/TRSR combination can not be used for RLF/RCEF and MDT correlation at the TCE.

3GPP SA3 approved the potential use of temporary identities or pseudonyms (not traceable back to the true UE/user identity). 

7.2.1.2.2
Correlation of Immediate MDT and RLF Reports

Below, we try to analyze the possibility to use the C-RNTI as a specific identifier (temporary identity) for correlation of RLF reports and Immediate MDT data at the TCE:

· The combination of C-RNTI, the Cell ID and a corresponding timestamp (the timestamp is only needed to roughly identify the timeframe when a particular C-RNTI was in use, the accuracy should be within the UE context lifetime or C-RNTI re-cycle time) uniquely identifies UE for correlation of  RLF reports and Immediate MDT data;

· The eNB knows the C-RNTI of the UE reporting the Immediate MDT;

· The eNB knows the last C-RNTI before the RLF of the UE reporting a RLF during re-establishment;

· The last C-RNTI before the RLF occurred ("C-RNTI used in the PCell upon detecting radio link failure or the C-RNTI used in the source PCell upon handover failure" as defined in [3]) is part of the RLF report – this provides the C-RNTI for all RLF reports, including those retrieved not during re-establishment;

· The RLF timestamp (as "timeSinceFailure field used to indicate the time that elapsed since the connection establishment failure" as defined in [3]) is part of the RLF report. The RLF_Indication procedure used for forwarding of the RLF reports to the eNB where failure occurred (and where it is packed into Trace File) takes time in order of milliseconds and is significantly shorter than C-RNTI re-cycle time.

RLF-Report-r9 ::= 




SEQUENCE {


measResultLastServCell-r9



SEQUENCE {



rsrpResult-r9






RSRP-Range,



rsrqResult-r9






RSRQ-Range


OPTIONAL


},


measResultNeighCells-r9



SEQUENCE {



measResultListEUTRA-r9



MeasResultList2EUTRA-r9


OPTIONAL,



measResultListUTRA-r9



MeasResultList2UTRA-r9


OPTIONAL,



measResultListGERAN-r9



MeasResultListGERAN



OPTIONAL,



measResultsCDMA2000-r9



MeasResultList2CDMA2000-r9

OPTIONAL


}
OPTIONAL,


...,


[[
locationInfo-r10



LocationInfo-r10

OPTIONAL,



failedPCellId-r10





CHOICE {




cellGlobalId-r10





CellGlobalIdEUTRA,




pci-arfcn-r10






SEQUENCE {





physCellId-r10






PhysCellId,





carrierFreq-r10






ARFCN-ValueEUTRA




}



}















OPTIONAL,



reestablishmentCellId-r10

CellGlobalIdEUTRA



OPTIONAL,



timeConnFailure-r10



INTEGER (0..1023)



OPTIONAL,



connectionFailureType-r10

ENUMERATED {rlf, hof}


OPTIONAL,



previousPCellId-r10



CellGlobalIdEUTRA



OPTIONAL


]],


[[
failedPCellId-v1090



SEQUENCE {




carrierFreq-v1090



ARFCN-ValueEUTRA-v9e0



}















OPTIONAL


]],


[[
basicFields-r11




SEQUENCE {




c-RNTI-r11





C-RNTI,




rlf-Cause-r11




ENUMERATED {













t310-Expiry, randomAccessProblem,













rlc-MaxNumRetx, spare1},




timeSinceFailure-r11


TimeSinceFailure-r11



}















OPTIONAL,



previousUTRA-CellId-r11


SEQUENCE {




carrierFreq-r11




ARFCN-ValueUTRA,




physCellId-r11




CHOICE {





fdd-r11






PhysCellIdUTRA-FDD,





tdd-r11






PhysCellIdUTRA-TDD




},




cellGlobalId-r11



CellGlobalIdUTRA


OPTIONAL



}















OPTIONAL,



selectedUTRA-CellId-r11


SEQUENCE {




carrierFreq-r11




ARFCN-ValueUTRA,




physCellId-r11




CHOICE {





fdd-r11






PhysCellIdUTRA-FDD,





tdd-r11






PhysCellIdUTRA-TDD




}



}















OPTIONAL


]]

}
Figure 7.2.1.2.2-1: RLF report content as defined in TS 36.331[3]
Figure 7.2.1.2.2-2 illustrates the scenario where Immediate MDT data and RLF report are correlated at the TCE using the C-RNTI.
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Figure 7.2.1.2.2-2: Correlation of Immediate MDT and RLF data based on C-RNTI
7.2.1.2.3
Correlation of Logged MDT and RCEF Reports

Both the RRC Connection Establishment Failure and Logged MDT happen when UE is in the Idle Mode. When UE experiences a RCEF and has the Logged MDT active, the data recorded in the Logged MDT session before and after the RCEF may provide a complete picture and help in the root cause analysis. Therefore, the correlation of RCEF reports and Logged MDT is important.

One possible way to link the RCEF report to the Logged MDT data and avoid correlation (either at the eNB or at the TCE) completely is to record the RCEF as an event in the Logged MDT if Logged MDT session was already active at the UE.
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Figure 7.2.1.2.3-1: Logged MDT and RCEF reporting

Figure 7.2.1.2.3-1 illustrates the scenario where UE is configured for a Logged MDT session by eNB1, goes into Idle Mode and logs MDT measurements. The UE attempts to establish connection to eNB2 and experiences a RCEF. It logs the RCEF Report and continues to log the MDT measurements. The UE successfully establishes connection to eNB3 and indicates the RCEF Report and MDT Log availability. The eNB3 retrieves the RCEF report and, if the RCEF collection session was activated earlier at the eNB3, creates the RCEF Trace File and forwards it to the TCE. The eNB3 also retrieves the MDT Log from the UE and forwards it to the TCE. Since at the time of RCEF occurrence the UE was in the Idle Mode, there is no C-RNTI (at the time of failure) associated with it. The RCEF reporting and MDT Log reporting to the TCE happen independently (RCEF reporting requires an active reporting job at the eNB, MDT Log reporting does not). But it may be possible to logically link RCEF Report and MDT Log indicating that both were retrieved from the same UE without adding the UE identity and violating the MDT anonymization requirements by use of a temporary identifier (e.g. by adding the C-RNTI of the UE at the retrieval time to the MDT log and RCEF report being sent to the TCE as illustrated on Figure 7.2.1.2.3-2).
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Figure 7.2.1.2.3-2: Correlation of Logged MDT and RCEF data based on C-RNTI
7.2.1.2.4
Correlation of Immediate MDT and RLF/RCEF Reports based on MME mapping mechanism


[image: image4]
Figure 7.2.1.2.4-1 Correlation of RLF/RCEF and MDT measurements 
based on MME mapping information (one MME scenario)
Figure 7.2.1.2.4-1 exemplifies a situation where MDT measurement collection is active for the UE at eNB1 and the UE experiences an RLF at eNB1. After UE experiences the RLF, the UE successfully re-establishes connection at eNB2 and sends the RLF report. When eNB1 initially activates the MDT measurement collection for the UE, it sends mapping request to the MME (by sending the CELL TRAFFIC TRACE message) including the indication for the anonymized mapping in the message, considering the user consent and anonymization constraints. The MME sends the mapping of trace reference and trace recording session reference to anonymized UE identity toward the TCE. The anonymized UE identity can be generated by MME if there is user consent.
When the UE re-establishes connectivity at eNB2 and sends the RLF report, eNB2 allocates a new trace recording session reference, sends mapping request to MME and creates a trace file. The eNB2 may also activate immediate MDT measurements to the UE, when an area based immediate MDT trace session is active at eNB2. The MME maps the new trace reference and trace recording session reference to anonymized UE identity and forwards the mapping information to TCE. The TCE can correlate MDT measurements and RLF reports based on the anonymized UE identity, including MDT measurements made before and after the RLF, i.e., reported to eNB1 and eNB2.
The anonymized UE identity can be generated by the MME and may be derived for example, from an existing UE identity. When it is necessary for privacy reasons, the lifetime of the anonymized UE identity shall be limited. The other alternative solution for anonymized UE identity is to let HSS generate new unique identity for a UE which can be shared by all the MMEs, the correlation then can be done with the new unique identity. This solution needs changes also to the traffic signaling standards.
The user consent is extended to have three values: consent for IMSI, consent for anonymized UE identity and no consent given. This is to give the subscribers to give user consent without having their permanent identity being visible in the recorded data.
	End of Modifications


UE





eNB1





eNB2





MME





TCE





Connected mode





Activate immediate MDT measurements





Report MDT measurements





Report MDT measurements





Report MDT measurements





RLF





Create RLF report





RRC Reestablishment / RLF indication





Retrieve/ RLF





Create trace file





Send trace file





Mapping request





Send mapping information





Create trace file





Send trace file





Mapping request





Send mapping information





Correlate MDT and RLF data based on mapping information





Activate immediate MDT measurements





Report MDT measurements





Report MDT measurements





Report MDT measurements





Create trace file





Send trace file








_1444731144.vsd
Report MDT Measurements


UE


eNB1


eNB2


TCE


Connected Mode


Activate Immediate MDT


Report MDT Measurements


Report MDT Measurements


Report MDT Measurements


RLF


Create RLF Report


Connection Reestablishment


Indicate RLF Report Availability


Retrieve RLF report


MDT Trace Reporting


RLF Indication


Create RLF Trace File


RLF Trace Reporting


Create MDT Trace File


Add C-RNTI


Add C-RNTI


Correlate MDT and RLF data based on C-RNTI



_1444732454.vsd
UE


eNB1


eNB2


TCE


Connected Mode


Activate Logged MDT


Connection Establishment Attempt


Indicate MDT Log and RCEF Report Availability


eNB3


Correlate MDT and RLF data based on C-RNTI


Retrieve RCEF Report


Connection Establishment


Create RCEF Report


RCEF Trace Reporting


Idle Mode


Log MDT Measurements


Log MDT Measurements


Log MDT Measurements


RCEF


Log MDT Measurements


Retrieve MDT Log


Logged MDT Reporting


Create RCEF Trace File


Add current C-RNTI


Add current C-RNTI



_1430035063.vsd
Idle Mode


UE


eNB1


eNB2


TCE


Connected Mode


Activate Logged MDT


Log MDT Measurements


Log MDT Measurements


Log MDT Measurements


Log MDT Measurements


Connection Establishment Attempt


Indicate MDT Log and RCEF Report Availability


Retrieve MDT Log


eNB3


Retrieve RCEF Report


Connection Establishment


RCEF


Create RCEF Report


Create RCEF Trace File


RCEF Trace Reporting


Logged MDT Reporting



