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5. Procedure flows

5.1
High-level Plug and Connect

The high level procedure for Multi-Vendor Plug and Connect is described next and illustrated in Figure 5.1-1.

Operators may deploy their management infrastructure in different ways. Specifically, the following options are possible:

-
One or multiple EMs for each vendor (e.g. an Initial EM and zero or more Serving EMs);

-
One or more SeGW (e.g. one SeGW for OAM and one or more for each CN, and/or one SeGW per vendor);

-
Zero or more IP Autoconfiguration services in the Secure Operator Network;

-
Zero or more DNS servers in the Secure Operator Network;

-
One or more IP Autoconfiguration services in the External Network / non-Secure Operator Network;

-
Zero or more DNS servers in the External Network / non-Secure Operator Network;

-
One or more CA/RA (e.g. one per vendor).

The procedure described in this clause applies to all deployment options listed above.

The procedure begins when the eNB is powered up and ends when all mandatory steps in this procedure are completed or when an exception occurs.

The pre-conditions for this procedure are:

-
The eNB is physically installed;

-
IP connectivity exists between involved telecom resources (functional elements listed in clause 4.2);

-
The involved telecom resources (functional elements listed in clause 4.2) are functional;

-
The relevant information is stored and available.

The post-conditions for this procedure are:

-
One or more secure connection exists between eNB and EM and the Core Network(s);

-
Via the connection to the EM the eNB can receive further instructions to become operational and carry user traffic (e.g. the administrativeState is set to "unlocked").

The exceptions:

-
One of the steps outlined in the procedure fails.

Procedure steps:

1)
In this step eNB uses the VLAN ID pre-provisioned in the factory. If no VLAN ID is provisioned then the eNB uses the native VLAN to start communicating on, where PnP traffic is sent and received untagged.

2)
In this step eNB invokes the "Initial IP Autoconfiguration" procedure (described in clause 5.2) and acquires its IP address through stateful or stateless IP Autoconfiguration. There may be additional information provided to the eNB.

3)
In this step eNB invokes the "Certificate Enrolment" procedure (described in clause 5.3).

4)
In this step eNB invokes the "Establishing Secure Connection" procedure (described in clause 5.4) and connects to the OAM SeGW.

5)
In this step eNB invokes the "Establishing Connection to EM" procedure (described in clause 5.5).

6)
If the configuration obtained in step 5 contains the address or FQDN of the SeGW and/or EM different from the one that eNB is currently connected to, the eNB may execute steps 6.1 and 6.2 until the configured SeGW and EM will match the connected SeGW and EM. The configuration may also contain OAM VLAN Id to be used from this step onwards.

6.1)
In this step, if the eNB is connected to the OAM SeGW different from the SeGW that is configured, it releases the connection to the current SeGW and invokes the "Establish Secure Connection" procedure and connects to the configured SeGW.

6.2)
In this step, if the eNB is connected to the EM different from the EM that is configured, it releases the connection to the current EM and invokes the "Establish Connection to EM" procedure and connects to the configured EM.

7)
In this step eNB connects to each configured CN using the transport (VLAN ID, IP addresses) and security parameters provided by EM in the previous step.

