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1	Decision/action requested
The group is asked to agree to the proposed changes.
2	References
[1]	S5-130871	Pre-SA5#89 stand of MUPPET Super-CR to 32501
3	Rationale
The current version of the MUPPET Super-CR [1] describes the generic use case and requirements for multi-vendor plug&connect of eNBs, but lacks a detailed description of the plug&connect procedure. This document proposes such a description.
4	Detailed proposal

	First Modified Section



x	Procedure Multi-vendor Plug and Connect eNB to network
After an eNB is powered up, it performs the multi-vendor plug and connect procedure shown in Figure x-1 and described in the following text to get connectivity to its Element Manager and obtain its initial configuration and software.
Figure x-1: Procedure for multi-vendor plug and connectDHCP
DNS
DHCP or
Rt. Adv.
DNS
CN
SeGW
CN
CA/RA
OAM
SeGW
EM
eNB
on native VLAN (eNB sends untagged frames):
2. resolve FQDNs
    as  necessary
3. certificate enrollment
1. IP auto-
     config
4. IKEv2 key exchange; IPsec tunnel establishment
get lease
5. DHCPINFORM (VENDOR CLASS = “eNB vendor.model”)
6. DHCPACK (VENDOR-SPECIFIC INF.  = “EM’s IP or FQDN”)

7. resolve FQDNs as necessary
 
8. acquire configuration and software
on configured VLAN:

9. IKEv2 key exchange; IPsec tunnel establishment

 
10. register

0. At factory, the eNB must be pre-configured with a vendor certificate. It may be pre-configured with an IP address or FQDN of the CA/RA and it may be pre-configured with an IP address or FQDN of the OAM SeGW.
1. The eNB starts communicating on the native VLAN, i.e. it sends and receives frames untagged. It performs stateful (DHCPv4, DHCPv6) or stateless (Router Advertisements) IP auto-configuration and thereby obtains IP connectivity information (IP address, subnet mask, default gateway, optionally DNS server IP addresses) for the External Network or Non-Secure Operator Network.
It may obtain further information from IP auto-configuration, in particular an IP addresses or FQDN of a CA/RA and an IP address or FQDN of the OAM SeGW. [The encoding of this information is FFS.] Any such IP address or FQDN obtained from IP auto-configuration supercedes the pre-configured IP address or FQDN, respectively.
2. If necessary, the eNB resolves the obtained FQDNs to IP addresses using the DNS.
3. The eNB performs certificate enrollment with the configured CA/RA.
4. [bookmark: _GoBack]The eNB establishes an IPsec tunnel with the configured OAM SeGW using IKEv2. As part of the IKEv2 key exchange, the eNB may obtain its IP connectivity information (IP address, subnet mask, default gateway, DHCP server IP address, optionally DNS server IP addresses) for the Secure Operator Network through IKEv2’s Configuration Payload. The OAM SeGW may itself obtain this information by requesting a lease for the eNB from a DHCP server. In case no IP connectivity information is received during tunnel establishment, the eNB shall request this information from the DHCP Server following tunnel establishment.
5. The eNB sends a DHCPINFORM message to the DHCP server obtained in the previous step, setting the “Vendor Class” option to the eNBs vendor and model names [FFS: the format of the option parameter].
6. The DHCP server uses the parameter contained in the “Vendor Class” option as key to look up the pre-configured IP address or FQDN of the EM for this eNB and responds with a DHCPACK containing this information in a VENDOR_SPECIFIC_INFORMATION option.
7. If necessary, the eNB resolves an obtained FQDN for the EM using the DNS of the Secure Operator Network.
8. The The eNB establishes a connection to the provided EM and acquires its configuration and software if any. The configuration may contain an address to another EM that this specific node shall use as EM. The configuration may contain an address to another SeGW that should be used before connecting to the EM.
9. On the VLAN provided in the previous step, the eNB then establishes an IPsec tunnel with the configured CN SeGW (which may be the same as the OAM SeGW) using IKEv2. As part of the IKEv2 key exchange, the eNB obtains its IP connectivity information (IP address, subnet mask, default gateway, DHCP server IP address, optionally DNS server IP addresses) through IKEv2’s Configuration Payload. It then registers in the core network.
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