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1
Decision/action requested

This contribution is to discuss and approve the proposals on the clarification of plug&connect network deployment use case.
2
References

[1]  S5-130283  Post-SA5#87 stand of MUPPET Super-CR to 32.501
3
Rationale

There are following modification proposal: 

· The current eNB Plug&Play includes two scenarios which is operator fully controlled network and operator controlled secure network with IP autoconfiguration service in non-secure network which provided by external network. We propose to indicate the separation for better readability.
· For eNB gets its IP address described in use case Step 2, there are two potential possibilities. If the IP resource is big enough, the IP configuration service can allocate temporary IP address to eNB. Otherwise it should be also possible to allocate the eNB’s final IP address directly. Accordingly the related description in step6 needs to be modified.
· In step 6, “The eNB receives its (inner) IP autoconfiguration information…. from a DHCP Server with DHCP Relay on the SeGW after tunnel establishment”, due to there are not so many DHCP server can support the DHCP relay function. It’s proposed to remove this option from the usecase.
4
Detailed proposal
	1st Modified Section


4.3.2
Network Scenarios

4.3.2.1
eNB connected via a Non-Secure, Operator Controlled Network
An eNB is typically connected to the operator's network according to one of the following scenarios:

In Figure 4.3.1-1, the eNB is connected directly to a network controlled by the operator. The eNB can use IP Infrastructure services (DHCP Server, DNS Server, etc.) in the Non-secure Operator Network. The Operator has full control of these nodes. One or more Security Gateways protect the Secure Operator Network from malicious eNBs. Within the Secure Operator Network, there are also IP Infrastructure nodes. 
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Figure 4.3.2-1 eNB connected to an Non-Secure Operator Network

4.3.2.2
eNB connected via an External Network
In Figure 4.3.1-2, the eNB is connected to a network controlled by an entity external to the Operator. In contrast to the first scenario, the IP Infrastructure nodes in the External Network are not fully controlled by the operator. In both cases, the eNB needs to traverse the Security Gateway(s) to access the nodes in the Secure Operator Network.
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Figure 4.3.2-2 eNB connected to an External Network

4.3.2.3
eNB connection to the OAM Network and multiple CNs via separate SGWs
Following certificate enrolment with the operator’s CA, an eNB establishes a secure tunnel to the SGW of the OAM network. Through this tunnel it then connects to its DM from which it receives software updates and configuration information, including its transport configuration to the core network(s) it is supposed to connect to. It then typically establishes a separate secure tunnel to the SGW of the operator’s core network. In the case of RAN Sharing, the eNB may establish further tunnels to other Participating Operators’ core networks. The OAM and CN SGWs may or may not be separate physical entities in practice.

Figure 4.3.1-3 shows an example of an eNB connected to the OAM Network and multiple CNs via separate SGWs.
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Figure 4.3.2-3 Example of eNB connected to OAM Network and multiple CNs via separate SGWs

	2nd Modified Section


6.4.3
Use case Multi Vendor Plug and Connect eNB to network

	Use Case Stage
	Evolution / Specification
	<<Uses>>

Related use 

	Goal
	After physical installation,connect the eNB to its initial Element Manager and to the Core Network(s) as automatically as possible. 
	

	Actors and Roles
	eNB as user
	

	Telecom resources
	eNB; IP networks: Non-Secure Operator Network, External Network, and its elements like DHCP server optionally DNS, CA/RA servers, Security Gateway(s) (each protecting one or more Secure Operator Networks), Secure Operator Network(s) including Element Manager(s), Core Network(s) 
	

	Assumptions
	There is a functional power supply for the eNB.
There may be one or more IP Autoconfiguration Services like DHCP and Router Advertisements and zero or more DNS servers.
	

	Pre conditions
	The eNB is physically installed. 

IP connectivity exists between the involved telecom resources. 

The involved telecom resources are functional.
The relevant information is stored and available:

· Vendor Certificate at the eNB

· Operator Certificate at the CA/RA

· For the External Network or Non-Secure Operator Network:

· (Outer) IP autoconfiguration information at the IP Autoconfiguration Service

· FQDN of the initial OAM SeGW at the eNB
  and/or
FQDN or IP address of the initial OAM SeGW at the IP Autoconfiguration Service

· FQDN of the CA/RA servers at the eNB
  and/or
FQDN or IP address of the CA/RA servers at the IP Autoconfiguration Service

· If FQDNs need to be resolved, corresponding IP address(es) at the DNS server(s)

· For the Secure Operator Network:

· (Inner) IP autoconfiguration information at the IP Autoconfiguration Service [FFS: whether at initial OAM SeGW or DHCP Server of the Secure Operator Network]

· FQDN or IP address of the initial EMS at the [FFS: eNB and/or DHCP Server of the Secure Operator Network]

· If  FQDNs need to be resolved, corresponding IP address(es) at the DNS server(s)

· configuration and software for the eNB at the EM(s)


	

	Begins when 
	The eNB is powered up.
	

	Step 1 (M)
	The eNB uses the default VLAN to start communicating on. [It is FFS what "default" means in this context.]
	

	Step 2 (M)
	The eNB acquires its IP address through stateful or stateless IP autoconfiguration. This may provide 0 or more DNS server addresses. The IP address may be the temporary eNB IP address or the final eNB IP address.
	

	Step 3 (M)
	The eNB acquires the IP address of the CA/RA server. The FQDN of the CA/RA server may be pre-configured in the eNB or the FQDN or IP address of the CA/RA server may be provided by the IP Autoconfiguration Service. FQDNs are resolved through the DNS if necessary.
	

	Step 4 (M)
	The eNB performs Certificate Enrolment.
	

	Step 5 (M)
	The eNB acquires the IP address of the OAM SeGW. The FQDN of the OAM SeGW may be pre-configured in the eNB or the FQDN or the IP address of the OAM SeGW may be provided by the IP Autoconfiguration Service. FQDNs are resolved through the DNS if necessary. 
	

	Step 6 (M)
	The eNB establishes a secure connection (tunnel) to the Security Gateway given by Step 5.

The eNB receives its (inner) IP autoconfiguration information (which may be the same as the outer IP address obtained in step2). [FFS: and optionally the address of one or more DNS servers within the Secure Operator Network] [FFS: from the Configuration Parameters of IKEv2 during tunnel establishment].
	

	Step 7 (M)
	The eNB acquires the IP address of the correct Element Manager [FFS: by issuing a DHCP request including the eNB’s vendor information or by resolving a FQDN including the eNB’s vendor information via DNS].
	Secure connection

	Step 8 (M)
	The eNB establishes a connection to the provided EM and acquires its configuration and software if any. 

The configuration may contain an address to another EM that this specific node shall use as EM.

The configuration may contain an address to another SeGW that should be used before connecting to the EM.

The eNB may then

- release the connection to the current EM and OAM SeGW and then restart (returning to step 1),

- release the connection to the current EM and OAM SeGW and then return to step 4,

- release the connection to the current EM and then repeat step 8, or

- continue with step 9.
	Secure connection

	Step 9 (M)
	The eNB establishes a connection to the Core Network(s) using the transport (VLAN ID, IP addresses) and security parameters provided in step 8.
	

	Ends when
	Ends when all mandatory steps identified above are successfully completed or when an exception occurs.
	

	Exceptions
	One of the steps identified above fails.
	

	Post Conditions
	One or more secure connections exist between the eNB and the Element Manager and the Core Network(s). Via the connection to the Element Manager the eNB can receive further instructions to become operational and carry user traffic, e.g. the administrativeState is set to “unlocked”.
	

	Traceability
	All requirements of clause 5.2 and 6.5.3 .
	


Table 6.4.3-1

Editor’s note: The CA/RA server itself may be protected by a SeGW.

Security aspects – e.g. prevention of unauthorized network access and of fake parameters supplied to the eNBs etc.  -have special importance. Security related sub-steps to establish secure connections are not shown in table 6.4.3-1. More security aspects are described in a specific chapter (see clause 4.3.3). 
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