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1. Overall Description:

SA5 would like to thank SA3 for providing practical guidance on the privacy and user consent handling for new MDT use cases of SON. In the current LS SA5 would like to confirm the interpretation of SA3 response and would like to seek advice on the anonymization aspects of MDT measurements in the SON use cases.
In the response LS, SA3 mentions that the usage of immediate MDT measurements for SON can be seen as information required for direct service delivery and therefore not requiring explicit user consent. Performing logged MDT measurements, however, may require explicit user consent. The term “direct service delivery” has triggered some discussions in SA5, with one plausible interpretation that as long as SON functions are using the immediate MDT measurements in order to maintain and improve the communication services provided to the customers (i.e., related to “direct service delivery”), explicit user consent would not be required. Any use cases beyond “direct service delivery”, e.g., collecting data not directly related to the operator provided service or selling the data to third party or using it for other business purposes would require explicit user consent.
In many of the SON use cases (e.g., Coverage and Capacity Optimization), the SON function needs to be able to associate measurements that belong to the same occurrence in order to be able to analyze the incident correctly. For example, in order to understand the reasons of a handover failure or a radio link failure, it is often needed to analyze what happened before or after the failure. This requires that different measurements taken by the same UE but e.g., in different cells or after an active-idle-active transition (e.g., before and after a radio link loss) should be possible to correlate. However, the IMSI/IMEI mapping mechanism that would enable such a correlation of measurements have been disabled for MDT due to privacy reasons. Now in light of the new SON use cases, SA5 would like to know whether the IMSI/IMEI mapping mechanism or some other identity mapping mechanism would be possible to use for correlation purposes in the SON use cases. We note that knowing the specific IMSI/IMEI is not required for these use cases and it would be equally appropriate to use some other, e.g., anonymized or temporary identity.
2. Actions:

To SA3 group:
SA5 kindly asks SA3 to confirm SA5’s understanding and provide its guidance on the following questions.   

· The guidelines for user consent are interpreted such that as long as the immediate MDT measurements are used for SON uses cases to maintain and improve the communication services provided to the customers (i.e., use case is related to the “direct service delivery”), user consent would not be required. For logged MDT measurements, however, user consent may always be required. Please provide further guidance if any misinterpretation is found in SA5’s understanding.
· SA5 considers using a mapping from MDT trace identities to IMSI/IMEI or to some pseudonym or temporal identity (e.g., T-IMSI) to correlate different immediate MDT measurements for SON use cases. The IMSI/IMEI or pseudonym or temporal identity would be available only in the core network node and provided to OAM separately from MDT measurements. The purpose of this mapping is to associate MDT measurements related to the same incident in order for the SON function can analyze occurrences before and after the incident. The correlation can be used to support, for example, the following use cases:
· Correlating a handover failure or radio link failure event to measurements done before and after the failure. This can be used to identify the reason of failure by analyzing the sequence of events and identify potential coverage problems between given pair of cells.
· Correlating MDT measurements of the same UE in the same cell before and after an inactivity period, i.e., before and after an idle transition. This can be used to identify if the same UE is having a permanently good or bad performance in that cell, which can be important e.g., for QoS verification use cases.
· Correlating throughput and radio measurements of the same UE in the source and target cells before and after a handover. The information can be used to determine if users receive better performance in the target cell (e.g., on a different frequency), which could be used in decisions to change cell borders for coverage or for load balancing reasons. 
· What would be SA3 opinion on such a mapping mechanism? Does the application of such a mapping need to have any relation to the particular use case? For example, applying the mapping only where no explicit user consent is required and/or where no location information is reported?
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