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1
Decision/action requested

Review and approve the pCR on TR 32.838  to complete the clause “Quality and Quantity of Alarms”
2
References

 [1]
NGMN Top OPE Recommendations V1.0 http://www.ngmn.org/uploads/media/NGMN_Top_OPE_Recommendations_1.0.pdf 
[2]
TR 32.838 V0.0.1

3
Rationale

Addition of compliance statement in clause 4 of TR 32.838 “Quality and Quantity of Alarms”.
4
Detailed proposal

Update clause 4 of TR 32.838 as proposed below. 

4
Quality and Quantity of Alarms
4.1
Overall alarming concept
	Overall alarming concept 


	The supplier and their R&D departments are the owner of the detailed system know-how and are responsible for the overall alarming concept. Today the supplier’s development departments for network elements and OSS are working often autonomously in that area. The basis to design an overall alarm concept needs to be established between the different vendor’s product lines before the start of development phase.

	Top OPE Clause:

 1.3.1
	Relevant 3GPP specifications: 

 TSs 32. 111-1, 32.111-2, 32.111-6
	Compliance statement:
Supported

	Item
	Description
	Action
	Related CR(s)
	Status 

	1
	It is an important concept but it does not impact Itf-N standardized interfaces. More product coordination may be needed within vendors but the SA5 standards already define clear rules for alarm semantics.
	N/A
	N/A
	Closed 

	

	


	

	

	


	

	
	
	
	

	

	
	
	
	


4.2
Alarm Quantity

4.2.1
General

	Introduction

	Only alarms that fulfil the quality recommendations and which have an additional benefit to solve abnormal conditions should be forwarded by the NE. Meaningless events must be avoided.

	Top OPE Clause:

 1.3.2
	Relevant 3GPP specifications:


TSs 32.121 (clauses 4.1, 4.2), 32.122, 32.126
	Compliance statement:
Supported 

	Item
	Description
	Action
	Related CR(s)
	Status 

	1
	It is a requirement on the NE and the EMS, not directly on the Itf-N standardized protocols. Nevertheless on the principle aspect of “Alarm Quantity”, the Advanced Alarm Management (AAM) IRP is providing some related capabilities on this topic.
	N/A
	N/A
	Closed 

	

	


	

	


	



	

	
	
	
	

	

	
	
	
	


4.2.2
Alarm correlation
	Alarm correlation

	To fulfil the quality requirements and to reduce the event number correlation must be implemented on all levels (network element & element manager). Correlation rules which cover the whole product including all composed components must be part of the product solution and should not be project specific. FM agents on NE level (e.g. IT-systems) should be used to reduce the number of unwanted events.
A further correlation of these alarm data in combination with KPI/PM data is needed to give a clear overview of the service related to the whole system environment.

	Top OPE Clause:

 1.3.2
	Relevant 3GPP specifications:


TSs 32. 111-1, 32.111-2, 32.111-6
	Compliance statement:
Supported

	Item
	Description
	Action
	Related CR(s)
	Status 

	

1
	
NE and EMS have to support correlation. Requirement are already defined in the Alarm IRP, but the product may take it as far as they want to. SA5 has created a Rel-10 SI and a Rel-10 WI to add alarm correlation and root cause analysis in TS 32.111-x ( 480045 Study on Alarm Correlation and Alarm Root Cause Analysis and 510041 Alarm Correlation and Root Cause Analysis).

	
Add concepts for Alarm Correlation and Root Cause Analysis in TS 32. 111-1
	
TS 32. 111-1, CR007
TS 32.111-2 CR0066R1, CR0067R1, CR0068, CR0069
TS 32.111-6 CR0003R1, CR0004R1, CR0005R1
	
Closed

	 2

	Alarm on counter threshold crossing is already supported by SA5 specifications.
	None
	None
	Closed

	

	
	
	
	


4.2.3
Number of alarms
	Number of alarms 

	In general per incident there should not be more than 10 alarms on the instance which caused the failure.

Alarm floods of instances which did not cause the failure need to be blocked in any case.

	Top OPE Clause:

 1.3.2
	Relevant 3GPP specifications:

TSs 32. 111-1, 32.111-2, 32.111-6
	Compliance statement:
Supported

	Item
	Description
	Action
	Related CR(s)
	Status 

	1
	EMSs should have built in control for alarm flood. Iterators can be used to control the alarms sent.

In addition SA5 has created a Rel-10 WI to add alarm correlation and root cause analysis concepts in TS 32.111-1. 
	Add concepts for Alarm Correlation and Root Cause Analysis in TS 32. 111-1
	TS 32. 111-1, SP-110534 (Sep 2011)
	Closed


4.3
Alarm Quality

4.3.1
Focus on customer and service impact
	Focus on customer and service impact 

	In incident situations the following question need to be answered by the system alarms, without the need for any additional optional tooling: 

“What does this incident mean for the customer and the service at all?”

	Top OPE Clause:

 1.3.3
	Relevant 3GPP specifications:

TSs 32. 111-1, 32.111-2, 32.111-6
	Compliance statement: 

Partially supported

	Item
	Description
	Action
	Related CR(s)
	Status 

	1
	At DM or NM level, need to identify what is the alarmed entity’s capability in terms of providing service. 
	N/Addition of new parameter in alarm report?
	TBD
	Open

	2
	Impact on customer could imply more SA5 work. More generally, SA5 has to look at customer experience management, not necessarily FM only. Potential SI.
	SA5 has created a Rel-12 SI Study on Alarm Management (580052)
	TBD
	Open


4.3.2
Prioritization of alarms
	Prioritization of alarms 

	Criteria for Critical alarms:

• Total disturbance of the system or significant service impact for customers

• Performance, capacity, throughput restrictions

• Accounting disturbed

Criteria for Major alarms:

• Outage of a redundant component (e.g. outage of a redundant power supply)

• Introduction of retaliatory actions required, to ensure the service availability

	Top OPE Clause:

 1.3.3
	Relevant 3GPP specifications:

TSs 32. 111-1, 32.111-2, 32.111-6
	Compliance statement:
Partially supported

	Item
	Description
	Action
	Related CR(s)
	Status 

	1
	Alarm Severity defined in Alarm IRP 32.111-2 follows the ITU-T alarm severity.

The severity is currently focused on NE level. A customer level severity could be considered.
	Action item to SA5 to check existing definitions of severity and see whether modifications are needed. Add criteria in TS 32.111-1.

	
	Open

	2
	The severity is currently focused on NE level. A customer level severity could be considered.
	SA5 has created a Rel-12 SI Study on Alarm Management (580052)

	
	Open


4.3.3
Alarm maintenance manuals
	Alarm maintenance manuals 

	Alarm maintenance manuals must contain a clear repair action for the dedicated malfunction.

Wherever possible event-based automated repair actions to solve standard error situations without manual interaction should be implemented, if not already implemented on the Network Element level.

	Top OPE Clause:

 1.3.3
	Relevant 3GPP specifications:

TSs 32. 111-1, 32.111-2, 32.111-6
TS 32.541
	Compliance statement:
Supported

	Item
	Description
	Action
	Related CR(s)
	Status 

	1
	This is a documentation requirement. Repair action already in alarm definition (“proposedRepairActions”), vendors have to populate this alarm field.
	SA5 has created a Rel-12 SI Study on Alarm Management (580052)
	TBD
	Open

	2
	A Self-healing WI was created in Rel-10.
	N/A
	N/A
	Closed


4.3.4
Alarm text
	Alarm text

	Alarm text should contain description of abnormal condition, probable cause, service impact, root cause and a clear short repair action or reference to online maintenance manual. Meaningless events have to be avoided.

	Top OPE Clause:

 1.3.3
	Relevant 3GPP specifications:

TSs 32. 111-1, 32.111-2, 32.111-6
	Compliance statement: 
Partially supported

	Item
	Description
	Action
	Related CR(s)
	Status 

	1
	Additional text, additional info, specific problem, probable cause can be used to determine the root cause of the alarm. Maintenance manuals are provided.

These fields are already in alarm definition, vendors have to populate those alarm fields.
	 LS to NGMN on FM-REQ 7 clarification sent from SA5#84 to NGMN NGCOR (S5-122111)
	N/A
	Closed

	2
	Will need to add something in OSS to OSS part (interfaces type 3 and 4 in 32.101).
	TBD
	TBD
	Open


4.4
Interfaces
See chapter 11 “OSS Standard Itf-N”.
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