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1
Decision/action requested

Discuss and approve the following changes to the 32.501 Super CR.
2
References

[1]
S5-122780, pre SA5#86 stand of MUPPET Super-CR to 32.501, Nokia Siemens Networks

3
Rationale

For security reasons, operators typically separate the OAM Network and the Core Network, such that eNBs typically need to establish secure tunnels to multiple Security Gateways (SeGWs). In the case of RAN Sharing, eNBs need to establish connections to further Core Networks using the same or additional SeGWs.
This contribution describes an example RAN sharing scenario in which an eNB connects to its OAM Network and to multiple Core Networks using different Security Gateways, and adds a business requirement that MvPnP shall support network sharing scenarios in general.
4
Detailed proposal

We propose to accept the following changes to TS 32.501 for use in the draft Super-CR [1] to this specification:

	First change


4.3.2
Network Scenarios

An eNB is typically connected to the operator's network according to one of the following scenarios:

In Figure 4.3.1-1, the eNB is connected directly to a network controlled by the operator. The eNB can use IP Infrastructure services (DHCP Server, DNS Server, etc.) in the Non-secure Operator Network. The Operator has full control of these nodes. One or more Security Gateways protect the Secure Operator Network from malicious eNBs. Within the Secure Operator Network, there are also IP Infrastructure nodes. 

In Figure 4.3.1-2, the eNB is connected to a network controlled by an entity external to the Operator. In contrast to the first scenario, the IP Infrastructure nodes in the External Network are not fully controlled by the operator. In both cases, the eNB needs to traverse the Security Gateway(s) to access the nodes in the Secure Operator Network.


[image: image1]
Figure 4.3.1-1 eNB connected to an Non-Secure Operator Network


[image: image2]
Figure 4.3.1-2 eNB connected to an External Network
Following certificate enrolment with the operator’s CA, an eNB establishes a secure tunnel to the SeGW of the OAM network. Through this tunnel it then connects to its DM from which it receives software updates and configuration information, including its transport configuration to the core network(s) it is supposed to connect to. It then typically establishes a separate secure tunnel to the SeGW of the operator’s core network. In the case of RAN Sharing, the eNB may establish further tunnels to other Participating Operators’ core networks. The OAM and CN SeGWs may or may not be separate physical entities in practice.
Figure 4.3.1-3 shows an example of a eNB connected to the OAM Network and multiple CNs via separate SeGWs.

[image: image3]
Figure 4.3.1-3 Example of eNB connected to OAM Network and multiple CNs via separate SeGWs
	Next changes


5.2
Business Requirements for Multi-Vendor Plug&Play eNB connection to network

REQ_PnP_CON_1 
Plug and Play for an eNB´s connection to the network shall use standard protocols.

REQ_PnP_CON_2 
VPN tunnels needed for Plug and Play for an eNB´s connection to the network shall be set-up automatically.

REQ_PnP_CON_3 
The complete key management during Plug and Play for an eNB´s connection to the network shall be a full automatic secure procedure, based on procedures defined by 3GPP SA3.

REQ_PnP_CON_4 
After Plug and Play for an eNB´s connection and potentially additional self-configuration of the eNB it shall be possible to bring an eNB into service

REQ_PnP_CON_5 
As a result of Plug and Play for an eNB´s connection to the network and potentially additional self-configuration of the eNB, the newest software and parameter settings as defined by the network operator shall be used in the eNB.

REQ_PnP_CON_6:
It shall be possible to perform the MvPnP procedures using secure protocols and procedures between the eNB and OAM.

REQ_PnP_CON_7 

eNB shall be able to get its own IP addresses and EM IP address without manual configuration.
REQ_PnP_CON_8
MvPnP procedures shall support Network Sharing including the connection of an eNB to multiple core networks and PLMNs.
	End of changes
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