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1. Overall Description:

SA3 would like to thank SA5 for providing us with the LS on new use cases for measurements of data and its potential privacy implications.

SA5 asked if privacy data handling regulations should be discussed in 3GPP standards to describe for which measurements the operator needs consent from the user. SA3 would like to comment as follows: in the past, 3GPP specifications have already taken regulatory issues into account and will have to do so also in the future. However, it is not possible to give complete guidance on a detailed level that is applicable to all use cases. Even a case-by-case analysis might be extremely challenging due to a wide variety of different national regulations to be considered as well as corresponding amendments which can happen at any time for every country.
If a fully generic system (regarding the handling of data) is built and the policy is left completely up to the operator, the system may be misused inadvertently and this could, depending on national regulations, potentially lead to conflicts and at the user side to a loss of privacy. Here it should be mentioned, that a variety of different data handling policies (considering e.g. national regulation, user contract, etc,) leads to a plurality of different combinations which will almost certainly lead to misconfigurations in conflict with existing regulation. Therefore SA3 proposes, that the current solution of privacy handling based on a yes/no indicator of user consent remains unchanged for use cases where consent may be required by national regulation.
For the use case of using MDT measurement information for SON, SA3 believes that usage of immediate measurements by UEs in active mode can be argued to fall under information required for direct service delivery, therefore not requiring explicit user consent. On the other hand, using trace information from UEs in idle mode may run counter to users’ expectations of data protection and may require user consent, 
Regarding the question on a potential improved data anonymization method to avoid user consent in general, SA3 believes that a sufficiently strong anonymization method  that would make user consent precautions redundant, which indeed is desirable, requires dedicated study. To date, it is unknown if such level of anonymization for all conceivable use cases is possible to construct even in theory. The level of anonymity provided by any particular anonymization solution is for example dependent on the collected data, the use case and various boundary conditions. Until such work is fully addressed, user-consent flags as well as any less-than-perfect anonymization methods both need to run side by side. SA3 currently has no plans to look into a general anonymization method.
2. Actions:

To SA5 group.

ACTION: 
SA3 kindly asks SA5 to take the provided information into account.
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