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Decision/action requested

Agree on Proposal 1 and proposal 2.
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Rationale

User Consent for MDT has been discussed in several times in RAN2, SA5 and SA3. Releated LS communications are the following: [1], [2], [3], [4], [5].
From these LS communication the following main requirements can be concluded:

· The non-presence of user identity is not enough to fulfil privacy requirements (e.g. time and location might also be considered as data that can identify a certain user)

· MDT data shall be confidentiality  protected

· MDT data is stored at TCE that can be accessed by Operator

Based on the earlier communication with SA3 the main concern was that some measurement information is available with detailed location information attached to it, therefore just using the location information the user of the data might identify the user. 

During the discussion MDT data was considered all the data that is collected by the MDT function. In Rel-11 several new measurements have been added to the MDT data. However the way of collecting these data does not differ from the Rel-10 content, i.e. some of that are provided by the UE, some of the data is collected by the network. From privacy and security point of view the main issue is the location. 
From O&M point of view location information is crucial for MDT and for CCO purposes, however if data is collected only from one single user in a specific location that is typically not enough to fulfil the MDT and CCO use cases. If in a specific location MDT data is collected from multiple users and the collected MDT data is fully anonymized, i.e. does not contain any temporary or permanent subscriber/user identities, then the collected data itself cannot be used to determine the user as the data is collected from many users. From O&M point of view this kind of data collection is enough as for an automatic SON function, like CCO or for MDT statistically enough data collection is required to enable to draw clear conclusion about the required network optimization need.

Proposal1: Introduce a threshold parameter that indicates when the collected MDT data by location is considered anonymized. 

In proposal 1 we propose a configurable threshold parameter, which can indicate how many UEs should be involved as a minimum in order to fulfil the privacy and security requirement regarding the anonymization. 

This threshold parameter can be a per cell parameter, i.e. if an area based MDT is configured, then in each cell this parameter gives the minimum amount of UEs that should be participated in the MDT data collection. 

If proposal 1 is agreed by SA5 group, then an LS to SA3 should be sent asking if user consent can be eliminated for such a cases when in a given cell a minimum amount of users are involved for MDT data collection, where MDT data is fully anonymized, i.e. does not contain any temporary or permanent subscriber identity. 

 Another aspect of Proposal 1 is the relation to the document [6]. In [6] it is proposed to have minimum number of UEs as a configuration parameter of an MDT job. According to the use case provided earlier this threshold is more like a guidance for implementation then a strict threshold. In [6] the threshold is on a per MDT job basis, while in this proposal the threshold should be on a cell basis. The only difference would be that in an area specified by cells, if more then 1 MDT job is created then each MDT job will have the same limitation regarding the MIN UE number threshold. 
Proposal 2: Introduce the min UE number threshold as a cell level parameter instead of having them on a per MDT job basis. 
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Detailed proposal

Agree on proposal 1 and 2.
