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1
Decision/action requested

Agree to the presented material on security aspects for plug and play.
2
References
[1]

S5-121685
Super CR to 32.501 V10.0.0 
[2]

S5-121717
Security Aspects for MUPPET
3
Rationale

This pCR contains the essence of [2] . 
4
Detailed proposal

It is proposed to accept the following changes to TS 32.501 and to collect them in the draft Super-CR (latest version was [1] ) to this specification:
	First change


2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 32.101: "Telecommunication management; Principles and high level requirements".

[3]
3GPP TS 32.102: "Telecommunication management; Architecture".

[4]
3GPP TR 32.816: "Telecommunication management; Study on Management of Evolved Universal Terrestrial Radio Access Network (E-UTRAN) and Evolved Packet Core (EPC)".
[5]
3GPP TS 32.531: "Telecommunication management; Architecture; Software Management Concepts and IRP Requirements ".

[6]
3GPP TS 33.310: " Network Domain Security (NDS); Authentication Framework (AF)".

	Next changes


3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

CA
Certification Authority

CMP
Certificate Management Protocol

EM
Element Manager

FQDN
Fully Qualified Domain Name

IP@
IP address

RA 
Registration Authority

P&P
Plug&Play

SC
Self Configuration
SEG
SEcurity Gateway

TLS
Transport Layer Security

VM
Vendor Mediator
	Next changes


4.3
Multi-Vendor Plug&Play eNB connection to network Concept
4.3.1
General description

TBD

4.3.2
Security Aspects
4.3.2.1
Root Certificate Acquisition:
In accordance to TS 33.310 §9.2 there are two options how to obtain the operator root certificate: 

Option 1.:
The operator root certificate is provisioned in the base station prior to the CMPv2 protocol run

Option 2.:
The operator root certificate is provisioned in the base station during the CMPv2 protocol run (as part of the Initialisation Response)

The required pre-provisioning in option 1 is against the basic idea of P&P to minimize pre-provisioning. Therefore from the P&P perspective Option 2 is more interesting. From a security point of view the following considerations are relevant:

Option 2 has the risk that during the CMP initialisation a man-in the middle attack could take place. In order to be successful, such an attack must happen timely during the actual CMP initialization run and the attacker must have access to the access network between base station and RA/CA. 
This risk can be assessed as acceptable, given (a) the risks which are present at Options 1’s prior provisioning – see below, (b) the short time window of vulnerability, (c) the closed access networks of many operators. In addition, most attacks will only lead to inability of the base station to connect to the network, or to misuse of the new base station by the attacker. The operator should notice it soon if the base station does not connect, and will investigate the issue.

Option 1 avoids the above “time window of vulnerability”. On the other hand it requires pre-provisioning of the operator root certificate, either in factory or on-site by service personnel. There is the risk of a security leak during the provisioning of the root certificate within the vendor / commissioning environment.

It seems questionable from a security point of view to allow option 2 also in public Internet (without operator-trusted access network). There the attacks stated above are more probable, and an attacker may even install some (static) catching or spoofing equipment in the public Internet to always capture such “initialization requests”. 

It is up to the network operator to choose the option with is preferable from his point of view (risk assessment, Plug and Play importance).

4.3.2.2
Number of CA servers
There could be one or more RA/CA server, e. g. one per vendor. In the latter case the vendor identification would be needed in the FQDN of the CA server. 

4.3.2.3
Connection eNB to Vendor Mediator
There are three options for a secure connection from eNB to Vendor Mediator:

a) TLS directly to VM
In this case the profile defined in Annex E of 33.310 with mutual authentication based on operator certificates shall be used.

b) IKEv2/IPSec to SEG; closed network from SEG to VM (i.e. from the “inner side” of the SEG to the VM the closed network of the network operator is used). 
For the connections between the eNB and the core network during later operation IPsec tunnels are used in the same way, i.e. via IKEv2/IPsec (with mutual certificate based authentication) to the SEG, and within the closed operator network further on to other NEs. If deemed necessary by the operator, the hop within operator network can be secured using Zb interface according to TS 33.210.

c) TLS to VM via SEG
In this case all steps are the same as in b) until IP connectivity to the core network is established through the SEG using the IPsec tunnel. Furtheron a TLS tunnel end-to-end between base station and VM is set-up and carried between base station and SEG in the IPsec security association in tunnel mode.
Following the basic P&P principle it should not be needed for the eNB to know the choice of the option beforehand. The mechanism to find out, which of these option is used, is the following
Step 1: eNB sends a request to the DNS to ask for the IP address of the SEG accessible in the access network. 
Step 2 a): If the request of step 1 is not answered or rejected, then option a) is used. The eNB sends a request to the DNS to ask for the IP address of the Vendor Mediator accessible in access network. 

Step 3 a): The eNB sets up the secured TLS connection to the VM.

Step 2 b): If the request of step 1 delivers the IP address of the SEG, then the eNB establishes a secure connection to the SEG using IKEv2/IPsec. Then the eNB sends another request to the DNS via the SEG through the established IPsec tunnel to ask for the IP address of the vendor mediator accessible within core network. The FQDN is the same as defined in Step 2 a) .

Step 3 b): The eNB tries to set up a TLS connection via the SEG to that VM IP address using the appropriate port number (i.e. in case of success option c) is used). 

Step 4 b): If the setup of the TLS connection of of step 3b) fails, then the eNB tries to set up an IP connection to the VM via the tunnel to the SEG, using the – another - appropriate port number (i.e. in case of success option b) is used).
	Next changes


6.5.3
Specification Requirements for Multi-Vendor Plug&Play eNB connection to network
6.5.3.1
General specification requirements

TBD

6.5.3.2
Specification requirements for security aspects

REQ-SecurePlugAndPlay-FUN-1: The FQDN of the CA/RA server which is used for Plug and Play needs to be defined.
REQ-SecurePlugAndPlay-FUN-2: The FQDN of the Security Gateway which is used for Plug and Play needs to be defined.
REQ-SecurePlugAndPlay-FUN-3: The FQDN of the Vendor Mediator which is used for Plug and Play needs to be defined.
	End of changes











































































































































































































