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Rationale

· During the Rel-10 work of MDT, SA5 and RAN3 have developed supporting functions, according to SA3 guidance [1,2,3], to ensure privacy and anonymity of users taking part in a drive test replacement campaign. The solution is based on propagating an indicator for user consent to the network (RAN/CN) and select UEs for MDT measurements based on the status of the user consent bit. The solution also guarantees that user identity (i.e., IMSI/IMEI) is never associated with the collected data, thereby ensuring user anonymity in all cases.
· The above solution for handling user consent has been designed with the initial use case of MDT in mind, which is the replacement of drive tests with measurements performed by user terminals. In this use case the MDT data is typically received and processed by the operator’s staff that would otherwise perform the regular drive testing. Moreover, measurements would typically be collected with location information included, in order to be a true alternative for replacement of regular drive tests. These aspects altogether made this use case particularly privacy sensitive and triggered the specification of correspondingly strict privacy handling mechanisms in the network.
· During the Rel-11 work, there have been new use cases identified which differ from the typical drive test replacement use case in a number of aspects, e.g., that the information is consumed by an automated SON function in the OAM system (e.g., by the Coverage Capacity Optimization SON function) and not by the operator’s staff directly, information related to all UEs in a cell need to be collected in order for the use case to be meaningful (e.g., network capacity extension use case), an increasing part of the measurements are performed in the RAN with no UE involvement at all and the association of measurements with location information may be optional.

· In light of the new use cases, SA5 sees the need to review the current privacy concept and identify possible extensions of the corresponding supporting mechanisms for privacy protection and anonymization in the network in order to make the solution flexible enough to suit other use cases as well. 
4
Discussion
4.1
New use cases
4.1.1
Rel-11 use cases

For Rel-11 MDT there have been a number of new measurements defined by RAN2, primarily for the use case of QoS verification, which includes traffic localization and user QoS experience and which aim to assess user experience and to assist network capacity extensions. 
Common to these measurements is that they are collected for connected mode UEs, i.e., as part of immediate MDT and thereby they do not involve any logging or storing capability on the UE side. Moreover, the majority of these new measurements are performed on the RAN side without any involvement from the UE. The only exception is RRC accessibility failure reports, which are collected and sent by the UE but without any explicit request from the network (i.e., the UE always reports and the information is available in the RAN by default).
In Rel-11, MDT measurements performed on the RAN side include:

· data volume measured per UE in uplink and downlink by the RAN for the traffic localization use case, 

· scheduled IP throughput measured per UE in uplink and downlink by the RAN for the user QoS experience use case,

· received interference power at the eNodeB and received total wideband power at the NodeB.

The Rel-11 defined report that is originated from the UE side include 

· accessibility measurements to detect RRC connection failure incidents. These incidents are reported from the UE by default without the network explicitly requesting it (i.e., UE needs to report anyway, no extra effort from UE side). 
Common to these measurements is that data related to all UEs in a cell have to be collected in order for the statistics to be useful for the intended use case. For example, the operator has to measure the complete traffic in the cell from all UEs in order to be able to use it for traffic hot spot localization and to assist network capacity extension. Note that the operator wants to know where inside the cell the traffic is concentrated (e.g., in order to select areas for small cell deployments). Therefore, any aggregation of per UE measurements or exclusion of measurements for certain UEs would make the collected data useless for the intended use case. 
Similarly, in the QoS experience use case, the operator wants to detect when there are QoS problems with any of the UEs (e.g., bad throughput or accessibility problems). Aggregating the per-UE measurements or excluding measurements for some UEs is not an option in this case either, as the operator is interested in the per-UE level performance and not the cell level performance. The operator wants to see if there are service performance problems with any of the UEs in the cell, which may eventually trigger network capacity extensions.

Summary:

In order to realize the intended Rel-11 MDT use cases it is necessary that measurements related to all UEs can be collected, otherwise the collected data would be useless for the specified use cases. The measurements are performed on the RAN side and no privacy sensitive information and no user identities need to be associated.
4.1.2
Rel-12 use cases

In Rel-12 a more generic use case is when MDT data is collected and processed by an automated SON function in OAM, i.e., by the Coverage and Capacity Optimization (CCO) function. In this case the collection and processing of the data happens inside the automated SON function itself and not by the operator’s staff directly as in the original use case of drive test replacement. This means a different way of handling the collected data, which could reduce privacy risks and thereby allow the use of a different privacy policy for these cases. For example, there is no need to provide an interface from the SON function to access this data outside of the SON function, unlike to e.g., a typical database storage which may have a human accessible interface. 

The SA5 group can identify the following properties of OAM based SON use cases.

· The data is collected and processed by the SON function itself and not directly by the operator’s staff. This eliminates the need to provide an interface to access the data from outside.

· There is no need to know unique UE identifiers, it is enough to separate different user sessions (e.g., to tell whether a measurement sample belongs to same UE or a different one). 

· The collected RAN level measurements are highly dynamic and do not contain any static information that might be used as a unique “signature” of the UE. (E.g., signal strength would not be unique to a particular IMSI/IMEI.)

· Some of the necessary measurements are taken on the network side without any UE involvement, while others need to be measured and reported by the UE.

· It may be necessary to apply user consent in certain cases (e.g., when unique UE identifiers are included) or for certain type of measurements, if SA3 sees the need for it. However, applying a restriction for any measurements in general would make it impossible to specify OAM based SON functions in the standard.

Summary:

In order for SA5 to be able to specify the NM centralized Coverage and Capacity Optimization (CCO) SON function in the standard, it is important to have the possibility to collect the necessary input data. Any generic restriction on data collection by user consent would make the specification of the CCO SON use case obsolete. Therefore a more flexible solution is needed for the handling of user privacy that can take into account the use case specific aspects. This, however, does not rule out to apply user consent in certain cases (e.g., when unique UE identifiers are included) or for certain type of measurements, if SA3 sees the need for it. 
4.2
Gaps with existing user consent solution


From Rel-10 onwards, the standard supports storing an MDT user consent indicator bit as part of subscription information for each user in the HSS/HLR and sending the user consent indicator to the network when the user establishes connectivity to the network. Then the network (RAN/CN) considers the user consent bit before activating any MDT measurement collection for that particular user.
As the user consent bit applies for all MDT measurements (either allowing or restricting the collection of all MDT measurements), it does not allow the operator to make any differentiation for which measurements should the user consent apply and for which measurements it should not apply depending e.g., on the type of data that is collected, for what purposes and use cases the data is collected or depending on whether the operator’s staff or a SON function receives and processes the data. 

It is also a question whether the current user consent solution is sufficient to implement potentially different regulations in different countries or different operator policies. For example, an operator may have a policy that the user automatically acknowledges the collection of certain type of measurements by entering in a contract with the operator and the user consent is needed only when some special measurements are requested (e.g., activation of GPS receiver). In the current concept it is not possible to implement such an operator and regulator policy.  
It is also unclear whether it should be in the standard scope at all to rigorously specify for each measurement and use case whether MDT data can be collected with and without user consent or shall this be left for country specific or operator specific regulations. Then the standard should only provide flexible mechanisms for configuring and signaling the user consent information that allow implementing a variety of privacy policies.
Summary:

The current mechanism for user consent handling in the standard provides only a generic yes/no indicator, which either allows or restricts all MDT measurements. This makes it impossible for the operator to implement different privacy handling and data collection policies taking into account different use cases, different types of collected data, different operator policies and regulations. 
