3GPP TSG-SA5 (Telecom Management) Meeting #84 
S5-121717
20-24 August 2012; Berlin, Germany
Source:
Nokia Siemens Networks
Title:
Security Aspects for MUPPET
Document for:
Discussion and Approval
Agenda Item:
6.7.2 - Multi-Vendor Plug and Play eNB connection to the network (560033)
1
Decision/action requested

Agree to the presented security considerations.
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Abbreviations:

CA

Certification Authority

CMP
Certificate Management Protocol

EM
Element Manager

FQDN
Fully Qualified Domain Name

IP@
IP address

RA 
Registration Authority

P&P
Plug and Play

SEG
SEcurity Gateway

TLS
Transport Layer Security

VM
Vendor Mediator
3
Rationale

The work item description mentions at several prominent places the security aspects of the plug and play functionality. 

This document describes such security aspects, based on the general P&P concept presented in S5-121715.

Obtaining the operator root certificate

The basic idea of P&P is that as least as possible vendor or operator or site specific configuration needs to be configured in the factory or during commissioning. One of the most important operator specific configuration data needed for establishing secure connections is the operator root certificate. This root certificate is used for validating the base station certificate received from RA/CA during enrollment, and for validation of the certificates presented by other NEs of this operator for authentication during later operation.
To prepare contact to the operator network the base station establishes a communication channel to the RA/CA of the operator. For this the eNB sends a request to the DNS to ask for the IP address of the RA/CA server. The FQDN of the RA/CA server is proposed to be defined as “caserver.oam.mnc<MNC>.mcc<MCC>.3gppnetwork.org”. [This needs to be captured in TS 23.003 “Numbering, addressing and identification“.]
The base station requests a certificate from the RA/CA. The response is checked for integrity protection using the operator root certificate.
TS 33.310 §9.2 offers two options how to obtain this operator root certificate: 
Option 1.:
The operator root certificate is provisioned in the base station prior to the CMPv2 protocol run
Option 2.:
The operator root certificate is provisioned in the base station during the CMPv2 protocol run (as part of the Initialisation Response)
The required pre-provisioning in option 1 is against the basic idea of P&P to minimize pre-provisioning. Therefore from the P&P perspective Option 2 is more interesting. From a security point of view the following considerations are relevant:

Option 2 has the risk that during the CMP initialisation a man-in the middle attack could take place. In order to be successful, such an attack must happen timely during the actual CMP initialization run and the attacker must have access to the access network between base station and RA/CA.
SA3 nevertheless offered Option 2, because SA3 assessed this risk as acceptable under certain conditions, given (a) the risks which are present at Options 1’s prior provisioning – see below, (b) the short time window of vulnerability, and (c) the closed access networks of many operators. In addition, most attacks will only lead to inability of the base station to connect to the network, or to misuse of the new base station by the attacker. The operator should notice it soon if the base station does not connect, and will investigate the issue.
Option 1 is avoids the above “time window of vulnerability”. On the other hand it requires pre-provisioning of the operator root certificate, either in factory or on-site by service personnel. There is the risk of a security leak during the provisioning of the root certificate within the vendor / commissioning environment.

It seems questionable from a security point of view to allow option 2 also in public Internet (without operator-trusted access network). There the attacks stated above are more probable, and an attacker may even install some (static) catching or spoofing equipment in the public Internet to always capture such “initialization requests”.
Conclusion: Both Option 1 and Option 2 are possible for Plug and Play. It is up to the network operator to choose the option with is preferable from his point of view (risk assessment, Plug and Play importance).

Number of CA servers
There could be one or more RA/CA server, e. g. one per vendor. In this case the vendor identification would be needed in the FQDN of the CA server (leading to: “vendor<VID>.caserver.oam.mnc<MNC>.mcc<MCC>.3gppnetwork.org”). 
Connection eNB to Vendor Mediator

There are three options for a secure connection from eNB to Vendor Mediator:

a) TLS directly to VM
In this case the profile defined in Annex E of 33.310 with mutual authentication based on operator certificates shall be used.

b) IKEv2/IPSec to SEG; closed network from SEG to VM (i.e. from the “inner side” of the SEG to the VM the closed network of the network operator is used). 
For the connections between the eNB and the core network during later operation IPsec tunnels are used in the same way, i.e. via IKEv2/IPsec (with mutual certificate based authentication) to the SEG, and within the closed operator network further on to other NEs. If deemed necessary by the operator, the hop within operator network can be secured using Zb interface according to TS 33.210.
c) TLS to VM via SEG
In this case all steps are the same as in b) until IP connectivity to the core network is established through the SEG using the IPsec tunnel. Furtheron a TLS tunnel end-to-end between base station and VM is set-up and carried between base station and SEG in the IPsec security association in tunnel mode.
All three option shalls be possible, but in P&P it should not be needed to know the choice of the option beforehand. This requires a mechanism to find out, which of these option is used. 
Proposal for this mechanism: 
The FQDN of the SEG is defined as “seg.oam.mnc<MNC>.mcc<MCC>.3gppnetwork.org”

The FQDN of the Vendor Mediator is defined as “vendor<VID>.mediator.oam.mnc<MNC>.mcc<MCC>.3gppnetwork.org”
Step 1: eNB sends a request to the DNS to ask for the IP address of the SEG accessible in the access network. 
Step 2 a): If the request of step 1 is not answered or rejected, then option a) is used. The eNB sends a request to the DNS to ask for the IP address of the Vendor Mediator accessible in access network. 

Step 3 a): The eNB sets up the secured TLS connection to the VM.

Step 2 b): If the request of step 1 delivers the IP address of the SEG, then the eNB establishes a secure connection to the SEG using IKEv2/IPsec. Then the eNB sends another request to the DNS via the SEG through the established IPsec tunnel to ask for the IP address of the vendor mediator accessible within core network. The FQDN is the same as defined in Step 2 a) .

Step 3 b): The eNB tries to set up a TLS connection via the SEG to that VM IP address using the appropriate port number (i.e. in case of success option c) is used). 

Step 4 b): If the setup of the TLS connection of of step 3b) fails, then the eNB tries to set up an IP connection to the VM via the tunnel to the SEG, using the – another - appropriate port number (i.e. in case of success option b) is used).
Location of SEG
There is nothing P&P specific about the location of the SEG: It resides “at the edge” of the closed network of the network operator, i.e. provides a bridge from the bad outside network
4
Detailed proposal

Bases on the above we propose a pseudo-CR to [1], which can be found in SA5-121718 . This pseudo CR does not contain all justifications, explanations and considerations brought forward in this document. The pCR focuses on the necessary definitions on specification level.









































































































































































































