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Decision/action requested

Agree to the proposed set-up a full multi-vendor Plug and Play. 
Based on such an agreement a more detailed proposal will be worked out for the next SA5 meeting.
2
References

[1] None
3
Rationale

The well known use case for “Plug and play” in short means: Automatic configuration of parameters and set-up of interfaces. 
Current specifications defined by 3GPP SA5 cover only the self-configuration of radio network element parameters. The interconnection of  a new eNB to other network elements not yet fully standardized. The challenges lay mainly in the transport network area:
· How can Plug and Play be realised in multiple VLANs without pre-configuration?
· How can the needed IP addresses be known without pre-configuration?
· How can this be done in a multi-vendor capable way and for different RATs similarly?
· How can the Plug and Play activities be separated from the productive transport network due to security reasons?
· How can a VPN tunnel be set-up automatically?
These challenges need to be tackled while bearing in mind the interest of a network operator to 
· Have no need for manual configuration at the site
· Bring the planning data to the node without manual interventions
· Configure security certificates without human interventions (due to security reasons)
· Hide complex configuration for security and transport

· Streamline processes for higher efficiency
· Keep a reasonable amount of control about the plug and play processes
If this can be achieved, the substantial savings are realized, higher quality and reliability of the configuration is achieved and several security threats are inherently averted. Additionally a full Plug and Play provides a harmonized solution for the radio- transport-OSS environment.
4
Detailed proposal
The following tasks should be handled by the plug-and-play process in an automatic manner:

1. Setup of initial IP parameters for eNB, including addresses of operator PKI and IPsec GW

2. eNB enrols with the operator PKI, which issues an operator certificate after authorizing and authenticating the eNB
3. eNB learns the IP address of its EM system

4. eNB establishes the IPsec tunnel in order to reach the EM system in the secured operator domain and downloads its final configuration
5. eNB enables the final configuration, establishes the IPsec tunnel and can go “live” to connect both to the EPC and its EM system
We propose the following Plug and Play set-up:
A single entity holding the IP address information – or even configuration information – for network elements of different vendors seems not realistic. Therefore we propose an entity called “Vendor Mediator” which knows the IP address of the EM system responsible for a new eNB of that single vendor and may also provide initial configuration information. In a multi-vendor network, a preceding mediation step would be needed in order to steer a new eNB towards the correct vendor-specific mediator.
In essence the Plug and Play task is to allow the eNB to find out the IP address of the EM system or the “Vendor Mediator”  automatically, while preventing unauthorized access using the LTE backaul security mechanisms already defined by SA3. 

The first mediation step could both be handled by standard IETF protocols DHCP and DNS. DHCP is needed anyhow for the initial IP parameters. A solely DHCP based approach to realize this may be problematic, because of the limited length of DHCP attributes (255 characters), or the lack of support of optional parameters by simple but frequently used DHCP implementations. So a solution has to be found to overcome on such restrictions e.g. a specific DHCP reaction taking into account the source of DHCP request (as e.g. the vendor and equipment type) and/or a simple mediation device is able to provide the address of the relevant authentication server, and “plain” DHCP is used to find out the address of the mediation device. Alternatively, DNS could be used as a flexible “inter-vendor mediator”, at the cost of having to support an additional service in the backhaul network. Both options, DHCP-only, and DHCP-plus-DNS should be studied further. 
The following sample messages exchange show the automatic steps that would take place:

· A: The new eNB identifies the site specific VLAN by appropriate mechanism as e.g. a try and error approach sending out DHCP requests on all physically possible VLAN IDs. The new eNB requests via PnP specific VLAN a temporary IP address per DHCP broadcast. The DHCP server provides this Plug and Play IP address for the eNB, the IP address of the Operator PKI’s CA server, and optionally the IP address of the DNS server.
· B: -void- 
· C: eNB requests IP address of Vendor Mediator from DNS server, based on a built-in vendor-specific FQDN for the Vendor Mediator. DNS server provides it 

· D: eNB uses initial vendor certificate plus additional info to get an operator certificate from CA server and PKI info in order to use a secure tunnel between eNB and Security Entry Node to operators secure area. This is already specified in 3GPP TS 33.401, 33.210, and 33.310.
· E: Secure tunnel setup between eNB and Security Node the operator defines as entry in its secure area to connect eNB and Vendor Mediator.. The secure tunnel is realised by IPsec tunnel, but the certificate can also be used to secure higher layer protocols via TLS, for example..
· F: eNB tells temporary identification to Vendor Mediator; mediator answers with initial configuration file, final IP address for the eNB, operational VLAN configuration and IP address of final Element Manager for the eNB.

· G: eNB connects with its final IP address to Element Manger, i.e. connects to OAM domain and can perform self-configuration etc.

For an illustration see the figure below.
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