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1. Overall Description:

RAN2 discussed MDT in a RAN Sharing environment, and identified two cases where MDT security requirements could be violated:
1. If a UE is connected to the shared RAN and user consent has been provided to Operator 1 (resulting in the Management Based MDT Allowed information in the UE context set to true), it is possible that the UE is selected/configured for management-based MDT initiated by Operator 2.  This is because the eNB is not required to validate that the MDT is initiated by the same operator to whom user consent was given, resulting in a potential violation of user privacy.
2. If a UE is configured for Logged MDT while connected to Operator 1’s (non-shared) RAN and subsequently reselects to the coverage area of the shared RAN without changing RPLMN, it is possible that the UE reports a measurement log to Operator 2 which contains data from Operator 1’s RAN.  This is because the UE does not know which operator of the shared RAN is retrieving the measurement log, resulting in potential user privacy and network spying issues, as well as potential loss of the log.
RAN2 would like to bring these two cases to the attention of SA5, and inform SA5 that there is nothing done at the Access Stratum to prevent these cases from happening.
2. Actions:

To SA5:  
RAN2 kindly asks SA5 to take the above information into consideration.
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