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Decision/action requested

Discuss and agree on the proposals
2
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3
Introduction

The aspects related to user consent and anonymization of MDT data have been discussed at SA5#75.

An LS from SA3 is also clarifying the security and privacy requirements [1].

This document addresses the requirement on the anonymization of MDT data and proposes a solution that can cope with different scenarios. A CR to 32.422 is proposed in [3].

4
MDT data anonymization vs user consent
The analysis on user consent provided by [1] requires technical solutions able to handle MDT data acquisition based on user consent, in order to cope with scenarios where stringent regulatory requirements apply.

However the anonymization of MDT data is an essential feature for MDT, as already required in [2], regardless of whether user consent is explicitly required or not. This is also indicated in [1]:

The principles and solution proposed in LS S5-110529 and S5-111525 is a good starting point in that it takes into consideration MDT data anonymisation and important privacy principles. This concept will help to minimize legal disclosure obligations.
Consideration #1: data anonymization is a key requirement and solutions to support data anonymization should be supported independently from user consent related solutions.

5
Requirements for MDT data collection
One of the main intrinsic benefits of UE-based performance management / MDT and the related solutions standardization within the framework of Trace Management, is the possibility to gather all MDT data relevant to a given call or UE type (see 32.421 – Introduction).

Removing IMSI IMEI(SV) from the Trace Record would not allow the linking of the MDT data within one data session/call or with a given UE type, that is a key aspect in the network troubleshooting.

Instead, the possibility to translate IMSI into an anonomized “Trace user identifier” or only send the anonymous part of IMEI(SV), i.e the Type Allocation Code (TAC) would both cope with security/privacy requirements and ensure the effectiveness of UE-based performance management / MDT in all the practical scenarios.
Consideration #2: anonymization of UE identity can also be ensured by translating IMSI into an anonomized “Trace user identifier” only including IMEI-TAC instead of IMEI(SV) in the trace record.
5
Proposal

In accordance with the discussion above it is suggested to agree on the following proposals.

Proposal 1: to confirm that requirements for support of MDT data anonymisation apply independently from those related on user consent.

Proposal 2: to allow the possibility to configure anonymization of IMSI / IMEI(SV), either by translating IMSI into an anonomized “Trace user identifier” / extracting TAC from IMEI(SV) or by not sending  any identity  to TCE at all.



