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1         Decision/action requested

Agree to introduce the proposed changes of [5] into TS 32.422
2 References

[1]
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Change Request: Add requirements for security and privacy of UE-based Network Performance Measurements / MDT as required by SA3 (Security), Telecom Italia, China Unicom, SA5#75

[2]
S5-103285 
(S3-101422) “review of MDT design and reply LS on Security Issues with Logged MDT” reply SA3; To RAN2, SA1; cc SA5
[3]
S5-111436

Adding user consent handling in MDT activation, Nokia Siemens Networks, SA5#76

[4]
R3-110931

LS on User consent indication for MDT, RAN3#71

[5]
S5-111862

CR on “Adding user consent to MDT trace management”, Ericsson, SA5#77
3 Introduction

The handling of user consent to MDT measurements has been discussed during previous SA5 meetings and also in other working groups (SA3, RAN3, RAN2). Based on the LS received earlier from SA3, a requirement was added to 32.421 on the possibility to anonymize UE measurements [1]. At the last SA5#76 meeting, a solution was agreed in SA5 as proposed in [3], where MME/SGSN can check user consent information as received from HSS as part of subscription data. Based on this information, the MME/SGSN can decide whether to initiate an MDT trace session in case of signaling based activation or whether to forward IMSI mapping to TCE in case of management based activation. However, this solution was found to be insufficient by SA3 mainly due to the inability to control the initiation of MDT measurements according to user consent in case of management based activation.

At the same time RAN3 has also developed a solution, which solves user consent control in case of management based activation by sending user consent information as part of UE context setup from CN to RAN, as indicated in their LS [4]. 

In order to resolve the current situation and to satisfy SA3 original requirements, SA5 needs to revise the earlier agreed solution. In this contribution we propose to agree on a solution as indicated by the RAN3 LS, where RAN nodes can check user consent based on network information and initiate MDT measurements at UE accordingly.

4 Handling of user consent information 

Sending user consent information from HSS to MME/SGSN/MSCserver
As it has been assumed previously, user consent information is stored in HSS as part of subscription data and it is sent to CN when a new user context is created in MME/SGSN/MSCserver at UE attachment. The stored user consent information can be only a one bit indicator, telling whether the user allows MDT measurements or not, applying both for immediate and logged MDT measurements. However, the proposed solution is flexible enough to be easily extendable with more detailed consent indication later on when it becomes necessary.

In case of a signaling based MDT activation, the MME/SGSN/MSCserver can directly use the stored user consent information to determine whether MDT measurements are allowed by the user or not and initiate the MDT session accordingly.

When the stored UE consent information changes in the HSS, e.g., due to the user modifying its consent (via a web interface or by talking to the service desk), the HSS may update the user consent information stored in the corresponding MME/SGSN/MSCserver. The update of user consent information in the CN nodes can be performed at the next time an attach procedure is performed by the UE. That means the user may need to perform a detach and a reattach in order to let the changes take effect (e.g., the user may be informed by customer desk or service portal to do reattach after changing its consent information).

Sending user consent information from MME/SGSN to eNB/RNC
When a user context is to be established at eNB/RNC, the MME/SGSN/MSCserver should be able to send MDT user consent indication to eNB/RNC, using new IEs in the corresponding S1 and RANAP messages, as already designed by RAN3. The eNB/RNC can take this information into account when initiating MDT measurements at the UE via management based activation. The IEs in these messages can be easily extended with RAN specific consent information in later releases, when it is needed. 

As long as the UE context is active in the RAN it needs to be moved with user mobility. This means that the consent information needs to be passed in S1/X2 handover messages and in Iu/Iur context transfer messages.

Anonymization of measurement data
The anonymization of collected measurement data can be treated as a separate issue from the MDT user selection. The anonymization shall determine whether IMSI/IMEI information can be correlated to collected measurement data, while user selection shall control from which UEs data can be collected at all. For the selection of UEs according to user consent indication, the network support mechanisms as described above can be used.

For the anonymization of MDT measurement data there is no need to provide specific support in the network, as anonymization can be solved in the TCE for all cases. For example, limiting the MME in sending IMSI/IMEI mapping to TCE in case of management based MDT activation in E-UTRAN does not solve the problem, in general. For instance, we would need a separate solution for the UTRAN case or for cases where data collected via signaling based trace would also need to be anonymized. 

5 Proposal

In accordance with the discussion above it is suggested to agree on the following proposal and inform RAN3 and SA3 and implement the changes in TS 32.422 according to the CR in [5]. 

Proposal 1: Introduce support for sending MDT user consent information from HSS to MME/ SGSN/ MSCserver as part of subscription information to be considered for UE selection for MDT measurements.

Proposal 2: Introduce support for sending MDT user consent information from MME/ SGSN/ MSCserver to eNB/RNC as part of user context setup to be considered by RAN for UE selection for MDT measurements.

Proposal 3: For the anonymization of MDT measurement data, no specific support needs to be specified in the network. Any necessary anonymization can be solved in the TCE.
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