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1
Decision/action requested

Discuss the issues of user consent handling and the proposed solution. Agree on the way forward and the proposed CRs. 
2
References

[1]

S5-111096
Reply LS on MDT user involvement

3
Rationale

In [1] the main requirement is that if any user identities temporary or permanent is available from the MDT records and the Operator is able to associate the MDT record with a certain subscriber (and can track down where in which time the given user was) a user consent is required beforehand. 
However if the collected data does not contain any IDs that can be used to associate the MDT records to a specific subscriber user consent is not required. The main issue from SA3 point of view is the possibility to track down in terms of time and location a certain subscriber without the knowledge of the subscriber. 

The above described rules have certain implications to the currently defined MDT/Trace procedures.

In case of IMSI based MDT user consent is required before starting the MDT. 

In case of area based MDT if none of the user identities are provided in the MDT records and the MDT records do not allow to the operator to combine the data to specific subscriber/user ,specific user consent is not required.
In SA5#75 it was discussed that getting user consent or revoking user consent should be done via the customer care process. 

Based on the above the following possible solution is proposed on user consent handling:

User consent should be gathered by operator via customer care process. This user consent availability information should be stored in the HSS database as part of the subscription data. This user consent availability information should be transferred to MME/SGSN/MSC-S as part of the subscription data during update location procedure. 

Whenever an IMSI or IMEI based MDT is activated it is targeted in the HSS. Before HSS stores the trace control and configuration parameters with the MDT parameters it should check the user consent availability. If user consent is not available, the MDT activation should be rejected by the HSS, otherwise HSS would store the parameter in its database. 

If the MDT activation is targeted to an MME/SGSN/MSC-S the user consent availability checking should happen in MME/SGSN/MSC-S side. 

The following figure summarizes the proposed process:
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With this above proposed solution the network could check the user consent availability and if the user has not given consent for the MDT data collection the network would reject the MDT activation right at the beginning. 
For area based MDT the situation is different. In case of area based MDT the main purpose is to collect the MDT data in a certain area, e.g. in a cell or group of cells for all users involved in the cell. To cover the coverage optimization use case the user identities are not necessary to provide in the area based MDT. Therefore if the MDT data gathered in an area based MDT would not contain any data that could be used to correlate it to a specific subscriber or user (e.g. does not contain any temporary or permamnet subscriber identities) user consent is not required. Therefore to fulfill this requirement there are several alternative solutions:

1. Remove the procedure in cell trace for area based MDT, which provides the subscriber identities to the TCE.
2. Do a user consent availability checking at the MME before sending the subscriber identities to the TCE.

3. Send the user consent availability information to the radio network so radio network can decide whether IMSI should be fetched or should be provided to TCE.

As there can be some certain cases, which has been identified for cell trace to provide subscriber identities together with the cell trace records, it is proposed to do a user consent checking and based on this checking send the or not to send the subscriber identities to the TCE.
4
Detailed proposal

Agree on the proposed solution and the related CRs:
S5-111252 User consent handling in MDT 32.422

Propose to send LS to CT4, RAN2, RAN3 groups on the agreed solution and ask them to provide the necessary work in Rel-10 for user consent checking. 
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