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1         Decision/action requested

Discuss and Agree on the proposals

2 References

[1]
S5-110540

Change Request: Add requirements for security and privacy of UE-based Network Performance Measurements / MDT as required by SA3 (Security), Telecom Italia, China Unicom, SA5#75

[2]
S5-103285 (S3-101422) “review of MDT design and reply LS on Security Issues with Logged MDT” reply SA3; To RAN2, SA1; cc SA5
3 Introduction

The question of user consent to MDT measurements has been discussed at SA5#75 and in the LS received earlier from SA3 [2], which resulted in a requirement added to 32.421 on the possibility to anonymize UE measurements [1]. In this contribution we discuss the previously raised concerns with regards to user privacy and user consent to MDT measurements in order to identify any necessary technical enhancements to trace management in the standard.

4 Legal and technical view of user consent 

When discussing the necessary technical support for dealing with user consent to MDT measurements, it is useful to distinguish between (1) legal aspects and (2) technical aspects of user consent. Among the legal aspects there are issues like whether the operator may collect data about the user, what type of data it may collect, how it should store the data e.g., with user anonymized, how long it may store it, etc. Such legal regulations may vary by country specific regulations or by specific legal agreements between the operator and the user. 

Among the technical aspects of user consent there might be issues like whether the user is willing to sacrifice its battery or memory resources for MDT measurement collection or whether it is willing to activate certain functions of the terminal (e.g., GPS receiver).

Regarding the legal aspects of user consent we believe these can be controlled by legal regulations or by contract and agreements between the operator and the customer. This information may be stored together with the user subscription and may be used by the operator to handle the user data accordingly. Since such legal type of control is in the domain of legal regulations, it does not require specific standard support. For example, the anonymization of collected data can be solved and shall be solved by the operator’s data storage system (e.g., by hashing the IMSI) and thereby it does not belong to the scope of 3GPP standards.  

Since some of the technical aspects of user consent may require that the UE selection for MDT is determined or influenced by the user willingness to take part in MDT, there might be need for a mechanism to indicate to the network whether the UE is willing to take part in MDT or not. It is, however, not obvious to what extent MDT configuration shall be subject to user consent. For example, an immediate MDT measurement looks like just any other RRC measurement from the UE point of view and no user consent is needed for the eNB to request RRC measurement from the UE. In case of logged MDT the network may require user consent in order to request MDT measurements as they may influence the battery lifetime of the UE in idle mode but it is not obvious whether the impact on terminal resources would be significant enough that it justifies the need to ask for user consent. The activation and deactivation of some terminal functions like GPS receiver would typically be in the control of the user anyway.

As it is unclear to what extent MDT configuration shall be subject to user consent and as currently no requirements exist on this aspect, it is proposed that no specific mechanism shall be defined in Rel-10 for signaling user consent in the network. If any such mechanism is needed, it can be added in Rel-11.
5 Proposal

In accordance with the discussion above it is suggested to agree on the following proposals.

Proposal 1: The user consent regarding the storage and use of collected MDT data, including anonymization of measurement data can be controlled via legal regulations and agreements between the user and the operator without any specific standardized solution in the network. 

Proposal 2: The anonymization of collected data can be solved within the operator’s database system without network support (e.g., without support from MME).

Proposal 3: As it is unclear to what extent MDT measurement configuration shall be subject to UE consent, no specific mechanism shall be specified in Rel-10 for conveying user consent to the network.
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