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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
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3
Rationale

· SA3 [1] clarified the need for a mechanism to change/withdraw user’s consent in MDT:

· While a method to change/withdraw consent settings is required, there are no requirements from SA3 how the user interaction is done.  SA3 has no preference whether user interaction to change consent settings is done with UE or with some operator provided service.
· Even if RAN2 is also involved in the discussion, there is no need to delay the discussion in SA5 and to align SA5 assumptions with RAN2.
· Therefore this paper proposes an analysis of the possible alternatives for user’s privacy.

· In particular, it looks at a check mechanism, i.e. how the actual user’s consent can be checked but the UE or network.

4
Detailed proposal

The following possiblities are possible to check user’s consent:
a) eNB implements the check mechanism. In case of unconsent, (i) the eNB should never request any MDT Logs from UE when UE sets “logs availability” indication and (ii) the eNB should discard any MDT Logs received. The drawback is that the UE would continue to perform MDT logging and would waste battery and network resources. Additionally, measured data would still leave the UE, so it remains arguable if user’s expectation on his/her privacy would be respected.

b) UE implements the check mechanism. In case of unconsent, UE interrupts MDT Logging. The drawback is that the unconsent is not considered by the network in the activation phase, and the network can send MDT configuration to a UE without consent. Additionally, if UE settings are not forwarded to the network, operators cannot keep the history of user’s consent for their operations (legal aspects and debug issues on MDT).
c) The check mechanism is implemented in the enB and UE. This offers the most complete solution. A simple approach would be to implement the check in the eNB only at configuration time to avoid the drawback above.
The limitations of the appraocheas a and b are in the tables below.
	a) eNB implements the check mechanism
(drawbacks)
	b) UE implements the check mechanism
(drawbacks)

	· UE would continue to perform MDT logging

· waste battery and network resources

· measured data would still leave the UE

· arguable if user’s expectation on his/her privacy would be respected
	· unconsent is not considered by the network in the activation phase

· the network can send MDT configuration to a UE without consent

· operators cannot keep the history of user’s consent for their operations (legal aspects and debug issues on MDT)


Proposal 1: to provide check mechanisms for user’s privacy in the eNB/RNC (see CR in S5-111280)
Proposal 2: to provide check mechanisms for user’s privacy in the UE to avoid waste of battery and resources in the UE (see CR in S5-111279)
