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*** FIRST MODIFICATION to Section 2***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.

[1]
European Union Council Resolution on the Lawful Interception of Telecommunications (17. January 1995)

[2]
ETSI TS 101 331: "Telecommunications security; Lawful Interception (LI); Requirements of Law Enforcement Agencies".

 [3]
ETSI ES 201 158: "Lawful Interception; Requirements for network functions".

[4]
ETSI ES 201 671: "Handover Interface for the lawful interception of telecommunications traffic".

[5]
GSM 01.33: "Lawful Interception requirements for GSM".

[6]
GSM 02.33:" Lawful Interception - stage 1".

[7]
GSM 03.33: "Lawful Interception - stage 2".

[8]
J-STD-025‑A: "Lawfully Authorized Electronic Surveillance".

[9]
3GPP TS 33.107: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Lawful interception architecture and functions".

[10]
3GPP TS 33.108: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Handover interface for Lawful Interception".

 [X]
3GPP TS 22.220:  “Service Requirements for Home NodeBs and Home eNodeBs.
*** END OF First MODIFICATIONS ***
*** SECOND MODIFICATION  --Section 3 ***
3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply.

Interception Area: is a subset of the Public Lands Mobile Network (PLMN) service area comprised of a set of cells which define a geographical zone.

Location Dependent Interception: is interception within a PLMN service area that is restricted to one or several Interception Areas (IA).

Network Based Interception: Interception that is invoked at a network access point regardless of Target Identity.

Subject Based Interception: Interception that is invoked using a specific Target Identity

Target Identity: A technical identity that uniquely identifies a target of interception. One target may have one or several identities.

3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

CC
Content of Communication
CSG
Closed Subscriber Group

HeNB
Home eNodeB

H(e)NB
HNB and HeNB

HNB
Home NodeB
IA
Interception Area

IP
Internet Protocol

IRI
Intercept Related Information

LDI
Location Dependent Interception

LEA
Law Enforcement Agency

LEMF
Law Enforcement Monitoring Facility

3GMS
Third Generation Mobile Communications System

VHE
Virtual Home Environment

*** END OF MODIFICATIONS ***
*** THIRD MODIFICATION  -- New Section ***
5.X
Lawful Interception for Home Node B and Home enhanced Home Node B (H(e)NB)

HNB and HeNB are jointly referred to as H(e)NB, as defined in [X].  The location of the H(e)NB is the location information used by the operator to verify the location for H(e)NB activation.  

For the purpose of LI, a target may be a subscriber attached to a H(e)NB, a Closed Subscriber Group (CSG), or it is a national issue to allow targeting a H(e)NB itself.  

The LI requirements for H(e)NB local routing, selected IP traffic offload (SIPTO) or local IP access (LIPA) are FFS.
Interception should be done in such a manner to avoid detectability by the target or others.
When a target receives service from the PLMN via a H(e)NB, the following applies:

· the interception capabilities shall take place as for normal PLMN use

· H(e)NB information (e.g., location and identification) shall also be provided to the LEMF  

· If available, the location reported for the target is the H(e)NB location where the target’s MS is attached

· Target attachment to the H(e)NB and handovers to/from the H(e)NB shall be reported to the LEMF  

· There may be national requirements to identify specific information that is required to be reported  
When the target is the CSG, the PLMN operator shall report the following:

· modifications (e.g., additions, deletions, changes in time limits for temporary CSG Members) of the CSG list for the H(e)NB 
· When available, the access method (e.g., via MS/UE or web) the H(e)NB Hosting Party used to modify the CSG list, if multiple access methods are allowed

· CSG member’s handovers to/from the H(e)NB

· CSG members attachments to the H(e)NB
· CSG members communications via the H(e)NB

· It is a national option whether interception on CSG members’ communications continues after handover occurs from the H(e)NB

When the target is the H(e)NB, then the PLMN operator shall report the following:

· activation and deactivation of the targeted H(e)NB
· IP address information regarding the secure tunnel endpoints between the H(e)NB and the Femto Security Gateway in the home network
· modifications (e.g., additions, deletions, changes in time limits for temporary CSG Members) of the CSG list for the H(e)NB
· When available, the access method (e.g., via MS/UE or web) the target used for the modification of the CSG list, if multiple access methods are allowed
· handovers to/from the H(e)NB.
· MS/UE registrations on the H(e)NB
· communications via the H(e)NB 

· It is a national option whether interception on H(e)NB communications continues after handover occurs from the H(e)NB  
NOTE:  The requirements for the CSG are FFS.  

*** END OF MODIFICATIONS ***
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