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4.1.2.10 EPC activation mechanism
4.1.2.10.1 UE attached to EPC via E-UTRAN
Figure 4.1.2.10.1 summarizes the Trace Session activation procedure in EPC:
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Figure 4.1.2.10.1: Trace Session activation procedure in EPC with GTP based S5 interface:

The Trace Session activation in MME can come for a home subscriber trace from HSS via the S6a interface or for a foreign subscriber from the EM of MME. 

When the UE makes an attach request to the MME, it updates the location information in the HSS. The HSS checks if the UE is being traced. If it is being traced, the HSS shall propagate the trace control and configuration data to the MME by  including the trace control and configuration parameters into the S6a-Insert subscriber data message or the S6a-Update Location Answer message. If the traced UE has already attached before receiving the Trace Session Activation from the EM/NM,  the HSS shall also propagate the trace control and configuration data to the MME by either S6a-Insert subscriber data message or the S6a-Update Location Answer message. When MME receives the trace control and configuration data from the HSS it shall store the information and shall start a Trace Session. 

During inter-MME TAU, the MME shall propagate the trace control and configuration parameters to the target MME within an S10- Context Response as part of inter-MME TAU procedures. During attach procedures where the context information is requested from the target MME, the MME shall propagate the trace control and configuration parameters within an S10-Identification Response message. During inter-MME handover, the MME shall propagate the trace control and configuration parameters to the target MME within an S10- Forward Relocation Request message as part of inter-MME handover procedures.
If the List of NE Types parameter specifies tracing in the SGW and/or Tracing in the PGW, MME shall propagate the trace control and configuration parameters via the S11 interface to the SGW per one of the following messages:

1. if a default bearer connection has not been established, via the S11: Create Session Request message

2. otherwise via the S11-Trace Session Activation message

The SGW upon receiving the trace control and configuration parameters shall start a trace session.

If the List of NE Types parameter specifies Tracing in the PGW, SGW shall propagate the trace control and configuration parameters via the S5 interface to the PGW per one of the following messages:
1. if a default bearer connection has not been established, via the S5: Create Session Request message

2. otherwise via the S5-Trace Session Activation message

The PGW upon receiving the trace control and configuration parameters shall start a trace session.
When a triggering events, defined in the trace control and configuration data occur (i.e. a session is started) a Trace Recording Session shall be started and the trace control and configuration data shall be propagated to the radio network to the eNB if the List of NE Types parameter specifies eNB tracing.  See section 4.2.3.6.
When HSS activates the trace to the MME the following trace control and configuration parameters shall be included in the message:

· IMSI or IMEISV
· Trace Reference

· Triggering events for MME, Serving GW, PDN GW

· Trace Depth

· List of NE types to trace

· List of Interfaces for MME, Serving GW, PDN GW, eNB

· IP address of Trace Collection Entity

When MME activates the trace to the SGW the following trace control and configuration parameters shall be included in the message::

· IMSI or IMEISV

· Trace Reference

· Triggering events for Serving GW, PDN GW

· Trace Depth

· List of NE types to trace

· List of Interfaces for Serving GW, PDN GW

· IP address of Trace Collection Entity
When SGW activates the trace to the PGW the following trace control and configuration parameters shall be included in the message:
· IMSI or IMEISV 
· Trace Reference

· Triggering events for PDN GW

· Trace Depth

· List of Interfaces for PDN GW

· IP address of Trace Collection Entity

When MME sends the trace control and configuration parameters to the eNB the following information shall be included in the message:

· Trace Reference

· Trace Recording Session Reference

· Trace Depth
· IP Address of Trace Collection Entity
and the following information may be included in the message:

· List of Interfaces for eNB

Figure 4.1.2.10.1.A illustrates the Trace Session activation in case of PMIP based S5 interface. The figure contains only the difference compare to the GTP based S5 interface
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Figure 4.1.2.10.1.A Trace Session Activation from SWG to PGW in case of PMIP based S5 interface

When the SGW receives the Trace Session activation message and the List of NE Type to trace parameter specifies Tracing in the PDN GW , SGW shall send Trace Session Activation to PDN GW via the PCRF. The Trace Session activation can be done as part of the IP CAN session establishment or as a standalone procedure [29]. 

The Trace Session Activation shall include the following information:

· IMSI or IMEISV

· Trace reference

· Trace Recording Session Reference

· Trace Depth

· Triggering events for PDN GW

· List of Interfaces for PDN GW

· IP address of Trace Collection Entity

When the PCRF receives the Trace Session Activation it shall forward the same trace control and configuration parameters to the PDN GW [29]. 
4.1.2.10.2  UE attached to EPC via non-3GPP  accesses with DSMIPv6 on S2c or PMIP on S2a/S2b
Figure 4.1.2.10.2 illustrates the Trace Session activation when the UE is attached from a non-3GPP  access network with DSMIPv6 on S2c or PMIP on S2a or S2b interface 
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Figure 4.1.2.10.2 Trace Session activation procedure to PGW in case of UE attaches from non-3GPP access network via DSMIPv6 on S2c or PMIP on S2a/S2b
When the UE attaches to the EPC network via a non-3GPP access network the Trace Session activation to the PGW can be done via HSS and AAA server. Therefore when the UE attach is signalled to the HSS via non-3GPP access network, the HSS shall send the Trace control and configuration parameters to the AAA server as part of the user profile download [25]. The following information shall be included in the downloaded user data:

· IMSI, or IMEI(SV)

· Trace Reference

· Triggering event for PGW

· Trace Depth

· List of interface for PGW

· IP address of Trace Collection Entity

When the AAA server receives the user profile, which contains also the trace control and configuration parameters, it shall store the received trace control and configuration parameters. The AAA server shall forward the received trace control and configuration parameters in the authorization when it receives the authorization request from the PGW during the PDN connectivity. 

The event, which triggers the authorization in the PDN GW depend on the used IP mobility protocol:

· In case of DSMIP (option A), it is a binding update received from the UE,  

· In case of PMIP (Option B), it is a proxy binding update request received from the Trusted Non-3GPP GW or ePDG playing the role of the Mobile Access Gateway (MAG)

If the UE is already registered to the HSS by a AAA server via the SWx interface, Trace Session activation shall also be possible from the HSS to the PDN GW via the AAA server. In that case the HSS sends the Trace Session activation message with a push profile request. 

The AAA server shall examine the received user profile and if Trace Session activation is needed in the PDN GW, it shall initiate a re-authorization procedure towards the PDN GW. The Trace Session is activated to te PDN GW using this re-authorization procedure. When PDN GW receives the Trace Session activation message, it shall save the received trace control and configuration parameters.
4.1.2.10.3 UE attached to EPC via non-3GPP accesses with GTP on S2b interface
Figure 4.1.2.10.3 illustrates the Trace Session activation when the UE is attached from a non-3GPP  access with GTP on the S2b interface.
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Figure 4.1.2.10.3 Trace Session activation procedure to PGW when the UE attaches to EPC from a non-3GPP access with GTP based S2b
When the UE attaches to the EPC network via a non-3GPP access network the Trace Session activation to the PGW can be done via HSS, AAA server and ePDG. Therefore when the UE attach is signalled to the HSS via non-3GPP access network, the HSS shall send the Trace control and configuration parameters to the AAA server as part of the user profile download (see [22] , [25] and [34]). The following information shall be included in the downloaded user data:

· IMSI, or IMEI(SV)

· Trace Reference

· Triggering event for PGW

· Trace Depth

· List of interface for PGW

· IP address of Trace Collection Entity

The ePDG sends a GTPv2 Create Session Request which contains trace information message to the PGW. The RAT type indicates the non-3GPP IP access technology type. 

Figure 4.1.2.10.4 illustrates the Trace Session activation when the UE is already attached from a non-3GPP access with GTP based S2b, i.e. trace session activation after a session has been created.

If the UE is already registered to the HSS by a AAA server via the SWx interface, Trace Session activation shall also be possible from the ePDG to the PDN GW. In that case the HSS sends the Trace activation message with a push profile request. 
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Figure 4.1.2.10.4 Trace Session activation procedure to PGW when the UE is already attached to EPC from a non-3GPP access with GTP based S2b
The AAA shall examine the received information and if Trace Session activation is needed in the PDN GW, it shall initiate a reauthorization request towards the ePDG.  ePDG sends a GTPv2 Trace Session Activation message to the PGW when determining from the updated profile that a trace activation is needed. When PDN GW receives the Trace Session activation message, it shall save the received trace control and configuration parameters.
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4.1.4.7
EPC deactivation mechanisms

When an HSS receives a Trace Session Deactivation from the Management System it shall send an S6a-Delete Subscriber Data Request message to the MME at which the UE is currently registered if MME is included in the NE types for Tracing, via the S6a interface to remove the “trace data” from subscription data (see 3GPP TS 29.272[26]). The HSS shall deactivate trace if trace is active at the HSS.

When the MME receives the S6a-Delete Subscriber Data Request message to remove the “trace data” from subscription data (see 3GPP TS 29.272 [26]) or the Trace Session is deactivated directly from the EM it shall deactivate the Trace Session identified by the Trace Reference.

If the UE was registered to the HSS by an MME via the S6a interface, (.e. the user is attached to a 3GPP access network), the Trace Session shall be deactivated to the MME via the S6a interface.
If the user was registered by a AAA server via the SWx interface (i.e. the user is attached to a non-3GPP network) the HSS shall send the Trace Session deactivation request with a push profile request.

The AAA server shall examine the received user profile and if it detects that the Trace Session shall be deactivated, it shall initiate a re-authorization procedure towards the PDN GW. The Trace Session is deactivated in the PDN GW by using this re-authorization procedure. 

When the PDN GW receives the updated authorization data with trace information that represents Trace Session deactivation request, it shall deactivate the Trace Session identified by the Trace Reference.
The following figure illustrates the Trace Session deactivation when the user is attached to a non-3GPP access network for DSMIPv6 on S2c or PMIP on S2a/S2b.
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Figure 4.1.4.7.1 Trace Session deactivation in case UE attached from non-3GPP access network for DSMIPv6 on S2c or PMIP on S2a/S2b.
If the user was registered by a AAA server via the SWx interface (i.e. the user is attached to a non-3GPP network) the HSS shall send the Trace Session deactivation request with a push profile request.

The AAA server shall examine the received user profile and if it detects that the Trace Session shall be deactivated, it shall initiate a re-authorization procedure towards the ePDG.  The ePDG shall examine the received information from the AAA and if it detects that the Trace Session shall be deactivated (see 3GPP TS 29.273[22]), it shall initiate a trace deactivation procedure towards the PDN GW.(see 3GPP TS 29.274 [34]) . 

When the PDN GW receives the data with trace information that represents Trace Session deactivation request, it shall deactivate the Trace Session identified by the Trace Reference.
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Figure 4.1.4.7.2 Trace Session deactivation in case UE attached from non-3GPP access network for GTP based S2b interface.
When the MME receives the S6a-Delete Subscriber Data Request message to remove the “trace data” from subscription data (see 3GPP TS 29.272 [26]) or the Trace Session is deactivated directly from the EM it shall deactivate the Trace Session identified by the Trace Reference.
If a Trace Recording Session is active at the time of receiving a deactivation message, the MME may choose to continue the Trace Recording Session until it ends gracefully or may stop it immediately. In all cases, the MME shall deactivate the requested Trace Session immediately at the end of the Trace Recording Session. When the MME deactivates the Trace Session, it shall delete all trace control and configuration parameters associated with the corresponding Trace Session. 
If MME deactivates the Trace Session during the Trace Recording Session, the MME should deactivate the trace at the eNB by sending the S1-Deactivate Trace message to the eNodeB via the S1 interface and should deactivate the trace at the SGW by sending an S11-Trace Session Deactivation message to the SGW via the S11 interface. The message sent by MME shall include the Trace Reference to identify the Trace Session that is to be deactivated. 

When SGW receives an S11-Trace Session Deactivation message from the MME, the SGW may choose to continue the Trace Recording Session until it ends gracefully or may stop it immediately. In all cases, the SGW shall deactivate the requested Trace Session immediately at the end of the Trace Recording Session. If SGW deactivates the Trace Session during the Trace Recording Session, the SGW should deactivate the trace at the PDN GW by sending the S5-Trace Session Deactivation message to the PGW via the GTP based S5 interface. In case of PMIP based S5 interface the SGW should deactivate the trace to the PDN GW using PCC signalling, i.e. by sending a  Trace Deactivation message to the PCRF and PCRF forwards the trace deactivation message to the PDN GW [29].When the SGW deactivates the Trace Session, it shall delete all trace control and configuration parameters associated with the corresponding Trace Session. 
When PGW receives an S5-Trace Session Deactivation message from the SGW, or S2b-Trace Session Deactivation message from the ePDG, or it receives the Trace Session Deactivation message from PCRF in case of PMIP based S5, the PDN GW may choose to continue the Trace Recording Session until it ends gracefully or may stop it immediately. In all cases, the PDN GW shall deactivate the requested Trace Session immediately at the end of the Trace Recording Session. When the PDN GW deactivates the Trace Session, it shall delete all trace control and configuration parameters associated with the corresponding Trace Session.

When a Trace Session Deactivation message is sent on any interface the Trace Reference that identifies the Trace Session shall be included to the Trace Session Deactivation message.
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5
Trace control and configuration parameters

5.1
Triggering events (M)

This mandatory parameter defines when to start a Trace Recording Session and which message shall be recorded first, when to stop a Trace Recording Session and which message shall be recorded last respectively. The messages in the start triggering event tables indicate the transaction to be recorded first and the starting time of the Trace Recording Session within a Trace Session for the traced MS/subscriber in the given NE.

The messages in the stop triggering event tables indicate the transaction to be recorded last and the stopping time of the Trace Recording Session.

	MSC Server
	Start triggering events
	Stop triggering events

	Mobile Originated Call
	Receipt of the CM SERVICE-REQUEST message with service type set to originating call establishment
	Reception of CC-RELEASE COMPLETE or CM-SERVICE ABORT message

	Mobile Terminated Call
	Sending of PAGING REQUEST message
	Reception of CC-RELEASE COMPLETE or CM-SERVICE ABORT message

	Mobile Originated SMS
	Receipt of the CM SERVICE-REQUEST message with service type set to Short Message service
	Transmission of RP-ACK/RP-NACK message

	Mobile Terminated SMS
	Sending of PAGING REQUEST message
	Reception of RP-ACK/RP-NACK message

	IMSI Attach
	Receipt of the MM-LOCATION UPDATING REQUEST message
	Sending of MM-LOCATION-UPDATING ACCEPT or MM-LOCATION-UPDATING-REJECT message

	Location Update
	Receipt of the MM-LOCATION UPDATING REQUEST message
	Sending of MM-LOCATION-UPDATING ACCEPT or MM-LOCATION-UPDATING-REJECT message

	IMSI Detach
	Receipt of the MM-IMSI DETACH INDICATION message
	Reception of MM-IMSI DETACH INDICATION message

	Handover
	Receipt of the BSSMAP-HANDOVER-REQUIRED message in case of GSM or RANAP-RELOCATION-REQUIRED message in case of UMTS
	Reception of BSSMAP-CLEAR COMPLETE message in case of GSM or RANAP-IU RELEASE COMPLETE message in case of UMTS or BSSMAP-HANDOVER FAILURE in case of GSM or RANAP-RELOCATION FAILURE in case of UMTS.

	Supplementary Service
	TBD
	TBD


	MGW
	Start triggering events
	Stop triggering events

	Context 
	Reception of H.248-ADD command, or reception of H.248 MODIFY command
	Sending of H.248- SUBTRACT reply


	SGSN
	Start triggering events
	Stop triggering events

	PDP Context 
	Reception of SM-ACTIVATE PDP CONTEXT REQUEST or sending SM-REQUEST PDP CONTEXT ACTIVATION or reception of SM- MODIFY PDP CONTEXT REQUEST
	Reception or sending of SM- DEACTIVATE PDP CONTEXT REQUEST or sending SM-ACTIVATE PDP CONTEXT REJECT

	Mobile Originated SMS
	Receipt of RP-DATA message
	Transmission of RP-ACK/RP-NACK message

	Mobile Terminated SMS
	Transmission of RP-DATA message
	Reception of RP-ACK/RP-NACK message

	GPRS Attach
	Reception of MM-ATTACH-REQUEST
	Sending MM-ATTACH-ACCEPT or MM-ATTACH-REJECT

	Routing Area Update
	Reception of MM-ROUTING AREA UPDATE REQUEST
	Sending MM-ROUTING AREA UPDATE ACCEPT or MM-ROUTING AREA UPDATE REJECT

	GPRS Detach
	Reception MM-DETACH REQUEST
	Reception of MM-DETACH ACCEPT

	MBMS Context
	Sending SM-Request MBMS Context Activation or reception of SM-Update MBMS Context Request
	Sending of SM-Deactivate MBMS Context Request or sending of SM-Activate MBMS Context Reject


	GGSN
	Start triggering events
	Stop triggering events

	PDP Context 
	Reception of GTP Create PDP context request or reception of GTP Update PDP context request
	Sending of GTP Delete PDP context response

	MBMS Context
	Reception of GTP Create MBMS Context Request or reception of GTP Update MBMS Context Request
	Sending of GTP Delete MBMS Context Response


	IMS Network Element
	Start triggering events
	Stop triggering events

	SIP session or standalone transaction
	Reception of an initial SIP request that matches the start trigger event configured by the Management System via the Trace IRP TS 32.442 [24]
	Sending of a SIP final response to a SIP BYE or other request (originating or terminating), timer expiry or other event that matches the stop trigger event configured by the Management System via the Trace IRP TS 32.442 [24].

	
	
	

	
	
	

	
	
	

	
	
	


	BM-SC
	Start triggering events
	Stop triggering events

	MBMS Multicast service activation
	Reception of MBMS Authorization Request
	Reception of Deactivation Indication for user deactivation or sending of Session Stop Request for service deactivation


	MME 
	Start triggering events
	Stop triggering events

	Service request 
	Reception of NAS: Service Request message or S11: Downlink Data Notification

Note: The Service Request message shall not start a new Trace Recording Session when received after a Downlink Data Notification for the same service request instance.
	Reception of S11: Modify Bearer Response or sending of NAS: SERVICE REJECT 

	UE initiated PDN connectivity
	Reception of NAS: PDN connectivity Request message 
	Reception of S11: Create Session Responsemessage

	Initial Attach, Tracking area update, Detach
	Initial Attach: Reception of the NAS: ATTACH REQUEST

Tracking Area Update: Reception of the NAS: TRACKING AREA UPDATE REQUEST

Detach: Reception of the NAS: DETACH REQUEST or Detach Notification or Cancel Location or sending of Delete Session Request.


Note: Cancel location location shall not trigger new Trace Recording Session if it is sent as part of the tracking area update procedure.

Note: The Delete Session Request message shall trigger a new Trace Recording Session only if sent as part of a Detach procedure and only if a Detach Request has not been received for the same instance of the procedure.
	Initial Attach: Reception of the NAS: ATTACH COMPLETE or sending of the NAS: ATTACH REJECT

Tracking Area Update: Reception of the NAS: TRACKING AREA UPDATE COMPLETE or sending of NAS: TRACKING AREA UPDATE REJECT

Detach: Reception or sending of NAS: DETACH ACCEPT

	UE initiated PDN disconnection
	Sending of the S11: Delete Session Request

Note: The S11 Delete Session Request message shall not start a new Trace Recording Session if this message is sent as part of the Attach/Tracking Area Update/Detach/Handover procedures.
	Reception of S11: Delete Session Response

Note: The S11 Delete Session Response message shall not stop the Trace Recording Session if this message is sent as part of the Attach/Tracking Area Update/Detach/Handover procedures

	Bearer Activation/Modification/Deactivation
	Bearer Activation: Reception of S11: Create Bearer Request or NAS: BEARER RESOURCE MODIFICATION REQUEST

Bearer Modification: Sending of S11: Modify Bearer Request or reception of S11: Update Bearer Request

Bearer Deactivation: Reception of Delete Bearer Request or NAS: BEARER RESOURCE MODIFICATION REQUEST

Note: The Modify Bearer Request message shall not trigger a new Trace Recording Session if the message is sent as part of X2 based handover without S-GW relocation or as part of TAU without S-GW relocation.
	Bearer Activation: Sending of S11: Create Bearer Response

Bearer Modification: Reception of S11: Modify Bearer Response or sending of S11: Update Bearer Response

Bearer Deactivation: Sending of S11: Delete Bearer Response

	Handover
	Inter-eNB/Intra-MME: Reception of S1AP: Path Switch Request

Inter-eNB/Inter-MME: Reception of S1AP: Handover Required or S10: Forward Relocation Request
	Inter-eNB/Intra-MME: Sending of S1AP: Path Switch Request Acknowledge or S1AP: Path Switch Request Failure, or S1AP: Handover Preparation Failure or S1AP: Handover Cancel Acknowledge or receiving Handover Notify
Inter-eNB/inter-MME: Sending of S10: Forward Relocation Complete Acknowledge


	SGW 
	Start triggering events
	Stop triggering events

	PDN connection creation
	Reception of the S11: Create Session Request
	Sending of the S11: Create Session Response

	PDN connection termination
	Reception of the S11: Delete Session Request
	Sending of the S11: Delete Session Response

	Bearer Activation/Modification/Deactivation
	Bearer Activation: Reception of the S5: Create Bearer Request or S11: Bearer Resource Command

Bearer Modification: Reception of the S11: Modify Bearer Request or S5: Update Bearer Request

Bearer Deletion: Reception of the S11: Deactivate Bearer Command or S5: Delete Bearer Request
	Bearer Activation: Sending of the S5: Create Bearer Response

Bearer Modification: Sending of the S11: Modify Bearer Response or S5: Update Bearer Response

Bearer Deletion: Sending of S5: Delete Bearer Response


	PGW
	Start triggering events
	Stop triggering events

	PDN connection creation
	Reception of S5: Create Session Request (GTP) or Proxy Binding Update (PMIP) 
Reception of S2b: Create Session Request (GTP)

	Sending of S5: Create Session Response (GTP) or Proxy Binding Update Ack (PMIP)
Sending of S2b: Create Session Response (GTP) 



	PDN connection termination
	Reception of the S5: Delete Session Request or Proxy Binding Update
Reception of the S2b: Delete Session Request 
	Sending of the S5: Delete Session Response (GTP) or Proxy Binding Update ACK (PMIP)
Sending of the S2b: Delete Session Response (GTP)


	Bearer Activation/Modification/Deactivation

Note: this is applicable only to GTP based S5/S2b interface.
	Bearer Activation: Sending of the S5/S2b: Create Bearer Request

Bearer Modification: Reception of the S5: Modify Bearer Request or sending of the S5/S2b: Update Bearer Request

Bearer Deletion: Reception of the S5: Delete Bearer Command or sending of S5/S2b: Delete Bearer Request
	Bearer Activation: Reception of the S5/S2b: Create Bearer Response

Bearer Modification: Sending of the S5: Modify Bearer Response or reception of the S5/S2b: Update Bearer Response

Bearer Deletion: Reception of the S5/S2b: Delete Bearer Response


	End of Modification
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