3GPP TSG-SA5 (Telecom Management)
S5-110245
SA5#75, 24 - 28 Jan 2011; Sorrento, Italy
revision of S5-11abcd
Source:
NEC
Title:
Discussion on user consent in MDT activation mechanism
Document for:
Discussion and Approval 
Agenda Item:
6.5.3
1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

 [1]
S5-103285 (S3-101422) “review of MDT design and reply LS on Security Issues with Logged MDT” reply SA3; To RAN2, SA1; cc SA5

 [2]
TS 32.422: “Subscriber and Equipment Trace; Trace control and configuration management (release 10)”
 [3]
S5-110246: “Insert user consent in MDT activation mechanism”, proposed CR to 32.422
3
Rationale

The LS from SA3 “review of MDT design and reply LS on Security Issues with Logged MDT” requests the inclusion of user consent in MDT procedures, as reported below.
--- BEGIN LS FROM RAN3 ---

· Consent: The user might need to be able to give and revoke consent to MDT.  This implies enabling a user to change the MDT consent settings at any time. MDT consent settings indicate whether the UE‘s user wishes to participate in MDT data collection. When the user opts out of MDT data collection, the UE shall not be required to send MDT data to the network.
The current MDT stage 2 description doesn’t address at all which UEs may participate in MDT. RAN2 or SA5 should define a mechanism to allow the MDT system to determine whether a specific subscriber currently has provided consent to participate in MDT.
--- END---
While details on RRC procedures are under discussion in RAN2, here it is proposed to discuss how to align the procedures in TS 32.422 with the requirement above.
Discussion
The mechanism to determine whether a specific subscriber currently has provided consent to participate in MDT can be in general enforced through two key elements:
1. Introduction of an information element carrying the information on UE consent (e.g. “UEConsent=yes/no”). This information element is here assumed, but not discussed and left to RAN2 scope (definition, enforcement etc.)
2. Checking this information element during MDT procedure.
For element 2), it is needed to look at the possible moments when the user has granted or revoked the consent, since the granting or revokale can happen dynamically over time.

Case A) The user consent has been revoked BEFORE the RNC has retrieved the device capabilities: the RNC can select only those UEs where user has granted the consent.
Case B) The user consent has been revoked AFTER the RNC has retrieved the device capabilities: in this case the RNC has configured MDT on the UE already and sends the UEInformationRequest messages as usual; nevertheless the UE omits to report measurements in the UEInformationResponse to comply with the user’s unconsent.
It is proposed the following: 

· To include the checking in the RNC/eNB at the moment of UE selection (this mechanism considers user’s revocation in case A)
· To include the checking in the UE at the moment of LOG reporting (this mechanism considers user’s revocation in case B)
· If SA5 agrees on the necessity to have the user consent info for UE selection, then a reply LS shall be sent to RAN2 to provide such an information element in e.g. a response to MDTConfigRequest.

4
Detailed proposal
See the CR in S5-110246 [3].














































































































































































































































































